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Preface

Preface

About this Guide

HQbird User Guide contains detailed description of functions and features of HQbird B advanced
Firebird distribution, including with configuration examples and best practices recommendations.

About IBSurgeon

IBSurgeon ( https://www.ib-aid.com ) was founded in 2002 with the idea to provide InterBase and
Firebird developers and administrator with services and tools focused on databases safety,
performance and availability. In Russia, IBSurgeon is mostly known as iBase.ru, famous by its
Russian InterBase and Firebird portal www.ibase.ru . IBSurgeon is a member of Firebird
Foundation and, as a member of Technical Task Group, has strong relationship with Firebird
Project, with direct representatives in Firebird-Admins and in Firebird Foundation Committee.
Today, IBSurgeon serves thousands of companies worldwide with emergency, optimization and
maintenance tools and various services. Our clients are medical institutions, financial
organizations and ISVs in Germany, Brazil, Russia and other countries, and all who have
applications based on Firebird and/or InterBase. The flagship project of IBSurgeon is HQbird, the
advanced distribution of FirebirdSQL for big databases with enterprise features.


https://www.ib-aid.com
http://www.ibase.ru
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Chapter 1. Overview of HQbird

1.1. What is HQbird

HQbird is an advanced distribution of Firebird for enterprises, with the following list of features:

¥ Native one-to-many replication (2.5, 3.0, 4.0)
! Replicates databases with 1500+ connections
I Asynchronous replication with 10 seconds delay
I Synchronous replication
! No triggers or other changes in schema required, DDL support, online re-initialization
¥ multi-thread backup, restore, and sweep;
¥ support for encryption;
¥ pool of execute on external connections;
¥ cached prepared statements;
¥ optimized configurations;
¥ backups automation, including cloud backups;
¥ database health monitoring;
¥ automatic performance and transactions reports;
¥ advanced transactions and queries monitoring (Trace, MON$ and FBScanner);
¥ database structure analysis;
¥ recovery toolset and database development GUI.

Also HQbird includes a performance self-test to measure Firebird performance on the specific
hardware and OS configuration.

HQBIrd contains 2 parts: Server and Admin. The Server part has versions for Windows and Linux,
and the administration part works on Windows only.

There are 3 editions of HQbird: Standard, Professional and Enterprise.

1.2. WhatOs new in HQbird 2022

HQbird 2022 is a major new release that adds support for Firebird 4 and adds a number of
significant features:

1. Performance improvements:

I Optimizer improvements for automatic recognition of implicit INNER join (transform LEFT
JOIN to INNER JOIN if queries are equivalent)

I Temporary blob caching to speed up blob operations up to 15% and prevent abnormal
database growth
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! blob_appendfunction for faster blob concatenation, blob operations up to 18x faster
! Multithreaded restore in Firebird 4 HQbird 2022
2. Streaming changes to the database:

I Each change (such as INSERT, UPDATE or DELETE) for each table can be sent outside the
database by a commit event

I Ability to send changes as JSON via RabbitMQ and similar software
3. A set of additional UDRs:

I Text recognition (OCR) inside the database in queries, stored procedures and triggers, with
support for dictionaries.

I UDR for working with JSON (construction and parsing)
I Split UDR to quickly split a string by delimiter
I UDR for working with external data sources via ODBC
4. The most complete performance monitoring, based on MON$ and trace data, makes it easy to

identify performance problems, from long transactions to slow or too frequent requests.

In addition, HQbird 2022 still offers advanced replication functionality, external connection
pooling, prepared statements pool, and other features necessary when working with large
databases under critical load.

1.3. Feature matrix

Below there is the feature matrix for HQbird editions.

Features Editions

Standard Professional Enterprise
Optimized configurations
Backups
Automatic Performance Reports
SQL queries tracking

Transactions tracking

X X X X X X

Database structure analysis

Performance self-test suite

X X X X X X X X

SQL development, design&debugging
Recovery

Replication and high availability

Pool of Execute On External statements

Cached prepared statements

X X X X X X X X X X X X X

Multi-thread backup, sweep, restore
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Enhanced authentication and security features X

It is possible to single out components in the HQbird modules that are responsible for certain

operations (such as backup, monitoring, database repair).

The table below shows how features are distributed among the HQbird modules:

Features

Backup
(automated
verified and
incremental
backup)

Optimized
Configurations
(balanced, read-
intensive and
write-intensive)

Performance Test
Suite (hardware
score)

Monitoring SQL
Queries (MONS,
TraceAPI and
FBScanner)

Health
Monitoring
(online validation,
database health
check, log
analysis)

Transaction
Tracking
(dynamic analysis
of transaction
markers)

Database
Structure
Analysis (table
and index sizes,
fragmentation,
versioning, etc.)

Modules

FBDataGuard

FBDataGuard, a
collection of
optimized
configurations

Performance Test
Suite

Performance
Monitor,
MONS$Logger,
FBScanner

FBDataGuard

FBDataGuard,
Transaction
Monitor,
MONS$Logger

Database Analyst

Description

FBDataGuard runs on the server side and performs all
kinds of backup

The optimized configuration file can be customized on the
basis of recommendations from FBDataGuard

The test measures the hardware performance

Three different monitoring methods are used in different
scenarios

Everything is carried out on the server. FBDataGuard
sends notifications by e-mail.

FBDataGuard tracks problems with transactions,
Transaction Monitor and MON$Logger show the dynamics
of changes and the current status of active transactions.

Database Analyst analyses the database structure in detail
and shows warnings and recommendations.



Features

SQL
Development &

Debugging (a GUI
tool for developing

databases and
queries)

Recovery
(database
recovery, backup
recovery, record
undeleting)

High Availability
(replication)

Performance
improvements
(pool of Execute
On External and
Cached
prepared)

Multi-thread
backup, sweep,
restore

Encryption
support

Enhanced
authentication
and security
features

Chapter 1. Overview of HQbird

Modules Description

SQL Studio SQL Studio is a powerful tool for developing and
debugging database objects and SQL queries.

FirstAID, FirstAID repairs databases when they get corrupted,
FBDataGuard, FBDataGuard stores important metadata thus increasing
IBBackupSurgeon, the chances of successful repairs, IBBackupSurgeon
IBUndelete exports data from corrupted backup copies. IBUndelete

can undo records deletion.

The HQbird Enterprise edition includes replication and high availability tools.

HQbird Enterprise includes performance improvements.

HQbird Enterprise

HQbird Enterprise

HQbird Enterprise

10
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Chapter 2. Installation of HQbird

HQbird contains 2 parts: Server and Admin. LetOs consider how to install them.

2.1. Installing HQbird Server on Windows

HQbird Server 2022 includes Firebird 2.5, 3.0 and 4.0 with replication, multi-thread support and
other enhancements as part of its installer, so Firebird must be installed as part of HQbird. It is
mandatory to install Firebird bundled with HQbird Server installer, if you plan to use replication (it
also requires HQbird Enterprise license, full or trial) and other enhancements.

Optionally you can choose HQbird Standard, which will not install Firebird, so you can use
previously installed Firebird B in this case, make sure that installed version is compatible (2.5.2,
255,256,25.7,25.8, 2.5.9, 3.0.%, 4.0.x).

Please note, that only Firebird 2.5, 3.0 and 4.0 are fully supported in HQbird, the old Firebird
versions are supported partially. We offer the comprehensive Firebird migration service with
guaranteed and fast result to migrate Firebird to the latest version.

2.1.1. Silent installation on Windows
The fastest way to install HQbird is to use the silent installation command.

In the example below we will install HQbird Enterprise with Firebird 4.0 into c:\HQbird ,
configuration will be  c:\HQbirdData\config , output in c:\HQbirdData\output .

HQBiIrdServer2022.exe IVERYSILENT /SP- /TYPE="hgbird40x64" /DIR="C:\HQbird2022"
/CONFIGDIR=C:\HQBirdData\config /OUTPUTDIR=C:\HQBirdData\output

The following parameters are mandatory to perform the silent installation:

¥ /VERYSILENT /SPoptions to perform the silent installation

¥ /TYPED what HQbird version should be installed. If you are doing silent upgrade, make sure the
version is the same as it was installed previously.

I "HQBIird25x64" - "HQbird Enterprise (with Firebird 2.5 x64)";
I "HQBIrd30x64" - "HQbird Enterprise (with Firebird 3.0 x64)";
I "HQBIrd40x64" - "HQbird Enterprise (with Firebird 4.0 x64)".

¥ /DIR - where to install HQBIrd. If you are doing silent upgrade, make sure the version is the
same as it was installed previously.

¥ /CONFIGDIR where to store configuration data for HQbird.

¥ /OUTPUTDHR where to store output data (default location for backups, performance reports, etc).
Optional parameters for the silent installation of HQbird:

¥ [fbport=3050 - port for Firebird to be installed with HQbird Enterprise

11
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¥ /LOG=C:temp\HQBIrdServerSetup.log- where to store installation log
¥ DataGuard parameters:
! IDGPORT=8082port for web interface of HQbird (FBDataGuard)
! IDGLOGIN=admihlogin for web interface of HQbird (FBDataGuard)
I IDGPASSWORD-=strong passvi@mhssword for web interface of HQbird (FBDataGuard)
¥ Automatic registration parameters:
I IREGEMAIlsuremail@company.coremail to perform the automatic registration of HQBIrd
I IREGPASS=yourpasswdddpassword from IBSurgeon Deploy Center account to register HQbird

! IREGTYPE=S|ER= Standard, Enterprise, Trial D license type, must be specified if you need to
register HQbird during the installation

¥ "ffline registration (incompatible with REG **)
I [/REGUIK=<uik filename>

I IREGUNLOCK=<unlock filename>

Must be set in pairs, both are required!
/REGUIK="z:\HQBIrd\test\uik" /REGUNLOCK="z:\HQBird\test\unl"

¥ Email alerts parameters:
I [JEAHOST=smtp.company.cenSMTP server for email alerts
I JEAPORT=25 SMTP port for email alerts
I JEALOGIN=suppor® SMTP login to send email alerts
I JEAPASSWORDHSMTP password to send email alerts
I [EATOsupport@email.to B where to send emalil alerts
I JEAFROMemeemaildg@company.cBnfrom address
! [/EAENABLED=trd2 enable or disable email alerts
| /EADEFALT=tru® send a copy of email alerts to IBSurgeon Control Center
¥ Built-in FTP server parameters:
! [FTPENABLED=trd2 enable or disable FTP server
I [FTPPORT=872FTP port
I /[FTPLOGIN=adminrZFTP login
! FTPPASSWORD=strong passweldPP password
Please note, that in a case of error, for example, if you are trying to run silent installation to install

HQbird to the location which is different from the current location, the error message window will
popup and installation will be canceled.

12
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2.2. Installing HQbird Server for Windows using the
installer

Download HQbird from  https://ib-aid.com/en/download-hqgbird

The distribution package of HQbird server is the same for the 32-bit and 64-bit versions of the
Firebird engine.

Make sure that HQbird installer is signed with valid IBSurgeon certificate (CiBase LLCE) and run it:

F = ™
CTepoiTe daiin - NpegynpexasHue CUCTEMbl Be30NacHOCTIA ﬁ
= = .
3anycmate 3ToT daéin?
Mma:  .rdServer20225etup 64 2622 33501 27169 1003.exe
@ WMsmatens:  jRase.qu
un

T

MpunoxeHne

W= Ch\Users\DeveloperDownloads\HQbirdServer2022...

JanycTiTe ] [ CmaeHa ]

Brerpa cnpawvBEaTs Npi 0TKPLITAW 3TOro ©aling

|--'“ Palinel 13 MHTepHETa MoryT BbITe NONE3HBI, HO STOT TMN Gaina
‘ﬂj MOKET MOBQEOMTE KOMMEOTED. 3aNyCKERTE TONLKO NporpamMmel,
= NOMyYeHHBIE OT ADBENASMOro WSAaTENA. FaKTopbl DHCKE

Figure 1. Installer is signed with IBSurgeon digital signature: iBase LLC

F - | B
SE'tUp . : — -

:I This will install Hbird Server Side 2022, Do you wish to continue?

LA || e

Figure 2. Confirmation to start the installation process

The HQbird Server Side installation wizard will be launched after that and it will take you through
several steps, such as agreeing to the license agreement and selecting the installation folder.

13
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-

i Setup - IBSurgeon HQbird Server Side 2022 = et S
License Agreement
Please read the following important information before continuing.

Please read the following License Agreement. You must accept the terms of this
agreement before continuing with the installation.

IBSURGEON HQBIRD STAMDARD -
IESURGEON HQBIRD PROFESSIOMAL [l
IBSURGEON HQBIRD ENTERPRISE e

LICEMSE STATEMENT
IMPORTAMT - READ CAREFULLY

MOTICE: THIS IBSURGEDON SOFTWARE PRODUCT (TOGETHER WITH ITS
ACCOMPANYIMNG

DOCUMENTATION, THE "PRODUCT ™) IS THE PROPERTY OF IBSURGEON
COMPANY

{("IBSURGEONT). THE PRODUCT IS MADE AVAILABLE TO ¥OU, THE ORIGIMAL
PURCHASER,

SIUBJECT TO THE FOLLOWING LICEMSE AGREEMENT ("LICEMSE AGREEMENT™ OR.

"AGREEMENT"). PLEASE READ THIS LICEMSE CAREFULLY BEFORE IMNSTALLIMG
QR

ISIMG THE PRODUCT. A COPY OF THIS LICEMSE IS AVAILAELE FOR YOUR -

i@ I accept the agreement

(711 do not accept the agreement

[ Mext J [ Cancel

L

Figure 3. Licence agreement

At first, the installer will ask you where to install HQbird:

14
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2 Setup - IBSurgeon HObird Server Side 2022 e

Where to install HQbird

Where should HQbird Server Side 2022 be installed?

[ F Setup will install HQbird Server Side 2022 into the following folder.

To continue, dick Mext. If you would like to select a different folder, dick Browse,

=2 \HObird] Browse...

At least 105,0 MB of free disk space is required.

Back ][ Mext ] [ Cancel

L=
Figure 4. Where to install HQbird

We recommend to use the default location  c:\HQbird , but you can use any suitable location.

After that, you should select folders for storing configuration files, backup copies of databases,
statistics and HQbird log files:

15
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r ™
%3 Setup - IBSurgeon HQbird Server Side 202248 N SIS B (ool PSR
Select locations
Paths for HQbird data
Path for configuration
C:\HQBirdData\confia Browse

[ Copy "config” path to “output®

Path to store database backups and statistics

C:\HQBirdData\output

Back ][ Mext ] [ Cancel

e

Figure 5. Select folders for HQbird configuration and log files

By default, the installation wizard offers to create folders for configuration and log files in
C:\HQbirdData .

Usually, we recommend selecting a disk with a large amount of free space for this
. purpose, but you can configure it later.

If configuration files already exist in the selected location, the installation wizard will display the
corresponding warning:

Setup *

Existing configuration found "Ch\HOBirdData\config”
Do you want to upgrade it?
Choose (Yes) to Upgrade, [Mo) to install fresh configuration
(with backup], or (Cancel) to choose another location,

Figure 6. Warning about existing configuration files

We recommend the automatic upgrade, so default answer should be Yes.

However, you can choose to create fresh configuration of HQbird, and click No D it this case the

16
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installer will warn you that existing configuration files will be moved:

Setup . l-'e"""-J

I.-”'-_"“- Existing files from configuration folder "CAHQEBirdDatah\config”
Y will be rermoved to

~ "C:\HQBirdData\config.backup.29.09.2019_13-13-42"7

Are you sure?

¥es | ’ Mo

., 1

Figure 7. Confirmation of backup

In case of choosing Cancel, you need to specify the different location for the configuration and

output/backup files.

After you confirm it, the folder with the existing configuration
installation will continue.

files will be renamed and the

After that, you will see the installation step where you can select components to be installed:

4 Setup - IBSurgeon HObird Server Side 2022 -

Select Components
Which components should be installed?

install. Click Mext when you are ready to continue.

Custom HQbird installation

Select the components you want to install; dear the components you do not want to

Pt

S

HGQbird Server Side
- =] Firebird engine
~() 2,5.9.27171 64 bit
~(C) 3.0.9.33556 64 bit
: [ ] UCR libraries
L. (@) 4.0.1.2720 54 bit
2L IDR: libraries
HQbird FEDataGuard for Windows v220123
- 1+ Manitaring for Firebird
5 Advanced Monitoring Viewer
Firebird configuration files
OLTP Benchmark
- t+| Client libraries
|:| FBScanner Service
- [] volume Shadow Copy Service

435,5MB
300,5MB
93,4 MB
171,3MB
77,5 MB
300,5MB

35,1 MB
52,0 MB
33,0 MB
0,1MB
5,5 MB
92,6 MB
0,1MB
0,1MB

Current selection requires at least 499, 3 MB of disk space.

Cancel

Figure 8. Select components from HQbird Server Side to be installed

We recommend that you install HQbird Enterprise, which contains all HQbird components and

17
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Firebird, to avoid further configuration. All HQbird modules are installed in the inactive mode and
do not affect the operation of the Firebird server until they are configured or used.

If you select to install HQbird Enterprise (i.e., with Firebird), it will install Firebird in the subfolder
of HQbird installation, by default C:\HQBiIrd\Firebird25 or C:\HQBird\Firebird30
C:\HQBiIrd\Firebird40 .

Then, you will be asked to specify the port for HQbird FBDataGuard (web interface to manage
HQbird):

2 Setup - IBSurgeon HObird Server Side 2022 — *

Select network port for Dataguard server
Spedfy port for web-console:

Please spedfy port for HQbird FEDataGuard web console
|s082 Check

Dataguard web login:

|admir1 |

Dataguard web password;

| e s i |

Please spedfy port for HQBird Advanced Manitaring Viewer
(8083 |F Check |

Back Mext Cancel

Figure 9. Specify port, login and password for HQbird FBDataGuard and HQBird Advanced Monitoring
Viewer

We recommend to keep 8082, but sometimes this port can be occupied, so you can change it.

Default password: strong password

18
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il Setup - IBSurgeon HQbird Server Side 2022 = -
— i _— i 1

Setup FTP server settings (optional)
Dataguard Internal FTP server settings (skip, to setup later)

Port:
5721

Add ftp user:
admin2

FTP access password:
I B B I

Enable internal FTP server

Back H Mext ] [ Cancel

e

Figure 10. Setup FTP Server settings

After that, the installer will ask about email settings to be used to send email alerts:
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2 Setup - IBSurgeon HObird Server Side 2022 |

Setup email alert settings (optional)

Dataguard email alert settings (skip, to setup later)

SMTP host: Port:
127.0.0.1 25
SMTF login:

support

SMTP password:

To addr:
support@email. to
From addr:

dg@host. from

[ Email alert enabled [] send alerts to HQbird Control Center

Back ][ Mext ] [ Cancel

=
Figure 11. Email alerts settings

| You can skip this step: all email alerts can be set later in web interface.

Then, the installation wizard will ask to specify the port for Firebird engine installed with HQbird:
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2 Setup - |BSurgeon HObird Server Side 2022 —

Firebird.conf options
Confirm network port and other parameters in firebird, conf

0.

Flease enter RemoteServicePort:
|3050] Check

Add MaxParallelWarkers parameter to enable multi-thread features

Figure 12. Specify port for Firebird server

By default, the port is 3050. If the port will be occupied by another running Firebird, the installation
wizard will warn you and make to choose another port. Or, you can stop and uninstall another
Firebird service.

The checkbox OAdd MaxParallelWorkers parameter to enable multi-threaded featuresO enables
multi-threading support for backup, restore and sweep. You can learn more in the OPerformance
enhancementsO chapter of the "Multi-thread sweep, backup, restore”  section.

Then, only if you are installing HQbird Standard (i.e., without bundled Firebird), the installation
wizard will ask you to specify the folder where Firebird is installed:
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w4 Setup - HOBird Server Side 2020 —

Select location of Firebird root folder
Path to Firebird server to intearate components

Please enter path to Firebird installation

irebird\Firebird-2, 5.9, 27139-0_x64 e Browse

Figure 13. Confirm the location of the current Firebird instance (for HQbirdStandard).

Attention!  During this step, the installation wizard checks the availability and compatibility of the
installed Firebird version with HQbird. If the specified folder does not contain a correctly installed
Firebird version, you will see the following warning:

Setup >

You have Firebird "2.5.3.267280" installed. It contains a serious

! bug which can cause hanging during Services APl calls
[CORE-4208, Windows only), You need to upgrade to
2.,5.5.26927 or later version [or revert to 2.5.2).

Figure 14. This warning from the installation wizard prompts you to select the correctFirebird folder.

You should use Firebird version 2.5.5 or higher for HQbird Standard to be installed (see How to
Update Firebird for Windows ), or choose HQbird Enterprise to install the newest Firebird.

Then, you can specify the folder name and location in Windows menu:
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i Setup - IBSurgeon HQbird Server Side zuzl [EEEE

Select Start Menu Folder
Where should Setup place the program's shortouts?

—
B— Setupwill create the program's shortcuts in the following Start Menu folder.
o_—

To continue, dick Mext. If you would like to select a different folder, dick Browse,

IBSurgeon\HObird Server Side 2022 Browse...

[|pon't create a Start Menu folder

Back || Mext | | cancel

Figure 15. Choose Windows Start menu folder.

At the next step the installer will offer you to pre-configure HQbird to be used as master or replica
server:
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il Setup - IBSurgeon HQbird Server Side 2022

Select Additional Tasks
Which additional tasks should be performed?

Server Side 2022, then dick Mext,

[T Configure HObird as!

(") Master server for replication (default)

(") Replica server

Select the additional tasks you would like Setup to perform while installing HQbird

Back

][ Mext ] [ Cancel

e

Figure 16. Pre-configuration for replication.

You can skip this step, this configuration can be done later.

The final step is a summary of components to be installed and their paths:
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2 Setup - |BSurgeon HObird Server Side 2022 —

Select Additional Tasks
Which additional tasks should be performed?

0.

Select the additional tasks you would like Setup to perform while installing HQbird
Server Side 2022, then dick Mext,

Preconfigure HObird asi
(®) Register FB server {default)

i) Register FB server and template DB for replica

Figure 17. Click Install to complete the installation.

After that you have to activate HQbird (see How to Activate HQbird ) and proceed to configure the
HQbird components.

At the end of installation process, you will be asked about next steps:
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2 Setup - |BSurgeon HObird Server Side 2022 —

Completing the HQbird
Server Side 2022 Setup

Wizard

Setup has finished installing HQbird Server Side
2022 on your computer, The application may be
launched by selecting the installed shortcuts.

Click Finish to exit Setup.

Subscribe to IBSurgeon news and upgrades;
Start Monitoring for Firebird Service

Start Trace for Firebird Service

Start Advanced Monitoring Viewer for
o
Manitoring Services

Register HQbird

Advanced FirebirdSQL Distribution for Enterprises

Figure 18. Post-installation steps.

2.3. Installing HQbird Administrator on Windows

To install HQBIird Administrator, download the distribution package from #https http://ib-aid.com/
en/hgbird/ , or from your account at  http://deploy.ib-aid.com

The name of HQbird Administrator package is HQbirdAdminNNNN.exe (it is in the zip archive).

Run the installation wizard and follow the standard installation steps: digital signature check,
license, then select the installation folder:
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2 Setup - HOBird Firebird Admin 2020 —

Select Destination Location
Where should HQBird Firebird Admin 2020 be installed?

Setup will install HQBird Firebird Admin 2020 into the following folder.

To continue, dick Mext. If vou would like to select a different folder, didk Browse.

:\Program Files (x86)\BSurgeon'HQBird Firebird Admin 2020 Browse...

At least 43,8 MB of free disk space is required.

Figure 19. Select where to install HQbird Admin.

Select tools to install after that. We recommend that you install all tools.

w4 Setup - HQRBird Firebird Admin 2020 —

Select Components
Which compaonents should be installed?

Select the components you want to install; dear the components you do not want to
install, Click Mext when you are ready to continue.

Full admin padkage [ w
[+] IBSurgeon HOQbird Administrator 2020 107,6 MB
- [«] HQbird Firebird MONS Logger 12,5ME

- [/] HQbird Firebird Scanner Log Analyzer 6,3 MB
- [/] HQbird Database Analyst 14,3 ME
- [] HQbird Transaction Maonitor 6,6 ME
- [+ Utile 19,3 ME

- [] Firebird 50L Studio 23,0 MB
Client libraries 24,8 MB

Current selection requires at least 126,56 MB of disk space.

Figure 20. Select tools to install.

Follow the instructions after that. After the installation is over, you will be offered to launch the
activation wizard. If you are installing HQbird Admin on the same computer where HQbird Server
was already installed, the license will be automatically detected by HQbird Admin tools.
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2.3.1. How to install community version of Firebird on Windows

The easiest way is to install Firebird bundled with HQbird B just choose the desired version during
the installation. However, sometimes it is necessary to use HQbird with a community version of
Firebird.

Please note b to enable replication and performance features in HQbird Enterprise
. you need to install Firebird bundled with HQbird ServerSide.

To install Firebird separately, download the Firebird zip archive from www.firebirdsqgl.org

Unpack the archive file to a suitable location (for instance, C:\Firebird25 ), after that copy the
optimized configuration file  firebird.conf (see Optimized Configurations below) to this folder.

Then, go to the Bin folder and then use the ~ Run As Administrator option to run the batch file with
the architecture you need.

¥ For Firebird 2.5 P run install-superclassic.bat .

¥ For Firebird 3.0 B set parameter ServerMode=Supeand run install_service.bat .

Of course, you can choose the SuperServer for 2.5 or Classic architecture for 3.0 if you know what
you need.

As a result of running the command file, Firebird of the selected architecture will be installed and
run as a service.

You can make sure the Firebird service is installed and running in the Services snap-in (rub
services.msc in command prompt):
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& Server Manager

File Action View Help
e | 2B az= HE »enw
R Serve Marages (WIN-GUTPIFK  Febird Senes - Otauigiance Propeties M QU7PNFG577) eESes
i?:a'f:m Name Descrif| | General [ Log On | Recowery | Dependencies]
. @ Diagnostics ' Diagnostic Service...
4 it Configuration ' Diagnostic System...
b E.} Task Scheduler '« Dhagnostics Tracki..,
i gl Windows Firewall with &| % Disk Defragmenter ;
L Gervices o Dustributed Link Tr... u
i‘i Wil Control 4, Distributed Transa...
Is ;& Local Users and Groups || 25 DNS Client
» £4 Storage 5 Encrypting File Sy... Providly | 1 \Frebid\Frebr-2 5.5 26528.0 b4\bin'fo_inet_server exs  Defautint
L, Extencible Authen.. The Startup type: |Mnmdu: -
's; FEDataGuard Agent HQbi
', FBScanner Service  IBSurg Helo me confiours sarvice slashp coflors.
4, Firebird Server - D\.. Firebi
4, Function Discover.. TheF Service stalus.  Stavted
' Function Discover... Publi St E Pauss Rasume
o Group Policy Chent  The se
% Health Key and Ce... Provid|y | fou =2 speciy the siar parameters that apply when you st the service
% Human Interface .. Enabl
%4 IKE and AuthlIP IPs.. Thel
L Interactive Service... Enabl
o InterBase 2009 Gu...
2 InterBase 2009 Ser... [ ok || Concal || oo
o Internet Connecti... —— —
4 | i | »
4 L] b | Extended j Standard /
Figure 21. Firebird Service.
In this example, Firebird is installed in the folder H:\Firebird\Firebird-2.5.5.26928-0_x64 and

running as a service with the SuperClassic architecture.

2.4. Installing HQbird Server on Linux

To install HQbird Server Side on Linux, you need to download HQbird ServerSide for Linux with
integrated Firebird from  this location : https://ib-aid.com/en/hgbird-installation/

This archive contains 3 files:

¥ install_fb25_hqbird2022.sh
¥ install_fb30_hqgbird2022.sh
¥ install_fb40_hqgbird2022.sh

You must be root or sudoer to install HQbird on Linux!

General prerequisites : install java version 1.8 before installing HQbird! We recommend
OpendDK, but OracleOs Java is also fine.

2.4.1. Installation of HQbird with Firebird 2.5 on Linux

1. Uninstall all previously installed Firebird versions before running this installer. Make sure you
donOt have Firebird installed from repositories!
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2. Apply execution rights to the installation package:

chmod +x install_fb25 hghird2022.sh

3. Run installation script install_fb25 hqgbird2022.sh . It will install Firebird into /opt/firebird and
HQbird into /opt/hgbird

4. By default, Firebird 2.5 is installed as Classic. We recommend to install it as SuperClassic D for
this run script  /opt/firebird/bin/changeMultiConnectMode.sh  and choose thread

Next steps:

1. Please note that Firebird 2.5 will be installed with SYSDBA/masterkey

2. You can stop/start Firebird 2.5 with command service firebird stop or service firebird start
Check is it running with command  ps aux | grep firebird

3. You can stop/start HQbird with command service hgbird stop  or service hgbird start . Check is
it running with command  ps aux | grep dataguard

4. Run browser, and log in to HQbird FBDataGuard http://serverurl:8082 , with user/password =
admin/strong password

5. Choose Ol have HQbird EnterpriseO and register HQbird with the email and password you have
received from IBSurgeon Deploy Center.

6. If necessary, follow steps to setup$N$or see the appropriate chapter of this Guide.

2.4.2. Installation of HQbird with Firebird 3.0 on Linux

Prerequisites : make sure you have libtommath , libncurses5-dev and ICU installed (there will be
an appropriate error message if they are not installed).

1. Uninstall all previously installed Firebird versions before running this installer

2. Apply execution rights to the installation package:

chmod +x install_fb30_hqgbird2022.sh

3. Run installation script install_fb30_hqgbird2022.sh . It will install Firebird into /opt/firebird and
HQbird into /opt/hgbird

4. By default, Firebird 3.0 is installed as SuperServer. Keep it.

5. Firebird 3.0 will be installed with SYSDBA/masterkey

Next steps:

1. You can stop/start Firebird 3.0 with command service firebird-superserver stop or service

firebird-superserver start . Check is it running with command  ps aux | grep firebird

2. You can stop/start HQbird with command service hgbird stop  or service hgbird start . Check is
it running with command  ps aux | grep dataguard
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Run browser, and log in to HQbird FBDataGuard http://serverurl:8082 , with user/password =
admin/strong password

Choose Ol have HQbird EnterpriseO and register HQbird with the email and password you have
received from IBSurgeon Deploy Center.

If necessary, follow steps to setup$N$or see the appropriate chapter of this Guide.

4.3. Installation of HQbird with Firebird 4.0 on Linux

erequisites : make sure you have libtommath and ICU installed (there will be an appropriate

error message if they are not installed).

1. Uninstall all previously installed Firebird versions before running this installer
2. Apply execution rights to the installation package:
chmod +x install_fb40 _hqgbird2022.sh
3. Run installation script install_fb40_hqgbird2022.sh . It will install Firebird into /opt/firebird and
HQbird into /opt/hgbird
4. By default, Firebird 4.0 is installed as SuperServer. Keep it.
5. Firebird 4.0 will be installed with SYSDBA/masterkey
Next steps:
1. You can stop/start Firebird 4.0 with command service firebird-superserver stop or service
firebird-superserver start . Check is it running with command  ps aux | grep firebird
2. You can stop/start HQbird with command service hgbird stop  or service hgbird start . Check is
it running with command  ps aux | grep dataguard
3. Run browser, and log in to HQbird FBDataGuard http://serverurl:8082 , with user/password =
admin/strong password
4. Choose Ol have HQbird EnterpriseO and register HQbird with the email and password you have
received from IBSurgeon Deploy Center.
5. If necessary, follow steps to setup$N$or see the appropriate chapter of this Guide.
2.4.4. Installation of HQbird Standard on Linux

If

you have a license of HQbird Standard, or if you donOt want to change the existing Firebird

installation, please run the following command:

install_fb4 _hqgbird2022.sh  Bnofirebird

It will install HQbird without Firebird binaries.
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Please note, that advanced features (replication, multi-thread support, encryption,
authentication) require HQbird Enterprise with Firebird binaries!

2.4.5. Firewall settings

Firebird is installed on port 3050, HQbird web interface is listening on port 8082, and licensing
interface is listening on  8765.

These ports can be changed in /opt/firebird/firebird.conf (RemoteServicePort),
/opt/hgbird/conf/network.properties (server.port) and /opt/hgbird/conf/license.properties
(serverlicense.port).

Make sure to allow these ports in your firewall configuration.

Attention!

" After upgrade, make sure that there is only the one copy of HQbird is running! If
there are 2 copies, stop them ( service hgbird stop  for the first and kill <process-
number>for the second instances) and start it again.

2.5. Upgrade existing HQbird version

HQbird installer on Windows (from v 2018R2) and on Linux (from v 2018R3) supports automatic
upgrade of the configuration of already installed HQbird version 2017R2 and later.

If HQbird installer will notice the previous version of HQbird, it will ask you to confirm the
upgrade, and in case of the positive answer, it will stop Firebird, HQbird and upgrade their files.

( Setup —— . ——

k. = _,,-'I Please stop the following services: FEDataGuard, FEScanner, IBTM and

Firebird, otherwise reboot may be required.
If you need fresh installation, please, uninstall previcus version of
HQbird manually and start again.

'o Another version of HQBird Server Side 2020 1= installed.

Do you want to continue?

Figure 22. Warning about upgrade.
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i Setup . ﬁ ]

@ To proceed the installation, the existing dataguard service will be

stopped. Do you want to continue?

ﬂ e

Figure 23. Warning about restart of currently running HQbird FBDataGuard.

The configuration will be retained$N$it means that firebird.conf , aliases.conf, securityX.fdb , and
HQbird configuration files will not be deleted (HQbird configuration files will be upgraded to the
new configuration version).

The upgrade does not change the Windows service settings for Firebird and HQbird B it means that
if you have changed ORun AsO properties of the service, they will be retained.

! After upgrade on Linux Firebird and HQbird must be started manually!

After upgrading HQbird, open the web-console and choose in the right upper
corner: ORefresh HQbird web-consoleO. It is necessary to clean the cache of

JavaScript part of the application.
[ 1]

Page refresh in 0027 ~ E5 English ~

Please note$N$if you are installing HQbird 2022 over the old version of HQbird on Windows, the
dialog with installation options will be shown as disabled, because we cannot automatically
upgrade from 2.5 to 3.0 or 4.0, and installer can only upgrade the same components. If you need a
different installation, remove old version of HQbird from the computer prior installing 2022.
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i

—
.l Setup - HQBird Server Side 2020 =
—

Select Components
Which components should be installed?

Compaonents ba updake

HGbird Enterprise (with Firebird 3.0 x64)

HQhbird Server Side 228,7 MB
Firehird engine 155,3 MB
- (1) 2.5 32 bit 79,9 MB
- () 2.5 64 bit 93,1 M8
- () 3.0 32 bit 144,3 MB
- ([@ 3.0 64 bit 155,3 MB
HQbird FEDataGuard for Windows 31,0 MB
Firehird configuration files 0,1 MB
Replication plugins 1,2 MB
Transaction monitar 3,3 MB
COLTP Benchmark 3,2MB
Client libraries 34,8 MB
FBScanner Service 0,1MB
Volume Shadow Copy Service 0,1 MB

Current selection requires at least 238,6 MB of disk space.

< Back ]m:;-_xt} i[ Cancel ]
— ————

Figure 24. An example of the disabled components selection dialog in case ofupgrade.

2.6. Registration of HQbird

2.6.1. How to activate HQbird

To activate HQbird, you can either use a separate utility included in the server and administrator
packages for Windows, or use the registration mechanism embedded into the HQBird Firebird
DataGuard web interface (for Windows and Linux), or run any tool from the administrator

software and use the built-in activation wizard.

The activation wizard looks and works the same in the tools and in the activation tool. It is enough
to perform activation once on any computer that can connect to the server where HQbird
ServerSide is installed.

You can launch the registration utility from the Start menu (IBSurgeon\HQbird Firebird
Admin\HQbird):
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HOQBird 2020 Launcher/Registration Helper

v g HQbird is not registered
L E Double-dick tool name to start
ommm | .
Name Description
m g Firebird DataGuard Monitoring, automatic backups and maintenance tasks
5’3 User guide HQbird user guide
. g Transaction Monitor Advanced transactions markers monitoring
= Database Analyst Database structure and statistics analysis
‘g Scanner LogAnalyzer Analyze logs from Firebird Scanner
I b MONSLogger Fast adhoc analysis of MON$ tables
See details. ..

lose

E-

Copyright 2002-2020 IBSurgeon

gy Contact support...

Figure 25. HQBIrd registration helper.

If you click the Register button (or Re-Register for repeated registration), you will see the activation
wizard:

Activation HQBird B
Registration of HQBird: you need to activate software. Please read carefully.
Enter IP/name of the computer where HQbird Server is running:

P: [127.0.0.1 | port: Connect to HOBird Server

Installation ID: |

Enter registration data  Offline activatioin

()1 have HQbird Standard license Enter email jpassword received from IBSurgeon:
E-Mail: |hqbirdtest12@ib—aid.mm |

(®) I have HQbird Enterprise license

() Trial license Password: | sessnnne |

@ Forgot password?

See details about current reaistration.. ..

" Close this window
Figure 26. HQBIrd activation window.

After that, specify the [P address or the computer name of the server HQbird is installed on in the
upper input field and click  Connect to HQbird Server . If you started registration utility on the
same computer with HQbird Server, it will be OlocalhostO, otherwise$N$some remote address.

Then enter your registration data. If you have a license, enter your e-mail address and password
that you used to register with the IBSurgeon Deploy Center and click Activate .
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If you have no license, choose Trial license, specify your e-mail address and click
| Activate . You will be automatically registered and the password will be sent to
your e-mail address.

Right after you click Activate , the registration wizard will try to connect to the IBSurgeon Deploy
Center () and obtain a license. If it succeeds, you will see the corresponding message. If there are
any problems, you will see the error message.

If you forget the password, click the  Forgot passwordE  button and it will open the browser with
the password recovery form.

If you need to purchase a new or additional license or renew your subscription, click Purchase.

Click Close this window  after the registration is over.

Internet Activation via a Client Computer

If the server with HQbird Server does not have access to the Internet, you can still activate it via the
Internet: you can install HQbird Administrator on any client computer with Windows that has both
access to the Internet and access to the HQbird Server and perform activation.

IBSurgeon Deploy Center
deploy.ib-aid.com

Port 80

Port 80

Port 8765

Run HQbird Register tool and enter there: IP address of your server (or, server name$N$for
example, mylinuxserver), email and license, and click Activate:
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Activation HQBird [ x|

Registration of HQBird: you need to activate software. Please read carefully.
Enter IP/name of the computer where HQbird Server is running:

IF: |mylinuxseruer | port: Connect to HQBird Server

Installation 1D: |

Enter reqgistration data  Offline activatioin

() T have HObird Standard license Enter email jpassword received from IBSurgeon:
(®) I have HQbird Enterprise license E-Mail |hqbirdtest22@ib—aid.mm |
() Trial license Password: |"uuu |

? Forgot password?

See details about current reqistration.. ..

J Close this window

Figure 27. HQBIrd activation window.

2.6.2. Offline Activation

If the server and all client computers have no access to the Internet, you should use offline
activation. To do it, click Offline activation tab and follow instructions there. In case of any troubles
please contact.
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2.6.3. Activation in web interface

FBDataGuard 10.0.1003: Please wait and refresh page later...

HQbird 10.0.1003 is not registered
® ¥ There are no valid unlock file found!

R Get new/existing license (You can order full license at ib-aid com)

Type: | have HQbird Standard license
@ | have HQbird Enterprise license
| need trial license

Off-line registration

E-mail: >

Password: >

Show password

| forgot my password.

Figure 28. Activation in web interface.
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Chapter 3. Configuration of HQbird

3.1. Initial configuration of HQbird FBDataGuard
(backups, monitoring, alerts,etc)

Please follow these steps:

1. Make sure that you have Firebird 2.5.5 or later (Firebird 2.1 is also supported with some
limitation), and it is working;

2. HQbird FBDataGuard service is installed and running

a. You can check it using Services applet in Control Panel (right-click on OMy ComputerO,
choose OManageO, then OServices and ApplicationsO, OServicesO and find in the list
OFBDataGuard AgentO

b. At Linux you can check it with command ps aux | grep dataguard

3. Make sure the FBDataGuard port is accessible (8082) and it is not blocked by firewall or any
other antivirus tools. If necessary, adjust port in FBDataGuard configuration file (see Web-
console port ).

3.1.1. Launch web-console

To open web-console type in your browser or use IP address of your server with installed HQbird
ServerSide.

Or you can choose in OStartO menu IBSurgeon\HQbird Server Side\Firebird DataGuard\"Launch the
DataGuard web console for localhost".

Supported browsers

FBDataGuard web interface works correctly with Firefox, Chrome, Safari and Internet Explorer 11.

Error message regarding webs-site certificate

If you have configured FBDataGuard to use https, the browser will indicate that this web-site () is
not safe, and it will recommend leaving web-site. This message is caused by the default security
certificate for FBDataGuard web-console.

Please ignore this message and click to open FBDataGuard web-console.

It will ask you for username and password (login dialog can be different for Firefox, Safari or
Chrome).
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NMoakmoueHye K localhost

Figure 29. Enter username and password for FBDataGuard web-console.

Attention!

"
Default username/password for HQbird FBDataGuard is " admin"/"strong

password " (without quotes).
3.1.2. Auto discovery feature of FBDataGuard

At the first launch FBDataGuard will check computer for installed Firebird servers. FBDataGuard
for Windows search registry for Firebird records, FBDataGuard for Linux checks default locations
of Firebird installations.

FBDataGuard will show the list of all Firebird copies installed, but only the one instance of Firebird
can be monitored by FBDataGuard. Choose it by clicking ['Add Firebird engine to monitoring >>!]

If you donOt see Firebird instance in auto discovery list, you can choose ['Add custom >>I] and
configure instance parameters manually.
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& 127.0041

FBDataGuard 10.0.1007: sRv-station9-2110081102

Welcome!
If you see this page, your HQbird FBDataGuard installation was completed, and agent is running. Congratulations!
@ Mow you need to configure monitoring objects.

Registar server
) g

- At the moment you have no objects to monitor; first of all you need to register Firebird server to monitor.
You may choose one of auto-discovered installations, or add the custom one by yourself.

Found server: HQbirdFirebirdinstance; FIREBIRD/SUPERSERVER, Port: 3064
Installed in: C:\HQbird\Firebird4a

Add Firebird engine to monitoring ==

Add customn ==

Figure 30. Auto discovery feature of HQbird.

3.1.3. Firebird server registration

To register auto-discovered server, you need to click at ['Add Firebird engine to monitoring>>!]
and then adjust auto-discovered settings.

Note: to use Windows Trusted Authentication (by default itOs off), you need to be
sure that libraries  jaybird30.dll and fbclient.dll (from appropriate Firebird version)
are in searchable Windows paths.

When installing under Windows, if the option to automatically register the master/replica is
selected, the server will be added automatically. In this case, you can skip this step. If the option to
automatically register a replica is selected, then the database will be added in addition.

LetOs consider what can you see in the Server dialog (and, normally, you donOt need to change
them):
¥ Installed in : Firebird installation folder

¥ Binary folder : Firebird bin folder (for Firebird 3 on Windows Binary folder is the same as the
installation folder)

¥ Log: location of firebird.log
¥ Configuration file  : location of firebird.conf

¥ Aliases : location of aliases.conf or, for Firebird 3, databases.conf ( please change it manually, if
needed )

¥ Host : name of the server, usually localhost

¥ Port : network port for Firebird, according firebird.conf settings
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¥ Use trusted auth : use trusted authentication, by default it is off

¥ SYSDBA login : name of SYSDBA user, usually it is SYSDBA

¥ SYSDBA password : password for SYSDBA

¥ Output directory  : Folder where backups, statistics and gathered logs will be stored

Reqister Firebird server

Installed in:

Binary folder:

Log:

Configuration file:

Aliases:

Host:

Port:

SYSDBA login:

SY3SDBA password:

Cutput folder:

C:\HQbird\Firebird30

C:\HQbird\Firebird30

${server.installation}/firebird.log

${server.installation}/firebird.conf

${server.installation}/databases.conf

localhost

3050

Use trusted auth:

SYSDBA

${agent default-directory}/3{server.id}

Cancel Save

Figure 31. Register server in HQbird FBDataGuard.

By default OOutput directoryO for Firebird server is

corresponds to C:\HQbirdData in case of a default installation.

${agent.default-directory}/${server.id} , it

It can be not very convenient, so we recommend pointing FBDataGuard output directory to more
simple path, usually located at disk where backups are intended to be stored, for example

F:\myserverdata .

After clicking ORegisterO FBDataGuard will populate default configurations files and immediately

start analysis of firebird.log . It can take a while (for example, 1 minute for 100Mb

that you will see initial web-console with registered Firebird server:
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FBDataGuard 10.0.1007: srv-station9-2118e81102 Time on server:2021-10-08 11:33+03:00 Pagerefreshin00:44~ z=USy = M & & %
Server ¢y [ =7 Disk space o =7
@ Active server ~ & @ Firebir... ~ (o] Fo [ <no name> ] 195.2 Gb
® ® Server 0.14%
q
.||| Server: running (Super Server) Firebird server folder: OK [pericd 10 Oy WHe
Version: WI4.0.1 2623 Firebird 4.0 min] [Last run- 8 Oct, 11:31-45] ® Other  77.83%
" Y HQbird Size: 280.3 Mb @ Free 2202%
- @ Temp ... ~ ® & @ HQbir... ~ ® o
Temp files: OK [period 10 min] [Last HGbird output folder: OK [period 5 min]
run: 8 Oct, 11:31:48] [Last run: 8 Oct, 11:32:44]
Quantity: 115, Size: 11.1 Mb HQbird agent size: 116.2 Kb
@ Server... ~ ® o @ Auto ... ~ ® o
Server log: OK [pericd 10 min] [Last Auto updates: OK [scheduled 00 22 %=
run: 8 Oct, 11:31:45] ? 7] [Last run: & Oct, 11:02:44]

more=>>

@ Replic... ~ ® o

Replication Log: OK [period 10 min]
[Last run: & Oct, 11:31:45]

Figure 32. HQbird FBDataGuard with registered Firebird server.

FBDataGuard shows alerts and statuses of monitored objects: if everything is fine, it shows green
signs, otherwise there will be yellow or red notifications.

Below we will consider in details each monitored objects and its settings.

Note: you cannot delete registered Firebird server in FBDataGuard web-console.
The only way to unregister server is to delete its configuration files. In general,
there is no reason for deleting registered server, until you want completely
uninstall FBDataGuard.

Now we letOs proceed with a database registration.

3.1.4. Firebird database registration

To register database in FBDataGuard, you need to click at the symbol OSettingsO in the right corner
of ODatabasesO (there will be a hint OAdd database to monitoring®) and fill the following form:
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Database monitoring configuration: “billing™

Dataguard 1D: 63a55275-dfc0-419+-90c1-57c5adb597b4

Database nick name: billing L
DB alias:

':i':' Path to database: c\fbdatathgbird\4.0\billing_fdb v

User (optional): ${server.sysdba-login) v

Password (optional): ${server sysdba-password} v

Output folder (backups and logs): ${server default-directory}/${db.id] %

Enable advanced monitoring

4 View database aliases [i] View open databases

Figure 33. Add database to monitoring.
¥ (Database nick name O is for your convenience, it is used to refer this database in alerts and
email messages.

¥ (DB alias O is a database alias from aliases.conf or in databases.conf. If you specify both ODB
AliasO and OPath to databaseO, ODB AliasO will be used.

¥ (Path to database O is the local path to database (remember that FBDataGuard should work at
the same computer with Firebird). If you are putting database on external drive, it can raise
error OFileE has unknown partitionO. To fix it you need to click on OConfigureO at Server widget
and click OSaveO to make FBDataGuard re-read partitions.

¥ CCrypt key name O D if the database is encrypted, specify encryption key name.
¥ (Crypt key value O b if the database is encrypted, specify encryption key value.

¥ (utput folder O is the folder where FBDataGuard will store backups, logs and statistics for this
database. If you do not select HQbirdData folder during the installation, and if you do not
specify output folder for the server, itOs a good idea to specify OOutput directoryO to some
explicit location like  F:\mydatabasedata .

¥ (Enable advanced monitoring O - seeAdvanced Monitor Viewer

You can specify exact absolute locations for backups and statistics later in
- appropriate dialogs.

You can see the list of databases available for registration or their aliases by clicking on the link
View database aliases
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FBDataGuard: Available database aliases - Opera

| [en] &  127.0.0.1:8082/agent/servers/hgbirdsrv/availabledb

Available database aliases (2)

Alias File Size Dataguard ID

billing F:\fbdata\3.0\BILLING.FDB 449019904 As File: c6422c6f-3645-445d-9313-
6876811a22d2

crypt  F\fbdata\3.0\EMPLOYEE.FDB 2670592 | Register by alias | Register by path |

Figure 34. Available database aliases.

You can see the list of databases available for registration or their aliases by clicking on the link

View open databases

After registration, FBDataGuard will populate database configuration with default values and then
show web-console with registered database:
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“

Databases: 1 &

00 :
"t d:\fbdata\4.0\billing. fdb

Database not yet checked
Backups: OFF

OK: (i @ i ]

(13

@ billing: d:\fbdata\4.0\billing.fdb

i Transactions v 0 o Verified backup v
@ Lockprint 4 . (0] . o Incremental backup a
| Sweep schedule v O n Dump backup v

i Disk space e | (0] | & @ Delta e o
DB Stats | M | ] Transfer Files bt
Index statistics recalculation 7 o Pump Files v
Low-level metadata backup 7 o Validate DB v
Transfer Replication Segments hd o RestoreDB v
File Receiver hd o Replica Check w

Figure 35. HQbird FBDataGuard web console after adding a database.

You can adjust database settings later; now letOs proceed with alerts setup.

3.1.5. Emaill alerts in HQbird FBDataGuard

FBDataGuard can send alerts by email to administrator(s): such alerts contain information about
successful backups and potential and real problems with databases.

General properties for notifications can be set by clicking on the server name (or computer name)
at the top of the web-console:

FBDataGuard 10.0.1007: srv-station9-2110081102

After that you will see the configuration dialog for common alerts settings:
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Dataguard Agent notify main properties

Installation name: SRV-stationd-2110081102 %
Installation GUID- (TK5ulntpc@dcul *
Web console background color rgb(192,255,204) ®

Keep maximum NN web notifications: 250

Hide duplicates for XXX minutes: &0

Motify on alert reconfiguration or DataGuard startup

Generate daily report

Maonitoring services install path C-/HObird/Mon *

Descriptions of some of the properties you can set here:

¥ Onstallation name O is some readable name for your convenience; it will be referred in emails
and alerts.

¥ Onstallation GUID O is a service field; there is no need to change it.

¥ QWeb console background color O b often it is useful to adjust the color of HQbird web interface
to distinguish them easily.

ItOs a good idea to enable setup email alerts. To do this you need to click on the envelope button in
the top of the web-console:

After that you will see the configuration dialog for alerts:
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Email alerts configuration

Send alerts by e-mail:

Send alerts to:

support@email.to h
From'’ field: dg@host.from »
SMTP server address: 127.0.0.1 A
SMTP server port:

[
o
4

SMTP server login: support v

SMTP server password:

Send Test Message

Append version info to email subject
Add HQbird 1D
Add detailed source name
Group notifications in emails

Limit max group size 100

Accumulate messages Y'Y minutes 10

Figure 36. Email alerts configuration dialog in FBDataGuard.
First of all, you need to enable alerts sending by enabling checkbox OSend alerts by e-mailO.

¥ CBend alerts by email O - enable email alerts and configure email settings below.

¥ CBend alerts to O specify where to send emails.

¥ GFrom field O is what will be set as sender in the email.

¥ OSMTP server addressO, OSMTP server portO, OSMTP server loginO and OSMTP server passwordO

are data which will be used to send emails.

Before saving the settings, you can click the "Send Test Message" button, if the settings are correct,
you should receive a letter to the specified address.

In order to limit the number of letters, you can collect messages into groups and send them in
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batches. To do this, set "Group naotifications in emails” checkbox. It will also help bypass some of the
atni-spam systems that can blacklist you due to too frequent send emails.

Click OSaveO to save email alerts settings.

3.1.6. Next steps with FBDataGuard

After you have setup HQbird FBDataGuard and added there server and database(s) to be
monitored, you need to adjust settings for the most important maintenance activities: backups,
sweep and performance monitoring.

3.2. Monitoring and maintenance configuration in
FBDataGuard

3.2.1. Overview of web-console.

Parts of web-console.

4 Dashboard

A Alerts

@ Registration
_..|| Graphs gallery

@R Performance

FBDataGuard Web-console contains 5 tabs (in the left side of the screen, usually they
are collapsed):

¥ Dashboard D it is the main tab where administrator can configure HQbird FBDataGuard and see
server and databases statuses.

¥ Alerts B contains the full list of alerts, generated by FBDataGuard.
¥ Registration b license and registration/activation information.
¥ Graphs gallery B performance graphs.

¥ Performance D performance monitoring settings and performance reports.

Jobs

Web-console is intended for easy configuration of activities (called Ojobs@ which are fulfilled by
HQbird FBDataGuard.
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Almost all FBDataGuard jobs have 2 purposes: the first is to monitor for some values and to raise
alerts if necessary, and the second is to store historical values into logs, so later itOs possible to see
the dynamics of important parameters of Firebird server and database.

In this section we will consider general configuration of jobs parameters, but not an analysis of
gathered logs.

Jobs widgets

General approach is the following: each activity is represented by a OwidgetO, which has the
following parts:

Job name _
Button "Resolved" Configuration
Status \ button
-~ v

\ o Transactions o /

Transactions: IMPORTANT [period 4 min] [Last run: 29 Sep,

18:33:07) \

OIT: 153387, OS5T: 269292 QAT 9292 .

Mext: 269292, Active: 0, OST-OIT:H15905, Next-CAT: 0 Tlme Of the
more>> most recent

execution
Expand details
Period/Schedule to run

Figure 37. Elements of FBDataGuard web-console widget.

Status$N$it is indicated with color icon and name. Status of database is a summary of all included
server-level jobs and databases' statuses, and, respectively, status of database is a summary of all
database-level jobs.

Status types

CRITICAL means problems, OK means OEverything is fineO, WARNING means some issues which
require attention, MAJOR means major issue, MINOR B minor issue, MALFUNCTION means that
jobs was not succeeded (something prevents its execution), NOT_AVAILABLE means that job is not
available in this server or database version.

OFF means that job is not active, UNKNOWN means that job is active but was not started yet, so
actual results are unknown.

Job name indicates the name of activity.

L

Configuration button opens configuration dialog, which is individual for each job.

v Resolved is the link to flush the status to UNKNOWN and forgot errors which were
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discovered previously. The status will be updated according the current situation after the next
execution of the job.

Last run shows the time after the last run of this job.
Period/Schedule to run  shows how often or when the job will be started.

More>> is the link which opens the widget and shows more details and suggested action for
administrator to resolve the situation.

All jobs in FBDataGuard have default settings, which are very close to recommended values for the
80% of Firebird installations, so after initial configuration server and database will be protected at
pretty good level comparing with default installation, however, we recommend additional
configuration and tuning for every job. In the next sections we will consider each job and its
configuration.

3.2.2. Server: Active server

Server: Active server widget shows summarized status of all server-level jobs and statuses of
monitored databases.

@ Active server o~ o

Server: running (Super Server)
Version: WI-V3.0.5.33178 Firebird 3.0
HQbird

Server: Active server  also indicates Firebird currently running or not and shows detailed version
of Firebird and HQbird.

If you click on configure link, you will see the same dialog that we have used to register Firebird
instance in FBDataGuard, and now it can be used for changing Firebird instance properties:
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Server monitoring configuration: hgbirdsry

Installed in: C-\HQbird\Firebird30
Binary folder: C:\HQbird\Firebird30
Log:

${serverinstallation}/firebird.log

Configuration file: ${serverinstallation}/firebird. conf

Aliases: ${serverinstallation)/databases. conf
Host: localhost
Port: 3050
Use trusted auth:
SYSDBA login: SYSDBA
SYSDBA password:
Output folder:

${agent.default-directory}/${server.id]

In general, there is no need to edit Firebird server details after the registration, until you are not
reinstalling Firebird B but in this case we recommend reinstalling HQBird too.

3.2.3. Server: Auto updates
@ Auto updates ~ 5

Auto updates: OK [scheduled 0 0 22 * = # *] [Last run: 26 Oct, 22:00:03]

Auto update is an important job which notifies you that newer version of HQbird
FBDataGuard is available and suggests to update the software.

It provides an alert regarding available updates and appropriate download link. Default time to run
this job is 22-00 everyday (for information).

In the configuration dialog of auto-updates you can disable auto check or set another time for it.
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Agent updates monitoring

Schedule:

URL to get new version info

URL to download new version

URL Login

URL Password

Limit download file size

Folder for backup of dataguard files

Enabled

op22=*7"

hitps:/fwww ib-aid. com/dgupdates/dgversion. txt
hitps:/fwww ib-aid. com/dgupdates/distrib_zip
loginhere

Use passive mode for fip

256000000

3{agent default-directory}/dgbackup

Download new version after check

In fact there is a small confusion here: auto update does not perform automatic update of HQbird, it
just checks for the new versions periodically, and optionally download it.

The upgrade is initiated by the administrator.

3.2.4. Server: Replication Log

@ Server log

Server log: OK [period 10 min] [Last run: 27 Oct, 14:23:25]

If you are using HQbird Enterprise, FBDataGuard can check replication.log
error it sends an appropriate alert (by email) to the administrator.

To enable this job please check OEnabledO.
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Replication log monitoring

Enabled
Check period, minutes: 10
Size to roll, bytes: 50000000
Date pattern for rolling: {0.date.yyyyMMdd_HH-mm-ss] W

Pack renamed files

¥ Check period B how often to check replication.log for changes

¥ Size to roll, bytes$N$if replication.log will exceed will value, it will be renamed according date-
time pattern

¥ Date pattern for rolling ® how to rename replication.log

¥ Keep NN error messages: how many errors will be stored in the list of the recent errors.

3.2.5. Server: Server log

@ Server log ~ o

Server log: OK [period 10 min] [Last run: 27 Oct, 14:43:25]

OServer logO job periodically checks firebird.log and if it detects that file was changed, log analysis
starts. The embedded analytic engine checks each entry in firebird.log and categorizes them into
several categories with different levels of a severity. According the severity of messages status of

job is assigned and appropriate alerts are generated.

Once administrator has reviewed errors and alerts (and performed necessary actions to solve the
reason of error), he need to click on  OResolvedO link and FBDataGuard will forget old error
messages in firebird.log .

In the configuration dialog of OServer logO you can enable/disable this job and set the check period
(in minutes).
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Server log monitoring

Enabled

Check period, minutes: 10

Motify on critical message
Motify on important message
Motify on minor message

Send summary

Size to roll, bytes: 50000000

Date pattern for rolling: {0.date.yyyyMMdd_HH-mm-ss] W

Pack renamed files

Also this job watches for the size of firebird.log and if its size exceeds OSize to roll®, FBDataGuard
will split  firebird.log and rename it according to the date-time pattern.

3.2.6. Server: Temp files

@ Temp files ~ o

Temp files: OK [period 10 min] [Last run: 27 Oct, 15:23:34]
Quantity: 56, Size: 22.1 Mb

OServer: Temp filesO job is useful to catch and solve performance problems with Firebird database.

While performing SQL queries Firebird stores intermediate results for sorting and merging data
flows in temporary files, which are allocated in specified TEMP locations. FBDataGuard shows at
OServer: Temp filesO widget information about quantity and size of temporary files.

FBDataGuard recognizes locations of TEMP folders and monitors quantity and size of temporary
files. Lack of space can lead to the performance problem or more serious errors, too many (or too
large) temporary files can indicate problems with SQL queries quality.
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Temporary files monitoring

Enabled
Check period, minutes: 10
Maximum size, bytes: 4000000000
Maximum number: 1000

Using configuration dialog you can enable/disable this job, set period and thresholds to the
maximum size of temporary files (size of all files) and quantity.

If you see that size of temp files is too high and if there is enough RAM on the server, increase
TempCacheLimiparameter in firebird.conf to fit all temporary tables into RAM.

Also, HQbird checks other temp files used by Firebird$N$if you see extreme values (several Gb) for
trace or monitor, the good idea will be check the FIREBIRD_TMP folder for outdated files (with old
modification timestamps). Please note$N$the screenshot below is not a real alert (i.e., values are OKk),
it was created to demonstrate the output in case of large temporary files.

@ Temp files ~ v

Temp files: IMPORTANT [Last run: 26 MNov, 12:45:55]

Cluantity: 121, Size: 23.3 Mb

<<|gss

Total size of all temporary files 24 4 MB is more than recommended (53.0 kB). Files count 121:
fb_table_: 33 (11.28 MB)

fb_repl: 1 (65.5 kB)

fo_lock: 2 (10.5 MB)

fb_monitor: 1 (1.0 MB)

fb_trace: 83 (36.4 kB)

fb_user_mapping: 1 (1.0 MB)

33 files in "CAWIndows\Temp”; size: 11.8 MB;

33 files in "CAProgramDatatfirebird™; size: 12.7 MB;

Firebird creates temporary files for some 0L guenes (PLAN S0ORT). Too big size of temporary files can
indicate performance problems. This is not a8 striclly defined number, so this threshold depends on parficular
database and aopiicalion.

3.2.7. Server: Firebird server folder

OFirebird server folderO jobs monitors size, occupied by Firebird installation. 1tOs enabled by
default.
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@ Firebird server folder ~ o

Firebird server folder: OK [period 10 min] [Last run: 27 Oct, 15:43:33]
Size: 168.2 Mb

There are several threats prevented by this job: maladministration issues when database volumes
or external tables are being created in %Firebird%\Bin folder, very big firebird.log which can
exhaust all places at drive with Firebird installation, and some other problems.

Also this job monitors and analyses information, gathered by all space-related jobs (including
database-level jobs). At the picture below you can see quick representation of space analysis for all
drives where Firebird, databases and backups are stored.

Using configuration dialog you can enable/disable this job, set period of checking and thresholds for
server folder size.

Server installation space monitoring

Enabled
Check period, minutes: 10
Max occupied, %: 10
Max occupied, bytes: 209715200

By default we use 200 Mb is a standard setting for Firebird installation.

If the size of your Firebird is larger, please consider clean-up of old logs and other unwanted
artifacts, or increase parameter  Max occupied (in bytes) to prevent false alerts.

Note for Linux users : if you see red warning regarding the inconsistent space information, add
locations with database and backups to Disk Space widget:

Space configuration

File System roots: /db, /backups *
Cancel
You can get idea where is your database and backup is actually located with command df Eh.
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3.2.8. Server: HQbird Output Folder

@ HQbird output folder ~ ® o

HQbird output folder: OK [period 5 min] [Last run: 8 Oct, 14:57:44]
HQbird agent size: 542.5 Kb

OHQbird output folder® monitoring is intended to watch space occupied by reports, logs, stats,
metadata repository and other data, gathered and generated by HQbird D this folder by default is
C:\HQbirdData\output .

For databases unattended for a long time (1-2 years) it is possible that FBDataGuard logs will
occupy too much space and lack of space can lead to database outage. To prevent it for sure,
OHQbird output folderO is watching for occupied space.

By default OHQbird output folderO job is enabled.

Also, if someone has ignored recommendations to put backupsO folders to the explicit locations, it is
possible that database backup will be created inside Agent folder. In this case youOll see CRITICAL
status immediately$N$FBDataGuard will recognize and warn you regarding wrong configuration.

And, this job is useful for bundles of FBDataGuard and third-party applications.

In the configuration dialog you can enable/disable this job, set check period (by default it is 10
minutes), and set thresholds for alerts.

Thresholds can be set in % of max size occupied by log or using the explicit size in bytes.

FBDataGuard checks both values and raises alert for the first threshold. If you wish to set % only,
you need to set -1 as value to OMax occupiedO.

Agent disk-space monitoring

Enabled
Check period, minutes: 5
Max occupied, %: 30
Max occupied, bytes: 3500000000

3.2.9. Database: General configuration

FBDataGuard can monitor several databases at the single server (up to 80 databases). For each
database the separate widget is created. At the top widget database status is shown, database
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nickname (itOs specified during database adding and can be changed). Also database widget shows
the full path to the database, its size, status of backups and the number of currently connected
users.

E_i 6 billing %
b d:\fbdata\4.0\billing. fdb

Size: 952 .0 Mb; Users: 3
Backups: OFF

OK: & &8 i & v |

Using configuration dialog you can set database nickname, path to database and output folder for
the database (to store logs and jobs results).

Database monitoring configuration: "billing™

Dataguard 1D: SbEet44 3-defe-428c-af75-a7bobb 20533

Database nick name: billing *
DB alias:

(®) Path to database: d-\fbdata\d. 0\billing fdb *

User (optional): ${server.sysdba-login] %

Password (optional): H{server.sysdba-password} L%

Output folder (backups and logs): B{server.default-directory}/${db.id] %

@ View database aliases [1] View open databases

FBDataGuard checks the validity of path to database and it does not allow specifying the wrong
path.

Also, for HQbird Enterprise, in the database widget you can see status of the replication and
configure replication by clicking on the icon. Please read more details in the replication
configuration section.

Since HQbird 2020, the database widget in HQbird also shows the encryption status of the database.

3.2.10. Database: Transactions

ODatabase: TransactionsO job is intended to log transactions activity. It monitors 2 important
intervals: difference between Oldest Active Transaction and Next transaction and gap between
Oldest Snapshot and Oldest Interesting.

If these intervals are out of the frames of the specified threshold, it means problem with
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transactions management.

Transactions monitoring / test

Enabled
Check peried, minutes: 4
Max transactions: 280000000000000
Alert when OST-OIT more than: 30000
Alert when Next-OAT more than: 250000

Use services AP

These logs can be analyzed to get helpful insight regarding database performance and application
quality (see more information here http://ib-aid.com/en/articles/ibanalyst-what-you-can-see-at-
summary-view/ ).

This job also monitors the implementation limit in Firebird: maximum transactions number in
Firebird versions before 3.0 should be less than 2 *-1.

Near this number database should be backup and restored. It will throw an alert if transaction
number will be close to the restrictions. Also, the transaction dynamics is shown on the tab OGraphs
galleryO:

DB database Transactions 201811 26+ == &

257000000
256500000
256000000

255500000

0200 04:00 0g:00 as:00 10:00 1200 14:00

| —

3.2.11. Database: Lockprint

OLockprintO job monitors the information from the lock table of Firebird. It is very important for
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architectures Classic/SuperClassic and useful for SuperServer.

The lock table is an internal Firebird mechanism to organize access to the objects inside Firebird
engine. HQbird monitors the important parameters of the lock table:

Lock Table Analysis / billing

Check period, minutes

Deadlock Scans threshold

Deadlock threshold

Mutex Wait threshold

Hash Slots is less than

Min length is more than

Average length is more than

Chwners limit

Free owners limit

Lock table size

Warn if page buffers in database
header more than [NNN]

Enabled

Send alert if number of Deadlock scans more than

12345

Send alert if number of Deadlocks exceeds:

Send alert if Mutex Wait more than
18
Hash slots alert

2047

Send alert if number of database connections is more than

700

1000

Send alert if size of the lock table is more than

40000000

10000000

¥ Check period , minutes$N$how often HQbird analyses lock table. 3 minutes is an optimal
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interval.

¥ Deadlock Scans threshold ~ $N$deadlock scan is a process, started by Firebird engine, in case of a
long response delay from the one of the threads. If a number of deadlock scans is high, it means
that Firebird is heavily loaded. The value is accumulated since the Firebird engine start. The

default value is pretty big B 12345, so if it is exceeded, it means that database performance is
poor.

¥ Deadlock threshold ~ $N$if Firebird engine finds the true deadlock during the deadlock scans, it
increases this value. Please note: true deadlocks are very seldom. DonOt confuse them with
transactions' conflicts (Odeadlock. Lock conflict on nowait transactionO etc).

¥ Mutex wait threshold  $N$Mutex Wait is a parameter of lock table which implicitly indicates the
conflicts for the resources. The higher mutex wait, the more competition exists inside the
engine for the resources. By default, the mutex wait threshold is set to 18%, but this value is not
universal for all databases. The good approach is to watch for the mutex values during 1-2
weeks and then set the highest value seen during this period. Mutex wait graph is available in
Mutex Wait gallery.

DB database Mutex wait 201811 26 = 7

14
13.8
13
12.5
12

02:00 04:00 0&:00 0s:00 10:00 12:00 14:00

; :

¥ Hash slots alerts . Lock table header has a parameter OHash lengths (min/avg/max): 0/0/40, it
shows the lengths in the lock table. It is important to keep these values as low as possible, so
HQbird monitors them and suggest, how to improve the situation, if hash length is more than
specified in this job.

¥ Owners limit. OOwnersO is a number of connections established to the specified database. In
fact, this is the fastest way to get the actual number of connections to the database with the
minimum load to the database$N$other ways like request to MONSATTACHMENIES_tpb_database
have various disadvantages. The limit here should be set according the actual peak number of
connections. For example, if you are sure that peak number of the connections to your database
is 500, set 550 as Owners limit, and if at some moment the load will increase, you will not miss
that moment.
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DB database Users 201811 267 =~
1000 2018/11/26 13:54:20: Users: 923
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¥ Free owners . OFree ownersO is the value between the peak number of owners and current
number of owners. If you see Free owners = 0, it means that number of connections grows
steadily since the Firebird start. If you see high number of Free owners, it can be sign that many
connections were disconnected recently.

¥ Lock table size . The lock table size is an implicit indicator of the load to the system. Normally,
lock table size should be stable. Also, it is recommended to set the initial lock table size to the
value it has after some active work period$N$though the lock table is enlarged on demand, the
re-allocation process is a heavy operation and can lead to micro-freezes in database responses.
Lock table graph is useful to determine the proper initial value.

DB database Lock table size 201811 26« = O

000000

TES00000 r
FEO0000D |

FrA00000 |

02:00 04:00 0g:00 as:00 10:00 12:00 1400

[ﬂl] _;"F[!ﬂ

¥ Lock table queue . Lock table queue does not have the explicit threshold in Lockprint job, but
its values are collected and shown in OGraphs galleryO. Lock table queue is an indicator of a

general load.
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DB database Lock table queue 201811 26 == 7
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3.2.12. Database: Index statistics recalculation

ODatabase: Index statistics recalculationO is an important job which helps to keep performance of
indices at optimal level, and performs additional checking of a database health.

ODatabase: Index statistics recalculationO allows to run re-computing of indices selectivity values.
During this procedure Firebird quickly walks through leaf pages of indices, and renews statistics
about selectivity. By visiting these pages Firebird also verifies their integrity and if index is
corrupted, the warning will be thrown.

Also, this job verifies that all indices are active in database. Inactive or non-activated indices
usually indicate corruption and lead to performance degradation.

By default this job is disabled, but we recommend enabling it after careful selecting of indices for
the recalculation.

There are three modes in this job: AUTO, ALL, SELECTED.
ALL is the mode where all indices will be checked.

AUTO is the default mode. It is very similar to ALL, but it also checks the size of database and do not
touch indices if database is bigger than 3.6Gb.
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Update index statistics configuration / billing

Enabled

Schedule: 030 20 7 * MON-FRI

Update mode

AUTO ~
Included indices names
Excluded indices names:
OB size to switch, bytes: 4000000000

Check index activity

SELECTED is the recommended mode. It allows choosing of indices which should be recomputed or
those which should be avoided.

To include indices into the list of recomputed, you need to specify indices names (divided by
comma), and to exclude B perform the same in the appropriate field.

As you can see at configuration dialog screenshot, there are fields to enable/disable job, to set
update mode, and to include or exclude indices. ODB size to switch, bytesO is to set limit where AUTO
mode is working. OCheck index activityO switch should be always on, until you are not performing
special manipulations with inactive indices.

3.2.13. Database: Verified Backup

ODatabase: Verified BackupO is one of the key jobs to guarantee the safety of data stored in the
protected database. During the development of HQbird we had in mind certain recovery scenario,
and this scenario implies that the key goal of database protection is to minimize potential losses of
data. If we have healthy backup, recovery can be concentrated on saving the most recent data (just
entered into the database), and it greatly decreases the time of overall outage.

As you will see below, ODatabase: Verified BackupO is not just a wrapper for standard gbak
functionality and scheduler, this is a smart job which has many built-in rules to prevent problems
with backups and provide suitable interface for backups management.

n ODatabase: Verified BackupO is disabled by default , but we strongly recommend
reviewing of its settings immediately after HQbird setup.
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@ Verified backup ~

Verified backup: OK [scheduled 00 23 7 * MON-3UN] [Last run: 29 Sep, 18:53.56]
Awaiting scheduled time. 0 backup(s) file(s)

Initially ODatabase: Verified BackupO job is shown as Ok, though backup was not tried. In this case
OK means that backup at least scheduled.

Also this job recognizes files according the name pattern (see below information regarding
configuration), and shows the totals number of backups.

After the backup will be done, the widget information will be changed: creation time of last
successful backup will be shown, and also the time took to actually perform the backup (only 1
minute 12 seconds at the screenshot with example).

@ Verified backup 7~ O

Verified backup: OK [scheduled 0 56 15 7 * MON-3UN] [Last run: 29 Sep, 18:57:42]
Recent: 29/09/2019 13:57, size 112.8 Mb, duration 1 min 12 sec,
Total backup files: 1 (max depth 5)

Also, the detailed alert will be send to your email and/or HQbird Control Center:

Name Desc

Regular Backup "C:\HQBirdData\output\output\hgbirdsnidetec41586-1c 24-4f97-b3fd-6b7 4db 755 18\backup'\backup_20190929 18-
backup was 56.zbk' 1.3 GB was created at 2019-09-29 18:56:00.001+03:00 took total 01m:42s.691 to complete. Test restore is omitted.
done
successfully. Backup:
[OK] Backup [C:\HQBirdDataloutput'outputthgbirdsridebe 4186-1c24-4f97-b3fd-
6b74db7fe518\backup\backup_20190929_18-56.fbk] 1.3 GB done successfully at 2019-09-2% 18:57:12.228+03:00, taking

01mc12s.213.

Other:
[OK] Archive [C:\HQBirdData\outputioutputihgbirdsr/\deGc4186-1c24-4f97-b3fd-
6b74db7fe518\backup\backup_20190929 15-56.zbk] 118.3 MB done successfully at 2019-09-29 18:57:42.690+03:00,

taking 00m:30s.448.
ODatabase: Verified BackupO checks the free space at the drive with backup destination, and if it

detects that there is not enough free disk space, CRITICAL alert will be sent, and current backup
will be canceled (if necessary).
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Be careful B by default backup time is setto  23-00 Monday-Sunday

By default, database backups will be stored into the output folder that you have
specified during installation step! By default, it is C:\HQbirdData\output...

It is very important to carefully review database backups settings and adjust them
according the local configuration!

LetOs consider the configuration dialog for backup in more details:

¥ OEnabledO s obvious B it enables or disables scheduled backups

¥ In the OScheduleOfield you can set the time when backup should be run. Scheduler uses CRON
expression and this is a right place to apply all the power of CRON (see CRON Expressions).

¥ OBackups folderO specifies the folder to store backups. This folder should be at the same
computer where database is. By default, it is situated inside database default directory. Usually
itOs a good idea to set the explicit path to the folders with backups.

¥ OMaximum number of backup files in folder® specifies how many previous backups should
be stored. FBDataGuard stores backups in revolver order: when the maximum number will be
reached (i.e., 5 backups will be created), FBDataGuard will delete the oldest backup and create
the new backup. In combination with CRON expressions it gives a powerful ability to create
necessary history of backups.

¥ OBackup name patternO  specifies how backup files will be named. Also this name pattern
allows FBDataGuard to recognize old backups with the same name pattern.

¥ OBackup extensionO is fbk by default.

¥ OCompress backupsO specifies should FBDataGuard archive backups after regular Firebird
backup. By default, this option is on, but you need to know that FBDataGuard will zip backupsO
files which are less than 100 Gb in size. After that size, the backup compression will be
automatically switched off. We recommend to turn this feature on for small databases only.

¥ OCheck restoreO is an important option. If it is on (by default), FBDataGuard will perform test
restore of fresh backup, in order to test its validity. It guarantees the quality of created backup
and notifies administrator in case of any problems with test restore.

¥ ORemove restoredO specifies should FBDataGuard delete restored database. By default it is OFF,
so you might want to turn it ON, but you need carefully consider B do you really need to keep
the copy of test restored database. With each test restore this copy will be overwritten.

¥ OUse multiple cores to backup and test restoreO - this feature is for HQbird Enterprise only, it
allows to backup database and restore test database using multiple CPU cores, so backup can be
made 3-5 times faster. We recommend to allocate % of CPU cores,

¥ OSend "Ok" reportO B by default it is off, but itOs strongly recommended to turn it ON and start
to receive notifications about correct backups. This feature will use email settings from alerts
system
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Backups configuration / test

Enabled:
Schedule: 00232 * MON-SUN *
Backup folder: ${db. default-directory}/${job.id} ®
Maximum numbers of backup files in 5 *
folder:

Backup name pattern: backup_{0.date.yyyyMMdd_HH-mm} L
Backup extension: bk ¥
Compress backups: Zbk L

Check restore: ${backup-directory}/restore.${db.id}.fdb
Use NN CPU cores to backup and N/A "

test restore:
Send "OK report

mora==

If we will click on button  [!More>>!] , the advanced backup options will appear:
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Backup (gbak) timecut, minutes: 240 -

Restore (gbak) timeout, minutes: 480 -

Final destination folder for backups $ibackup-directory} -
Copy backup: mnt/backups

Execute shell command:

Optional path to gbak executable: %
Backup cptions for gbak: STTDRW ¥
Restore options for gbak: %

¥ OBackup (gbak) timeout, minutesO - maximum time to complete only backup ( gbak -b)
operation, otherwise alert will be generated.

¥ ORestore (gbak) timeout, minutes® B maximum time to complete test restore operation.

¥ OFinal destination folder for backupsO - if you need to make backups into the one folder, and
then move created backup to another folder (for long-term storage, for example), you can
change the value of this parameter from ${backup-directory} to the folder where you will keep
them. Backup files in both locations are watched by HQbird FBDataGuard, and included into the
count of backup copies shown in the widget.

¥ OCopy backupO switch and OCopy backup toO path. If you have network location or plugged
USB drive to store database where you want to store copy of backup (in addition to usual
backups), FBDataGuard can copy the latest backup there: just turn on OCopy backupO switch and
specify OCopy backup toO path. The copied files are not monitored and not included into the
number of backup files shown in the widget.

¥ OExecute shell commandO® switch and OShell commandO path. It is possible to specify custom
script or executable after the general backup procedure will be complete. Shell command gets
as the path to the fresh database backup as a parameter.

¥ OOptional path to gbak executableO - it is possible to specify other gbak tool than standard
gbak.

¥ OBackups option for gbakO - if you need to add some specific options, add them here.

¥ ORestore options for gbakO - if you need to add specific options for test restore, add them here.
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If you are monitoring more than one database, it is highly recommended splitting
. the runtime of the restores.

Important Note: Backup to the network locations

Please be aware that for creating and copying backup to the network locations Firebird and
FBDataGuard services must be started under the account with sufficient rights. By default, Firebird
and FBDataGuard are started under LocalSystem account, which does not have rights to access
network location.

K

FBDataGuard Agent Properties (Local Computer) ﬁ

General | Log On | Recovery | Dependencies|

Log on as:

i@ Local System accourt
[] Allow service to interact with desktop

(7 This account: | Browse ..

Pazzword:

Confirrn passwand:

Help me configure user account log on options.

So, to store Firebird backups to the network location on Windows, run Services applet (
services.msc) and on the tab Log On change OLog on asO to the appropriate account (Domain Admin
should be fine).

For Linux D add necessary rights for OfirebirdO user.

3.2.14. Database: Incremental Backup
Incremental backup is a job to schedule and manage incremental backups in Firebird.

Please note that we recommend to use incremental backups only in combination with verified
backups, since incremental backup performs coping of database pages changed since the last
backup (in case of multilevel incremental backup).

HQbird FBDataGuard implements 2 types of multilevel incremental backup: Simple and Advanced
incremental backups, and also Dump backup (see  Database: Dump backup ).

Multilevel backup in Firebird must follow the following steps:
1. Create initial backup (level 0) which essentially is the copy of the database at the moment of

backup start and mark it with backup GUID.

2. Since Firebird marks each data page with a certain identifier at every change, it is possible to
find data pages, changed from the moment of previous backup and copy only them to form
backup of level 1.

3. It is possible to create several level of the backups B for example, the initial backup (full copy,
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level 0) is being created every week, every day we create level 1 (differences from the level 0),

and at every hour we create level 2 backups (differences from daily level 1).

Incremental backup with simple schedule allows planning 3 levels of backups: weekly, daily and

hourly.

You can see summary information for such incremental backup configuration at the following

screenshot of its widget:
§ Incremental backup

Incremental backup: UNKNOWN

Level 0 - Files:1; Occupied size:112.9 Gh
Level 1 - Files:5; Occupied size:10.4 Gb
Level 2 - Files:3; Occupied size:1.7 Gb

Latest backup

LevelD: 20160408_022212+20160413_050212.nb1 (112.9 Gh)
Level1: 20160406 _022212+20160413_050212.nb1 (2.9 Gb)

Level2: not yet done

In order to setup Simple incremental backup, click on Settings OgearO of the widget and select
OSimple scheduleO (selected by default). The following dialog will appear:

Incremental backup / billing

Maximum duration, sec:| 86400 L
Minimal free space (bytes):| 107374132 %

Do not check GUID chain

Perform backup if task delay (minutes):| 30
Immediately create non-existing low levels backups

Initial backup (level 0)

Day of week fo start:

SAT v
Start time:
20:00 (9]
Keeponly | 5 files

@ Run now level 0

Enabled @ﬁ' Simple schedule Advanced schedule

Backup folder: | ${db.default-directory}/${job.id}

Move to:

Do not check existence of backup files

Journal name: | ${db.default-directory}/${job.id}nbac

Everyday backup (level 1)
Backup everyday at
SUN | 07:00
TE | o100 |©
THU | o100 |©
SAT | o700 |@©

Keep only 7

© Run now level 1

[w]MON | o1:00
[Wlwen | g1:00

FRI | 01:00

files

v

o]

o}

(o}

Path to nbackup.exe

(option):

Backup name pattern:

Options:

L
{0.date.yyyyMMddHHmmss} L
-DON L

Send OK netification for levels 0, 1,
2

Compress ready backup

Hourly backup (level 2)

Backup every hour at

0dh

e

08h

16h
20h

Keep only

13h

17h

21h

24

© Run now level 2

00
0zh | 03h

om0 07h
10h 0| ©
wel &
wje| g o 18h
220 230
files

Caﬂce' m

There are 4 main areas in this dialog, letOs cover them one by one.

The top area is devoted for general settings of the incremental backup B they are the same for
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Simple and Advanced schedules:

Incremental backup / billing

Enabled (i} Simple schedule Advanced schedule Path to nbackup exe

(option):

Max duration, sec D it limits the maximum duration of backup process, by default is 1 day (86400
seconds).

Minimum free disk space (bytes) b minimal size of free disk space to prevent backup to start, by
default ~9Mb

Backup folder B where incremental backup for the selected database will be stored. It is necessary
to store incremental backups for each database separately from backups of other databases: i.e., the
separate folder for each database.

It is necessary to specify backup folder with enough free disk space to store all level of backups!
Journal name Bfile name details information about incremental backups files, for internal use only.

Path to nBackup D it is possible to specify other nbackup tool than standard nbackup (not
recommended).

Backup name pattern B pattern for files of incremental backup (no need to change it).
Options D additional options for nbackup command line tool (no need to change it).

Do not check existence of backup files b this option should be checked if you plan to delete or
more incremental backups to another location.

Do not check GUID chain B this option should be checked if you want to skip existence check of
previous levels of incremental backups.

Immediately create non-existing low-level backups D by default this option is  On. It means that if
you have scheduled the initial start moment of level 1 backup earlier than the initial start moment

of level 0 backup, DataGuard will automatically fix it and create level 0 backup right before level 1.

The following backups of level 0 will be fulfilled according the regular schedule.

Send OK email for levels O, 1, 2 D enable this option to receive notifications about incremental
backups ( highly recommended !)

After setting main set of parameters the schedule itself should be set. As you can see on the
screenshot below, you need to specify day of the week and time to do level 0 (weekly) backup, days
of week and time to start level 1 (daily) backups and hours and minutes of level 3 (hourly backups).

For each backup level you can specify how many files to keep in history.
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Incremental backup / dbmaster

Enabled (@) Simple schedule

Advanced schedule

Path to nbackup.exe »
(option):
Maximum duration, sec:| 86400 » Backup folder: | ${db.default-directory}/$job.id} L Backup name pattem: 10, date, yyyyMMddHHmmss} »
Minimal free space (bytes): | 107374182 | % Move to L 2 Options: -DON L
Do not check GUID chain Do not check existence of backup files Send OK email for levels 0, 1, 2
Journal name: | §{db.default-directory}/Sfjob.id}/nbac | % Compress ready backup
Perform backup if task delay (minutes): | 30 Everyday backup (level 1) Hourly backup (level 2)
Immediately create non-existing low levels backups Backup everyday at Backup every hour at
Initial backup (level 0) SUN | 7 MON | 01-00 ® 00
00h 01h 0zh 0zh
Day of week to start: _ _
vE | o100 |@® wED | o100 | @ "
SAT - 04h 05h 08h oth
THU | D100 | © FRI | 01:00
Start time: S o M o 00| @ 00 00| ©
08h 08h 10h 11h
20:00 o ST | o700 | ©
= 0 |0 -
12h 13h 14h 150
Keeponly | 5 files Keep only 7 files
1Bh | am | %0 o 18h | e
00
20h 21h 22h 23h
Keep only 24 files
] -
By default it is set to keep 5 weekly backups, 7 daily and 24 hourly backups.
However, sometimes more flexible schedule is required, for this purpose Incremental Backup
widget has Advanced schedule:
Incremental backup / billing
Enabled Simple schedule \é\ Advanced schedule Path to nbackup.exe »
(option):
Maximum duration, sec:| 86400 L Backup folder: | $/db.default-directory}fincrementals = % Backup name pattern: {0,date, yyyyMMddHHmmss} L
Minimal free space {bytes):| 10000000 | % Move to: % Options: -DON %
Do not check GUID chain Do not check existence of backup files 5 Send OK notification for levels 0, 1,
Joumal name: | ${db default-directory}iincrementals;: = % Compress ready backup
Level 0 Level1 Level 2 Level 3 Level 4
Enabled Enable Er Enable Enable
Start at CRON Sta St R Start at CRO Sta CRO
01510L=7? L 04537 FR 4
Keeponly | 3 files Keep on = ee = Keep onl es

@ Run now level 0

Cance‘ E

As you can see, the upper part of the configuration screen is the same as in Simple schedule, and
the difference is in the way how backup levels are scheduled.

Advanced schedule allows to setup up to 5 levels of backup, and plan them with flexible
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expressions .

For example, you can setup it to create full copy (level 0) backup every 3 months, level 1 copy every
month, level 2 B every week, level 3 every day and level 4 B every hour.

If you are monitoring more than one database, it is highly recommended splitting
. the runtime of the backups.
3.2.15. Database: Dump Backup

This job also utilizes nbackup functionality in Firebird, but unlike multilevel backups, it always
performs a full copy (level 0) of the database. Such job is useful to quickly create a copy of working
database.

The configuration of Database: Dump backup is trivial:

Dump backup / test

Enabled
Schedule: 00237 MON-SUN »
Minimal free space (bytes). 10000000
Backup folder: ${db.default-directory}/${job.id} >
Backup name: nbackup_copy_{0,date,yyyyMMdd_HH-mm} g
Maximum numbers of *.nbackupcopy 1
files in folder to keep:
Copy type: Lock with SQL command u‘
Send OK email

You just need to setup when and where DataGuard should copy a full copy (level O incremental
backup), and how many copies it should keep.

3.2.16. Database: RestoreDB

One of the often tasks of the database administrators is restoring database from the backup. There
could be many reason to do restore, the most popular reasons are regular check of the stored
backups and necessity to have fresh restored copy for quick rollback. HQbird FBDataGuard can
automate restoring of backups (which were created with gbak or Database: Verified backup) with
Database: RestoreDB job. LetOs consider the options and parameters of this job.
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@ RestoreDB EA2 o)

RestoreDB: OK [Last run: 21 min 5% sec ago]

Recent restored database: HATEMP\ba...strestore.fdb(8.5 Gb)
Restored from backup: HATEMP\ba...418_14-25.fbk(18/04/2016
14:25)

Restore time: 8 min 51 sec

By default, restore is disabled B and, since restoring can be long and resource-consuming job, please
plan when to restore carefully.

The database can be restored from different types of backups. To specify which types of backups
are used during recovery, use the Restore Source switch.

Below you can see the configuration dialog for Database: RestoreDB in nbackup mode:
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Restore Database / billing

Enabled
Scheduled 022 47*MON-FRI s
Get backup from folder ${db.default-directory}/backup g
Take backup not older than, hours 24
Restore source: (®) nbackup gbak
Datatime pattern for nbackup: 10, date, yyyyMMddHHmmss} v

Keep files from recent days (NN) 7

Restore to directory ${backup-directory} *
Restore with file name ${db.id}_{0.date.yyyyMMdd_HH-mm) testrestore fdb *
When existing database found Replace existing file @ Rename existing file

Append suffix to database name {0.date yyyyMMdd_HH-mm}.old *

Execute command after restore

Restore timeout, minutes: 480

Chgck available space before restore. 10000000
Minimum value (bytes)

Motify on successful restore

In gbak mode, the configuration dialog for ~ Database: RestoreDB looks like this:
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Restore Database / billing

Enabled
Scheduled 02247 * MON-FRI
Get backup from folder ${db default-directory}/backup

Take backup not older than, hours 24

Restore source: nbackup @ gbak
Use NN CPU cores to restore: NIA
Hestore options 0

Template for gbak backup file name backup_{0.date yyyyMMdd_HH-mm]

Backup gbak file extension bk

Take date of gbak backup from @ Eile name Eile date

Keep files from recent days (NN)

Keep only recent files (NN} 24
Restore to directory ${backup-directory)
Restore with file name ${db.id}_{0.date,yyyyMMdd_HH-mm)_testrestore fdb
When existing database found Replace existing file (®) Rename existing file
Append suffix to database name {0.date yyyyMMdd_HH-mm}.old

Execute command after restore

Restore timeout, minutes: 480

Chgck available space before restore. 10000000
Minimum value (bytes)

Motify on successful restore

¥ (Bcheduled O field contains CRON expression which defines when to run restore.

¥ GGet backup from folder O - specify the location of backup file(s) to be restored. If you are
restoring backups at the same computer where they have been created, specify the same folder
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as it is in Database: Verified backup job. If you are restoring backups from the another
computer, specify the folder where those backups are located.

¥ Orake backup not older than, hours O - this parameter specifies the maximum age of backup to
be restored. If the latest backup file will be older than specified number of hours, RestoreDB job
will send the alert with warning that backup is too old. This is useful for automatic checking of
backups created on the remote computer.

¥ (Restore source O specifies what types of backups will be used to restore the database .

¥ (Datatime pattern for nbackup O contains the template for backup names made with nbackup.
It should be the same as Backup name pattern  see Database: Incremental Backup

¥ Oremplate for gbak backup file name O contains the template for backup names. It should be
the same as Backup name pattern  see Verified backup .

¥ Backup gbak file extension O - by default it is fbk

¥ QUse NN CPU cores to restore O - only available in gbak mode.

¥ (Restore options O - only available in gbak mode.

¥ (Restore to directory O - folder where FBDataGuard will restore backups.

¥ (Restore with filename O - template for the restored database file. By default it contains the
following parts

! ${db.id}_{0,date, yyyyMMdd_HH-mm}_testrestore.fdb

! Db.id D internal identifier of the database (GUID)

! 0,date, yyyyMMdd_HH-mm b timestamp

I testrestore.fdb B description (You can set there any filename you need).

¥ QVhen existing database found O - if FBDataGuard will encounter a file with the same name as
restored database in the destination folder, by default it will rename the existing file. If you
want to replace old restored file with new one, choose OReplace existing fileO.

¥ Q\ppend suffix to filename when rename O - if you have chosen ORename existing fileO, this
suffix will be used to rename it. If you have chosen OReplace existing fileO, this suffix also will be
used to rename, but after that the old file will be deleted.

¥ (Execute command after restore O - in this field you can specify an optional path to the
command file or another utility to be started after the restore. There will be 2 parameters
passed: the first is the path to the backup which was just restored, and the second is the path to
the restored file.

¥ (Restore timeout, minutes O - here you can set the time limit for restore operation. If this limit
will be exceeded, the warning will be sent, saying that restore takes too long.

¥ GCheck available space before restore (bytes) O - here you can set the limit for the minimal
free space in the restore destination P if there is less free space than specified, restore will not
start, and associated warning will be sent.

¥ Notify on successful restore O - send email about successful restore (by default it is off, only
alerts about problems will be sent).
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3.2.17. Database: Transfer Replication Segments

The purpose of "Transfer Replication Segments" job is to send replication segments produced by
async replication from master to replica server. In the case of distributed environment of the
asynchronous replication, when the network connection between master and replica server is
unstable, or with high latency, or when servers are in the different geographical regions, the best
way to transfer replication segments will be through FTP or FTP over SSH.

Below we will consider how to setup Cloud Backup for this task.

First, the asynchronous replication master should be configured to save replication segments into

the some local folder B by default, it will be ${db.path}.LogArch D as it is shown in the example
below:

Database replication configuration: "billing”

Dataguard 1D: 9b6e64d 3-defe-428c-afT5-aTh9bs201533

Replication role Off @ Master Replica
Working mode Synchronous @ Asynchronous
Write commited data every NN 90
seconds
Log directory ${db.path} ReplLog ®
Log archive directory ${db path} LogArch ®
Owernde log archive command *
Optional parameters clude_without_pk=true

journal_segment_count=54 p

Find and exclude tables without Pnimary or Unigue keys

<<legs

Reinitialize replica database

See initialization status

Enable publications (and grant it for all tables)

oo | D
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Transfer Replication Segments / billing
Enable/Disable
Check period, seconds 15
Monitor this folder ${db.repparam_log_archive_directory} L
Filename template * journal® ®
Compress segments R i - %

Where to upload

= Type Server:Port User Path

1 Disabled 0 B

2 Disabled 0 B

3 Disabled 0] 4

4 Disabled 0] &

5 Disabled 0] &
Failed connection attempts 0 *
to disable FTP (nodes 2-5)

Delete local prepared file copy
How many old (sent) files to keep 10 ®
Send Ok report
Mame prefix to rename uploaded reini reinidb_ *
files
Cancel E

Figure 38. Transfer Replication Segments configuration

Then we can setup Transfer Replication Segments job to monitor this folder for the new
replication segments and upload them to the remote FTP server.

As you can see at the screenshot above, Cloud backup job checks folder, specified in O  Monitor this
folder O with an interval, specified in O Check period, seconds O. Please note B Cloud Backup sends
files in the order of their names, not dates.

To check that transferred files are valid replication segments, and to support automatic re-
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initialization of the replica databases, the checkmark O  Enable/disable replication cloud backup
job O must be enabled.

By default, Cloud Backup compresses and encrypts replication segments before send them. The
default password is O zipmasterkey O (without quotes), which can be specified in the field
GCompress with optional password O. FBDataGuard creates the compressed and encrypted copy of
the replication segment and upload it to the specified target server.

To disable packing and encryption, uncheck the O  Compress with optional password O checkmark.

FTP/FTPS/FTPS over SSH

There are several types of target servers: FTP, FTP over SSL/TLS, FTP over SSH. When you select the
necessary type, dialog shows mandatory fields to be completed.

You can select up to 5 simultaneous remote servers to upload backups. Below you can see the
configuration dialog for FTP.

Transfer Replication Segments / billing / FTP 1

Upload to FTP

Upload to FTP (@ FTP () FTP over SSUTLS () FTP over SSH

FTP Server WWW. My Server.com v
FTP Port 8721 .
FTF User admin? L
FTP Password %

Use passive mode

Upload to folder master001/ »

If you donOt have FTP installed on the target server with Windows, install Filezilla
b it is very popular fast and lightweight FTP-server for Windows.

Replication segments will be uploaded to the subdirectory specified in the OUpload

to folderO. By default, this is /dababase0/${db.id} , where db.id is the identifier of the
database inside the DataGuard. The replica about this db.id does not know
anything, so you need to register it manually in OUnpack to directoryO (see File
Receiver).
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FTP over SSL/TLS

Transfer Replication Segments / billing / FTP 1

Upload to FTP

Upload to FTP FTP (®) FTP over SSUTLS | FTP over SSH

Key store file L

Key store password I
Implicit

FTP Server WWW.MyServer.com “

FTP Port 8721 v

FTP User admin2 v

FTP Password U ) 4

Use passive mode

Upload to folder masterl01/ g

In order to send files to FTPS, it is necessary to create jks storage with private key file, and specify
path to it in the field OKey store fileO and password for it in OKey store passwordO.

See details and example how to create jks file and password here: http://xacmlinfo.org/2014/06/13/
how-to-keystore-creating-jks-file-from-existing-private-key-and-certificate/

The last part of parameters in Cloud Backup dialog allows controlling the behavior of Cloud backup.

¥ Delete local prepared copy b by default it is On. This parameter specify that Cloud backup job
deletes compressed copy of the replication segment after the successful upload to the target
server. If you donOt want to keep these copies on the master server, keep the parameter enabled.

¥ Delete local prepared file copy D by default is Off. It means status means that replication
segment will be not deleted by FBDataGuard after uploading. It can be useful if you want to
keep the full history of changes in replication segments, but, be careful; in case of an intensive
write activity replication segments can occupy a lot of space (Terabytes).

¥ Send Ok report D send email to the specified in Alerts address every time when replication
segment is uploaded. By default it is off.
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As a result, FBDataGuard will upload encrypted and compressed replication segments to the remote
server. To decompress and decrypt them into the regular replication segments, another instance of

HQbird FBDataGuard should be installed on the replica server, and Cloud Backup Receiver job
should be configured B see more details in the section  Database: File Receiver .

FTP over SSH

Transfer Replication Segments / billing / FTP 1

Upload to FTP

Upload to FTP FTP FTP over SSLTLS (ij FTP over SSH

Key store file L
FTP Server WWW. MY SErver.com »
FTP Port 8721 »
FTP User admin? »
FTP Password ®
Upload to folder master001/ »

To use FTP over SSH with private key authentication, please specify the full path to it in OKey store
fileO, other parameters are similar to usual FTP.

3.2.18. Database: Transfer Files

The purpose of "Transfer Files" job is to send backup files from master to replica server. In the case
of distributed environment, when the network connection between master and replica server is
unstable, or with high latency, or when servers are in the different geographical regions, the best
way to transfer files will be through FTP or FTP over SSH.

Below we will consider how to setup "Transfer Files" for this task.

First, the database server should be configured to save backup files into the some local folder N by
default, it will be  ${db.default-directory}/backup N as it is shown in the example below:
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Transfer Files / billing

Enable/Disable cloudbackup job

Activate cron expression 00/5***7 Y

Monitor this folder

${db.default-directory}/backup L
Filename template * fhk ®
Compression level NORMAL -
Encrypt when compressing %

Where to upload

= Type Server:Port User Path

1 Disabled 0] B

2 Disabled o B

3 Disabled 0] &

4 Disabled 0] &

5 Disabled (0]
Failed connection attempts 0 >

to disable FTP (nodes 2-5)

Delete local prepared file copy

How many old (sent) files to keep 10 ®

Send Ok report

Perform fresh backup

Figure 39. Transfer File configuration

Then we can setup Transfer Files job to monitor this folder for the new backup files and upload
them to the remote FTP server.

As you can see at the screenshot above, Transfer Files job checks folder, specified in OMonitor this
folderO with an interval, specified in ~ OCheck period, secondsO . Please note B Transfer Files sends
files in the order of their names, not dates.
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By default, Transfer Files compresses and encrypts backup files before send them. The default
password is Ozipmasterkey O (without quotes), which can be specified in the field O  Encrypt when
compressing O. FBDataGuard creates the compressed and encrypted copy of the backup and upload

it to the specified target server.

To disable packing and encryption, uncheck the O  Encrypt when compressing O checkmark.

FTP/FTPS/FTPS over SSH

There are several types of target servers: FTP, FTP over SSL/TLS, FTP over SSH. When you select the
necessary type, dialog shows mandatory fields to be completed.

You can select up to 5 simultaneous remote servers to upload backups. Below you can see the
configuration dialog for FTP.

Transfer Files / dbmaster / FTP 1

Upload to FTP

Upload to FTP (@) FTP FTP over SSL/TLS FTP over SSH
FTP Server WWW.myserver.com

FTP Port 21

FTP User usernameforftp

FTP Password

Upload to folder databases0/%{db.idY

If you donOt have FTP installed on the target server with Windows, install Filezilla
b itis very popular fast and lightweight FTP-server for Windows.

Replication segments will be uploaded to the subdirectory specified in the OUpload

to folderO. By default, this is /dababase0/${db.id} , where db.id is the identifier of the
database inside the DataGuard. The replica about this db.id does not know
anything, so you need to register it manually in OUnpack to directoryO (see File
Receiver).
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FTP over SSL/TLS

Transfer Files / dbmaster / FTP 1

Upload to FTP

Upload to FTP (®) FTP () FTP over SSUTLS (| FTP over SSH
FTP Server WWW. My Server.com

FTP Port 2

FTP User usernameforftp

FTP Password

Upload to folder databases0/${db.id}/

In order to send files to FTPS, it is necessary to create jks storage with private key file, and specify
path to it in the field OKey store fileO and password for it in OKey store passwordO.

See details and example how to create jks file and password here: http://xacmlinfo.org/2014/06/13/
how-to-keystore-creating-jks-file-from-existing-private-key-and-certificate/

The last part of parameters in Cloud Backup dialog allows controlling the behavior of Cloud backup.

¥ Delete local prepared copy  $N$by default it is On. This parameter specifies that Transfer Files
job deletes compressed copy of the file after the successful upload to the target server. If you
donOt want to keep these copies on the master server, keep the parameter enabled.

¥ Delete local prepared file copy $N$by default is Off. It means status means that file will be not
deleted by FBDataGuard after uploading. It can be useful if you want to keep the full history of
changes in files, but, be careful; in case of an intensive write activity such files can occupy a lot
of space (Terabytes).

¥ Send Ok report $N$send email to the specified in Alerts address every time when replication
segment is uploaded. By default, it is off.

¥ Perform fresh backup ~ $N$disabled by default. Transfer Files remembers the last number of file
it sends. If you need to start again from scratch, from file 1, enable this parameter. Please note
that it will automatically become disabled after the resetting of the counter.

As a result, FBDataGuard will upload encrypted and compressed files to the remote server. To
decompress and decrypt them into the regular files, another instance of HQbird FBDataGuard
should be installed on the replica server, and File Receiver job should be configured$N$see more
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details in the section Database: File Receiver .

FTP over SSH

Transfer Files / dbmaster / FTP 1

Upload to FTP

Upload to FTP FTP FTP over SSL/TLS (@) FTP over SSH
Key store file %
FTP Server WWW.myServer.com v

FTP Port

22 g
FTP User usernameforftp »
FTP Password T [ 4
Upload to folder databases(0/${db.id)/ v

Existing files will be overwritien

To use FTP over SSH with private key authentication, please specify the full path to it in OKey store
fileO, other parameters are similar to usual FTP.

Sending verified and incremental backups through Cloud Backups

Cloud Backup also can be used to send any files to FTP/FTPS/etc. For example, you can setup Cloud
Backup to look for FBK files, produces by Verified Backup Job, and schedule to upload to the remote
FTP server.

It is necessary to remember that number of stored backups should be less than the number of files
to be preserved by Cloud Backup (specified in the parameter OHow many files to keepO. By default,
Cloud Backup keeps 10 last sent files, and Verified backup has 5 most recent backup files, so it work
Ok, but if you will reduce the number of kept files in Cloud Backup, it will delete extra files
according OFilename templateO.

The same can be done for incremental backups.

3.2.19. Database: Pump Files

The purpose of the "Pump Files" task is to transfer files from one directory accessible to the
DataGuard to some other location, usually remote, with the possibility of using various methods
that can be connected to the DataGuard in the form of plugins and selectable in the task
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configuration with the ability to set unique for each plugin parameters. HQbird includes two file
transfer plugins: fpt and sftp. There are other file transfer plugins. Transfer plugins are jar files and
are located in the Firebird DataGuard/plugins  folder.

LetOs consider the options and parameters of this job.

Pump Files / billing

CRON

Watch for files in folder:

Filemask to pump

Exclude file-mask

Compression level
Encrypt files when packing

Pump method

FTF Server

FTP Port

Login

Password

Remote dir

Keep MM files:

Enable/Disable File-Pump job
Dos=2*"
${db default-directory}/backup
* fok;*.zbk
temp®.*;* fuploaded
NORMAL

Send to fip

127.0.01

8721

admin2

strong password?
fdataguard/pumped!/
Passive Mode

10

Send OK-report on every pump

Figure 40. Options available for the ftp file transfer plugin.

¥ Filemask to pump $N$whitelist, according to which files are selected for copying. Represent
masks of file names. Must be separated by comma.
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¥ Exclude file-mask $N$blacklist is a mask of file names that should be excluded from the
transfer. The blacklist takes precedence over the whitelist.

¥ Pump method $N$file transfer method (plugin).

Pump Files / billing

Enable/Disable File-Pump job

CRON 00/5% 2+ v
Watch for files in folder: $/db.default-directory}/backup Ay
Filemask to pump * fbk:* zbk i
Exclude file-mask temp*.*:* fuploaded Ay
Compression level NORMAL v
Encrypt files when packing
Pump method Send to sftp e
SFTP Server 127.0.0.1 »
SFTP Port 22 »
Login admin v
Password password h
Remate dir [dirftolstore »
Optional JKS File s
Keep NN files: 10 ¢

Send OK-report on every pump

Figure 41. Options available for the sftp file transfer plugin.
The algorithm of this task is as follows:

1. At each iteration of the task, a list of files is generated for the directory for monitoring files to be
sent. Masks are used to select the list of files: "Filemask to pump" and "Exclude file-mask".

89



Chapter 3. Configuration of HQbird

2. For each selected file (from the list from step 1, in ascending date order from the lastModified
file), the following is performed:

a. If the packing option is set, the file is packed (if the file is not of zero size). The name of the
packed file is formed by adding a hardcoded extension: .zipfilepump . The file is packed in
the same directory. If the file turns out to be of zero size, the algorithm will consider that the
file has not been completed yet and will interrupt sending the rest of the files with a
corresponding message.

b. The file sending task is configured for one of several possible sending options using optional
plugins (see below). Depending on whether the packing option was enabled or not, the
original or packed file is sent using the specified algorithm (in the current version it is ftp or
sftp).

c. After sending, if the packing option was selected, the packed file is deleted.
d. The original file is renamed by adding the extension fuploaded .

3. The algorithm proceeds to send the next file from the list. The total number of files sent during
the iteration and their original (unpacked) size are summed up for display in the widget

4. Upon completion of sending all files from the generated list, the directory is revolving cleaned,
from which files are deleted by mask * fuploaded . That is, a list of all such files is created, it is
sorted by the time of the last modification, and all old ones are deleted, except for the last "Keep
NN files".

Upon completion of sending, if the "Send OK-report on every pump" checkbox is checked, then
the user will be sent a report on the number and size of files sent at the current iteration.

3.2.20. Database: File Receiver

In general, Cloud Backup Receiver is designed to decompress files from zip archives, and the most
often it is used in the pair with Cloud Backup to transfer archived replication segments.

Cloud Backup Receiver checks files in the folder specified in O  Monitor directory O, with interval
equal to OCheck periods, minutes  O. Its checks only files with specified mask according O Filename
template O érch by default) and specified extension ( .replpacked by default), and if it encounters
such files, it decompresses and decrypts them with the password, specified in O Decrypt password O,
and copies to the folder, specified in O Unpack to directory  O.

If parameter O Monitor for replication O is enabled, Cloud Backup Receiver also will check that
received file is actually a replication segment (it has specific header), and if it is not, it will raise an
appropriate warning.
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File Receiver / billing

Enabled

Check period, seconds 15

Watch for incoming files in ${default-output-directory /F TP/master(01 L
Unpack to folder ${db repparam_log_archive_directory} L
Filename template * journal® %
Extension for packed files replpacked ¥
Decrypt password R B
Alert if number of unpacked files more 30 >
than

Warn if the newest file in unpack 360 >

folder is older than (minutes):

Send Ok report

Monitor for reinitialization

Prefix for incoming reini- files reinidb_ »

There are the following additional parameters:

¥ Alert if number of unpacked files more than b by default is 30. If there is a long queue of
replication segments to be unpacked, it can be a problem with a replica database, so HQbird
sends alert to attract administratorOs attention.

¥ Warn if the newest file in unpack folder is older than (minutes) b if the most recent file
(usually, replication segment) is too old (more than 360 minutes), the replication process can be
broken, and HQbird sends an appropriate alert.

¥ Send Ok report D by default it is Off. If it is On, HQbird sends an email about each successful
unpacking of the segment. It can be too often for replication segments, because they are
arriving every 30-180 seconds, and Ok for normal files like verified or incremental backups.

¥ Perform fresh unpack b disabled by default. Cloud Backup Receiver remembers the last
number of replication segment it unpacked. If you need to start unpacking from scratch, from
segment 1 (for example, after re-initialization of replication), enable this parameter. Please note
that it will automatically become disabled after the resetting of the counter.
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After setup of Cloud Backup Receiver, configure the replica to look for replication segments: set in
the OLog archive directoryO the same path as in OCloud Backup ReceiverO & OUnpack to directoryO.

Database replication configuration: "billing”

Dataguard 1D: 9bBe6443-defe-428c-af75-aTh9b520f533
Replication role Off Master (®) Replica
Working mode Synchronous (@) Asynchronous
Log archive directory $/db.path}. LogArch %
Source database GUID (optional) -
Optional parameters r‘(ﬁ'”de—w“hm - pk=true

journal_segment_count=54 p

Verbose

<<legs

Embedded FTP server

HQbird has embedded FTP server, which is off by default. It is suitable to use embedded FTP server
to receive replication segments.

In order to enable embedded FTP server, it is necessary to edit the ftpsrv.properties configuration
file, which is located in  C:\HQbirdData\config or /opt/hgbird/ftpsrv.properties

By default, it contains the following:

#path in ftpsrv.homedir must be escaped "ftpsrv.homedir=c:\\ftp\\pub"
# or backslashed for ex: "ftpsrv.homedir=c:/ftp/pub”

ftpsrv.enable = false

ftpsrv.port = 8721

ftpsrv.defuser=admin2

ftpsrv.defpsw=strong password2

ftpsrv.homedir=

It is necessary to change ftpsrv.enabled to true and specify the home directory for FTP in
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ftpsrv.homedir  parameter. Also, it is recommended to use non-default username and password.

After that, restart FBDataGuard service, and check availability of the FTP.

Attention!N!Linux users!

11}
On the Linux, FBDataGuard service runs under firebird user, so FTP home

directory also should have permission for user firebird

3.2.21. Database: Low-level metadata backup

ODatabase: Low level metadata backupO is one of the key jobs of DataGuard, it ensures database
protection at low level.

First of all, this job stores raw metadata in special repository, so in case of heavy corruption (due to
hardware failure, for example) of database it is possible to use this repository to recover database.

The second purpose of this job is to constantly check all important system tables for consistency.
Every 20 minutes it walks through all important system tables in the database and ensures that
there are no errors at metadata level.

The third purpose is to warn administrator about too many formats for each tables.

There is an implementation limit in Firebird to have 256 formats per table, however even several

formats can greatly increase a chance of hard corruption and can slow down the performance. It is
recommended do not change tables structure at production database and keep only one format per
each table. If itOs not possible, administrator should try to perform backup/restore more often to
transform all formats into the single one.

Database metadata backup configuration / test
Enabled

Check period, minutes: 200

Store metadata in ${db. default-directory}/${job id] 3
Date format for folder name: {0, date.yyyy MM.dd_HHmmss} %
Folder name prefix: %
Max formats: 240

Cancel m

3.2.22. Database: Validate DB

Validation of Firebird database requires exclusive access: i.e., no users should be connected during
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validation. ODatabase: Validate DBO job shuts down the database and performs validation of
database, and then turns it on.

By default, this job is OFF. Please consider carefully, is it possible to provide exclusive access for
database. Validation can also take significant time.

Update validation configuration / test

Enabled
Schedule: 0023 ? * MON-FRI .
Shutdown timeout, sec: 10
Shutdown mode:

FORCE v‘

Using configuration dialog, you can enable/disable this job, set time to run, set the shutdown

timeout (time to wait before launch validation), and also shutdown mode (FORCE, ATTACH,
TRANSNATIONAL). If you have no deep knowledge n what you are doing, itOs better to keep default
parameters.

ODatabase: Validate DBO will send alert with critical status if there will be any errors.

Also, Firebird will write errors into firebird.log , and they will appear in the alerts generated by
OServer logO job.

3.2.23. Database: Sweep Schedule

FBDataGuard includes special job to run an explicit sweep, in case if automatic sweep was disabled.
By default, job is disabled.

I Sweep schedule ~ %

Sweep schedule: UNKNOWN [scheduled O 0 23 7 * MON-5SUM]

The recommendation is to schedule explicit sweep with disconnection of long-running transactions
for all databases where such transactions are detected. The recommended period is once per day
(usually during the night, after backupOs completing).

By default, sweep is set to 23-00, which can be not a good time, because default verified backup
starts at the same time, so better change it.
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Sweep schedule / test

Enabled
Sweep is scheduled to start at this 00237 * MON-SUN c Y
time
Executable gfix_exe v
Parameters _sweep L

Disconnect connections with long-running active transactions before

sweep
Do not disconnect processes with %(\|/)(fbevemarlgstat|gfixigbak)( exe)(0 1] N
name pattern
Disconnect processes older than 30 %
Use NN CPU cores to sweep: NIA u‘

Please note: by default, check mark O Disconnect all connections with long-running active
transactions before sweep O is enabled. It means that HQbird will find and disconnect long-
running transactions (more than 30 minutes) before sweep$N$in order to make sweep efficient. If
long-running active transactions will be not disconnected, sweep cannot clean old records versions.

o not disconnect processes with name pattern O3$Ns$in this parameter specify SIMILAR TO
expression for processes names which will be not disconnected. By default, we exclude gbak gstat
and fbsvemgr processes.

isconnect all processes older than (minutes) O3$N$HQbird will disconnect processes which have
long-running active writeable transactions, by default threshold is 30 minutes. The practical upper

limit for this parameter is 1440 minutes (it is highly unlikely that transaction does something useful

more than 1 day).

Quse multiple cores to sweep O$N$HQbird Enterprise can use multiple cores to perform sweep
operation, in order to make sweep 4-6 times faster. We recommend to specify no more than 1/2 CPU
cores in case of the single database on the server, or 1/4 of CPU cores if there are several databases.
For example, if you have 16 cores and 1 big database, set this parameter to 8, if there are several big
databases, set 4.

3.2.24. Database: Delta

If you are using incremental backups (or Dump backup), this job is critically important. It watches
for delta-files lifetime and size, and warns if something goes wrong. Forgotten delta-files are the
often reason of corruptions and significant losses of data.
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This jobs finds all delta files associated with database and check their age and size. If one of these
parameters exceeds thresholds OMaximum delta sizeO or OMaximum delta ageO, administrator will
receive the alert and database status will be set to CRITICAL.

If delta file of the protected database was corrupted, it is possible to extract data
from it using metadata from the original database file or repository from OLow-
level metadata backupO job.

Delta file monitoring / test

Enabled
Check period, minutes: 5
Maximum delta size, bytes: 52428800
Maximum delta age, minutes: 360

3.2.25. Database: Disk space

This job watches for all objects related with database: database files (including volumes of multi-
volume database), delta-files, backup files and so on.

ODatabase: Disk spaceO job analyzes the growth of database and estimate will there be enough free
space for the next operation like backup (including test restore) on the specific hard drive.

It generates several types of alerts. Problems with disk space are in the top list of corruption
reasons, so please pay attention to the alerts from this job.

This job also contributes data to the server space analysis graph ().
By default, this job is enabled.

Using configuration dialog, you can specify check period and thresholds for free space. The first
reached threshold will be alerted. To set threshold only in % of disk space, you need to set explicit
space in bytes to 0.
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Space monitoring / test

Enabled:
Check period, minutes: 10
Free space minimum, %: 10
Free space minimum, bytes: 0

3.2.26. Database: Database statistics

This job is very useful to capture performance problems and perform overall check of database at
low-level without making backup.

Database statistics configuration / test
Enabled
Schedule: 002172 * MON-FRI >
Store statistics in §{db. default-directory}/${job id] >
Statistics archive depth: 7
Statistics fle name pattern: 10, date yyyyMMdd_hh_mm} stats .
Cancel m

We recommend running this job every day and storing a history of statistics report.

Then, with HQbird Database IBAnalyst it is possible to find problems with database performance
and get useful recommendations how to fix them.

As a useful side effect, gstat visits all database pages for tables and indices, and
ensures that all of them are correct.

3.2.27. Database: Replica Check

This task allows you to check the availability of the replica database. After a specified period, it
changes the value of the specified generator and compares the value of the generator on the replica
side and the master database.
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Replica Check / billing

Enabled

Check period 10

Master generator name EMP_NO_GEN A
Replica generator name A g
Min diff to alert 1000

Heplica server name 127.0.01 >
Replica firebird server port 3054

Replica database path replicadb >
Replica username to connect SYSDBA *
Replica password masterkey v
Cypher key name »
Cypher key value »

Min diff to alert $N$the difference between the values of the generator on the master and replica
side, after which alter are sent.

3.3. FBDataGuard tipsé&tricks

FBDataGuard allows changing its setting not only through web-console, but also using direct
modification of configuration files. This can be useful when you need to install FBDataGuard in
silent mode (no interaction with user), to bundle it with third-party software, or to perform some
fine configuration adjustments.

3.3.1. Path to FBDataGuard configuration

During the start FBDataGuard looks for in registry for configuration and output paths:
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Q Registry Editor ‘ I T R ——— E@g
File Edit View Favorites Help
., Far Manager = || Name Type Data
4-Ju Firebird Project ab) (Defautt) REG S7 {value not set)
4§ Firebird Server ab) CfgDir REG_SZ hi\temp\HQBird004'config
- Instances ab) QutDir REG_SZ hi\ternp\HQBird004\ output
-J IBSurgeon |E
¢ . FBDataGuard |
B . IM Providers
B . JavaSoft |
) JreMetrics
B . Khronos
b Ll Lazarus = |« i H
Computer\HKEY_LOCAL_MACHINE\SOFTWARE\IBSurgeon\FEDataGuard

These values specify the paths to FBDataGuard configuration and output folder$N$these values are
chosen during installation.

3.3.2. Adjusting web-console port

One of the most frequently asked questions is how to adjust port for web-console application (by
default it is 8082), It can be done by changing port setting in file %config%\agent\agent.properties
(%config¥%s C:\HQbirdData\config or /opt/hgbird/conf ).

server.port = 8082 #change it

%config%- folder to store configuration information, it is specified in .

3.3.3. How to change password for Admin user

You can specify its password in the file access.properties (in  C:\\HQbirdData\config  or
/opt/hgbird/conf )

access.login=admin

access.password=youradminpasswordforhgbird

After setting the password, restart FBDataGuard, and new password will be encrypted and applied.

3.3.4. Guest user for HQbird FBDataGuard

There is read-only user to access HQbird FBDataGuard, with the name guest.

access.guest-login=guest

access.guest-password=yournewpassword
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3.4. Appendix: CRON Expressions

All jobs in FBDataGuard have time settings in CRON format. CRON is very easy and powerful format
to schedule execution times.

3.4.1. CRON Format

A CRON expression is a string comprised of 6 or 7 fields separated by white space. Fields can
contain any of the allowed values, along with various combinations of the allowed special
characters for that field. The fields are as follows:

Field Name Mandatory Allowed Values Allowed Special
Characters

Seconds YES 0-59 - x

Minutes YES 0-59 - x

Hours YES 0-23 ,-x

Day of month YES 1-31 -*ILW

Month YES 1-12 or JAN-DEC - x

Day of week YES 1-7 or SUN-SAT -*IL#

Year NO empty, 1970-2099 ,-*

So cron expressions can be as simple as this: \* * * * 2 * or more complex, like this: 0 0/5

14,18,3-39,52 ? JAN,MAR,SEP MON-FRI 2002-2010

3.4.2. Special characters

¥ * ("all values™ )$N$used to select all values within a field. For example, O*O in the minute field
means ""every minute™

¥ ? ("'no specific value™ )$N$useful when you need to specify something in one of the two fields in
which the character is allowed, but not the other. For example, if | want my trigger to fire on a
particular day of the month (say, the 10th), but donOt care what day of the week that happens to
be, | would put 0100 in the day-of-month field, and O?0 in the day-of-week field. See the examples
below for clarification.

¥ - $N$used to specify ranges. For example, 010-120 in the hour field means "the hours 10, 11 and
12™,

¥ , $N$used to specify additional values. For example, OMON,WED,FRIO in the day-of-week field
means "the days Monday, Wednesday, and Friday™

¥ / $N$used to specify increments. For example, 00/150 in the seconds field means "the seconds O,
15, 30, and 45™ . And 05/150 in the seconds field means "the seconds 5, 20, 35, and 50™ . You can
also specify O/O after the O*character P in this case *O is equivalent to having O00 before the O/O.
01/30 in the day-of-month field means "fire every 3 days starting on the first day of the month™

¥ L ("last™ )$Ns$has different meaning in each of the two fields in which it is allowed. For
example, the value OLO in the day-of-month field means  "the last day of the month™ $N$day 31
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for January, day 28 for February on non-leap years. If used in the day-of-week field by itself, it
simply means O70 or OSATO. But if used in the day-of-week field after another value, it means
"the last xxx day of the month™ $N$for example O6LO means"the last Friday of the month™
When using the OLO option, it is important not to specify lists, or ranges of values, as youOll get
confusing results.

¥ W("weekday™ )$N$used to specify the weekday (Monday-Friday) nearest the given day. As an
example, if you were to specify O15WO as the value for the day-of-month field, the meaning is:
""the nearest weekday to the 15th of the month™ . So if the 15th is a Saturday, the trigger will fire
on Friday the 14th. If the 15th is a Sunday, the trigger will fire on Monday the 16th. If the 15th is
a Tuesday, then it will fire on Tuesday the 15th. However, if you specify O1WO as the value for
day-of-month, and the 1st is a Saturday, the trigger will fire on Monday the 3rd, as it will not
OjumpO over the boundary of a monthOs days. The OWO character can only be specified when the
day-of-month is a single day, not a range or list of days.

| The OLO and OWO characters can also be combined in the day-of-month field to yield
. OLWO, which translates to "last weekday of the month™

¥ #$N$used to specify Othe nthO XXX day of the month. For example, the value of O6#30 in the day-
of-week field means "the third Friday of the month™  (day 6 = Friday and O#30 = the 3rd one in
the month). Other examples: O2#10 = the first Monday of the month and O4#50 = the fifth
Wednesday of the month. Note that if you specify O#50 and there is not 5 of the given day-of-
week in the month, then no firing will occur that month.

The legal characters and the names of months and days of the week are not case
sensitive. MON is the same as mon.

3.4.3. CRON Examples

Here are some full examples:

Expression Meaning

0012**7? Fire at 12pm (noon) every day

015107** Fire at 10:15am every day

01510**7? Fire at 10:15am every day

01510**?2* Fire at 10:15am every day

01510 **? 2005 Fire at 10:15am every day during the year 2005
0*14**7 Fire every minute starting at 2pm and ending at

2:59pm, every day

00/514**? Fire every 5 minutes starting at 2pm and ending
at 2:55pm, every day

00/514,18**? Fire every 5 minutes starting at 2pm and ending
at 2:55pm, AND fire every 5 minutes starting at
6pm and ending at 6:55pm, every day
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Expression Meaning

00-514**? Fire every minute starting at 2pm and ending at
2:05pm, every day

010,44 14? 3 WED Fire at 2:10pm and at 2:44pm every Wednesday
in the month of March.

01510 ?* MON-FRI Fire at 10:15am every Monday, Tuesday,
Wednesday, Thursday and Friday

0151015*7? Fire at 10:15am on the 15th day of every month

01510L*? Fire at 10:15am on the last day of every month

015107 *6L Fire at 10:15am on the last Friday of every
month

01510 ? * 6L 2002-2005 Fire at 10:15am on every last Friday of every
month during the years 2002, 2003, 2004 and
2005

015107 *6#3 Fire at 10:15am on the third Friday of every
month

00121/5*7 Fire at 12pm (noon) every 5 days every month,

starting on the first day of the month.

0111111117 Fire every November 11th at 11:11am.

" Pay attention to the effects of '?' and ™' in the day-of-week and day-of-month fields!

3.4.4. Notes

Support for specifying both a day-of-week and a day-of-month value is not complete (you must
currently use the '?' character in one of these fields).

Be careful when setting fire times between mid-night and 1:00 AM - Odaylight savingsO can cause a
skip or a repeat depending on whether the time moves back or jumps forward.

More information is here  http://www.quartz-scheduler.org/docs/tutorials/crontrigger.html

3.5. Configuring firebird.conf for the best performance

HQbird includes set of optimized configuration files for all Firebird versions from 1.5 to 3.0 D they
are located in HQBird\Configurations .

If you did not perform a justified tuning of firebird.conf or you are using default firebird.conf ,
consider to use one of the optimized files from this collection.

There are three variants of Firebird configuration files for every Firebird architecture: balanced,
read-intensive and write intensive. We always recommend to start with balanced firebird.conf .
Then we recommend to measure actual ratio between reads and writes using HQbird MonLogger

tool (tab OAggregated Performance StatisticsO). In 90% of cases there are much more reads than
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writes, so the next step is to try read-optimized firebird configuration file.

Firebird configuration greatly depends on the hardware, so if you want to tune Firebird properly,
please also read OFirebird Hardware Guide O, it will help you to understand what parameters must
be tuned.

For the deep tuning of high-load Firebird databases IBSurgeon offers Firebird Database
Optimization Service: https://ib-aid.com/en/firebird-interbase-performance-optimization-service/

Also, HQbird FBDataGuard analyses the database health and sends alerts with intelligent
suggestions to increase specific parameters in  firebird.conf , like TempCacheLimit or LockHashSlots.

Attention!

If you have specified many page buffers in the header of your database and
installed SuperClassic or Classic, it can affect Firebird performance. To avoid the

" potential problem, set page buffers in the header of your database to 0, it will
ensure that the value from  firebird.conf will be used:

gfix Bbuff 0 Buser SYSDBAass masterkey disk:\path\database.fdb
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Chapter 4. Monitoring

4.1. Monitoring with HQbird FBDataGuard

4.1.1. Overview

HQbird monitors all aspects of Firebird server and database functioning, and includes continuous
monitoring and detailed monitoring.

The continuous monitoring is performed by HQbird FBDataGuard. It is low-invasive, but very
effective monitoring which can help to find and resolve the majority of issues with databases
performance and stability.

FBDataGuard performs the following monitoring activities:

¥ Optional performance monitoring with TraceAPI and MON$

¥ Monitoring of transactions markers dynamics (Next, OAT, OIT, OST, active transactions)
¥ Monitoring of lock table activity (queues, deadlocks, mutexes)

¥ Monitoring of Firebird log (errors, warnings, messages)

¥ Number of connected users

¥ Free space monitoring for server, databases and their backups

¥ Health monitoring through analysis of database metadata and general availability of server and
databases

¥ Number and size of Firebird temporary files (sorting, etc)
¥ Indices monitoring: health and activity check

¥ General validation of Firebird database

¥ Backups statuses monitoring

¥ Replica availability monitoring

FBDataGuard can graphically represent information gathered during the monitoring, for example,
transactions and number of users:
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Figure 42. Transaction dynamics in FBDataGuard.
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Figure 43. Number of users.

4.1.2. Automatic monitoring with FBDataGuard (Trace APl and MON$)

In the version 2020, HQBird introduces the new approach for the automatic performance
monitoring with Firebird MONS$ tables and TraceAPI.

Now it is possible to schedule the regular check of database performance for every HQBird
(Standard, Professional, Enterprise) in less than 1 minute.

For this just open tab Performance and setup monitoring for transactions and queries:

Databases -

Mo  Database nickname  Alias/Path TR. time Queries time k
1 domaster fffbdataf3.0billing.fdb  OfFf Off

In order to setup Performance monitoring, specify its mandatory parameters in the dialog:
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Performance monitoring (TraceAPI)
Hnable performance monitoring

Output folder (no need to change it) ${db.default-directory}/traceperformance b

Start trace session at 030107** ® Stop trace session Do119** »

Log SQALs with execution time 1000 LY Send email
more than (ms)

Cancel Save

The first mandatory parameter is O Enable performance monitoring O$Ns$it must be enabled to run
traces by schedule.

The next important parameters are OStart trace session atO and OStop trace sessionO. They contain
CRON expressions which specify when tracing starts and stops.

By default, trace is set to start at 10-30 and to end at 11-00 . It is recommended to adopt tracing
schedule for your needs. Below you can see the table with some popular options.

CRON expression for Description

Start End

00*?** 010 * ?** Run trace every hour from 0 to 10 minutes
0087?** 0017 ?** Run trace every day from 8-00 to 17-00

03010,13,15?** 0011,14,16 ?**  Run trace sessions every day from 10-30 to 11-00, 13-30 to
14-00 and from 15-30 to 16-00

The next important parameter is time threshold for the slow queries, it is set in the field OLog SQLs
with execution time more thanO. In this field you need to set time threshold (in milliseconds), after
exceeding it logs will be stored and analyzed.

By default, the time is set to 1000 milliseconds, or 1 second. It means, that only queries which take
more than 1 seconds, will be logged and analyzed.

We recommend keeping 1000 ms as a basic value, until your database is very slow: in this case
3000-5000 ms can be a good start.

OSend emailO check mark indicates if there necessity to send the performance report. The email
settings from Alerts configuration will be used to send performance report.

For more advanced settings, OPerformance MonitoringO dialog has additional parameters (normally,
you donOt need to adjust them).
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Performance monitoring (TraceAPI)
Enable performance monitoring
Output folder (no need to change it) ${db.default-directory}/traceperformance b
Start trace session at 030107+ ® Stop trace session Do119** »
Log SQLs with execution time | ;500 » Send email
more than (ms)
Configuration template stdplugin patierns ® Keep recent reports 50 »
Database filter (® AUTO FILENAME ALIAS MANUAL Ignore comments
Database name filter *
Trace format .:i) AUTO 25 34
Cancel Save

¥ CConfiguration template Os$N$name of the configuration template file which should be used for
trace settings

¥ (Database filter O$N$how the database should be identified. Usually AUTO is enough, it will trace
specified database. In case of Filename or Alias it will use filename or alias to filter database
events. CManualE provides an ability to set any regular expression, to trace several databases,
for example, or more than one alias for the single database.

¥ (Database name filter O it is used in case of OMANUALO selection.

¥ Orace format O$N$AUTO means automatic selection, 2.5 or 3.0 will force format for 2.5 or 3.0.
Usually there is no need to change it.

¥ (Keep recent reports  O$NS$it specifies how many reports should be kept in the OOutput folderO
for possible retrospective usage.

As a result of this job, HQbird will generate the performance report, which will be stored in the
Output folder as a file with the extension html , and it will be sent by email (in case if OSend emailO
is enabled). Also the most recent performance is available for review and download in the HQBIrd
interface.
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a«

Databases -«
A No Database nickname AliasiPath TR. time Queries time
1 fest f\fbdatal3 0\billing fdb 1 min - [0 0/5* 7 * %] 10msec:[042=7** [055*2*%] & =

test : Long-running active writeable transactions

No User Connected Att. ID Aft Name r.iD Stat 1D Oldest txn State Protocol Address Process Role Charset ID Server PID Remote PID GC

No report

test : View recent report below, or download it

RANK 1 of 19; LINE: 711; TIME: 2624ms; INFO: 2624 ms, 20479 read(s), 1317962 fetch(es) “

2@19-11-83728:53 .B860 (43165:00002000187C0848) EXECUTE_STATEMENT_FINISH
F:\FBDATAY3.@\BILLING.FDB (ATT_287, SYSDBA:MONE, NOMWE, TCPw6:::1/64767)
c:\HQbird\Firebird38\isql.exe: 852

(TRA_688, COMCURRENCY | WAIT | READ_WRITE)
Statement 1484:

select
AAAARARARAAAAAAAANLAANA
PLAN (SERVICE INDEX (PK_f
1 records fetched

2624 ms, 2847% read(s), 1317962 fetchles)

Table Matural Index Update Insert Delete Backout Purge Expunge
B R T L T s T P P
SERVICE 1297431

Statement hash 3ca’77esddcdbeddessadd9fd3lsacclefzbbbde

4.1.3. What can we see in the performance report?
The HQbird FBDataGuard performance analysis provides 3 types of reports:

1. list of queries sorted by their time$N$OSort by durationO;
2. list of queries sorted by its frequency$N$OSort by frequencyO;
3. list of queries sorted by the total time (i.e., summary execution time for queries with the same

text and various parameters)$N$OSort by summaryO.

In the beginning of the report you will see the graphical representation of most problematic SQL
queries:

TOP 10: TRACE REPORT OF "log3.txt"

Duration
200000ms
Fu
f 150000ms )
Summary 100000ms
24.83%
50000ms
/
i B ] T——
1 4 7 10
Fetches Reads Writes
400000000 2000000 20

300000000

1500000 15
200000000 1000000 10
100000000 I I 500000 5 I
| o N | . |-
1 4 7 1 4 1 3 5

-~
=

When you click OSort by durationO (it is a default option), you will see SQL queries and stored
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procedures which took the longest time to execute first.

Normally there will be long-running reports and other big SQLSs.

SORT BY DURATION [VIEW PROCESS SUMMARY OR SORT BY DURATION, FREQUENCY, TIME-SUMMARY, FETCHES, WRITES, READS]|

RANK 1 of 19; LINE: 711; TIME: 2624ms; INFO: 2624 ms, 20479 read(s), 1317962 fetch(es)

20819-11-23T20:53:12. 8860 (4316:0002C000187C0040) EXECUTE_STATEMENT_FIMNISH
F:\FEDATAY3.8\BILLING.FDB (ATT_287, SYSDBA:MONE, NOME, TCPv&:::1/64767)
C:\HQbird\Firebird3@\isgl.exe:852
(TRA_688, CONCURRENCY | WAIT | READ_WRITE)
Statement 1484:

select count(*) from service where code_service > 456852
AAAMAAAAAAANNAAAARAANPAARAAANANRAARANNAANNARAAANNAANAARAAAAARAARAAAANNAARAANNAAAAAAAN
PLAN (SERVICE IMDEX (PK_SERVICE))
1 records fetched

2624 ms, 28479 read(s), 1317962 fetch(es)

Table Natural Index Update Insert Delete Backout Purge Expunge

e e R Rt e

SERVICE 1297481

Statement hash 3ca?77eéddcdbsdddesadddFdilescc1af2bbbdc

When you click on OSort by frequencyO link in the header of the report, you will see most frequent
queries: i.e., those queries which started frequently (among logged queries).

SORT BY FREQUENCY [VIEW PROCESS SUMMARY OR SORT BY DURATION, FREQUENCY, TIME-SUMMARY, FETCHES, WRITES, READS]

RANK 1 of 12; FREQUENCY: 21.05% (4 of 19); took: 6.78% (287 of 4231 ms); FETCH:763; READ:85; WRITE:0; MARK:44

2819-11-83T728:42:87.4138 (4315:0000e80A187CEB4B8) EXECUTE_STATEMENT_FIMISH
F:\FBDATA\3.@\BILLING.FDE (ATT_288, S¥SDBA:NOME, UTF3, TCPw6:::1/64781)
D:\ospanelimoduleshhttpi\dpache_2.4-PHP_7.2-7.3-x64bin\httpd.exe: 7188

(TRA_632, COMCURRENCY | WAIT | READ_WRITE)

Statement 155:

EXECUTE PROCEDURE ACL_UTILS.WRITE SERVICE(2, 2, 2, 2, 2, ?)

param@ = integer, "1"

paraml = integer, "<NULL>"

param2 = smallinmt, "8~

param3 = varchar(1@28), "/horses/main/ru”

paramd = varchar(128), "tlp8lo3ghlapmBhuS6ie87ndga”

param5 = varchar(g@}, "127.@.8.1"

@ records fetched
111 ms, 29 resd(s), 189 fetchiess), 11 mark{s)

Table MNatural Index Update Insert Delete Backout Purge Expunge
FEEFEEFSFE RIS F R R R R R R R RS R R R SRR R R RN AR R RIS SRR RIS SRR RSN R R R EIE RS IR R IR A ARSI R R R IR E SRR RREEES
RDBSINDICES 22

RDBSGEMERATORS 1

RDBSRELATION_CONSTRAINTS 3

ITEM 59

PRICE 3

SERVICE 1

WEBUSER 2

ttatement hash ed@efifriiaflaeseifealicbcicedsedq58085d

For example, in this case the statement SP_GETINVOICE_REPORT was run 46 times. It means that
this query heavily affects the overall performance, and it should be optimized first.

When you click on Sort by summary, you will see the queries which took the most part of the time
(among logged queries). These queries usually are the best candidates for the optimization.
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SORT BY TIME-SUMMARY [VIEW PROCESS SUMMARY OR SORT BY DURATION, FREQUENCY, TIME-SUMMARY, FETCHES, WRITES, READS)]

RANK 1 of 12; Summary: 62.02% (2624 of 4231 ms); FREQUENCY: 5.26% (1 of 19); FETCH:1317962; READ:20479; WRITE:0; MARK:0

2819-11-83T728:53:12.8868 (4315:00000000187C0848) EXECUTE_STATEMENT_FIMISH
F:\FBDATAN3.@\BILLING.FDE (ATT_287, SYSDBA&:MONE, NOME, TCPv&:::1/64767)
c:\HQbird4\Firebird3@\isql.exe: 852
(TRA_688, CONCURRENCY | WAIT | READ_WRITE)
Statement 1484:

select count(*) from service where code_service » 456852
AR AP SRR PR SR A A A AP P R A P P A PP PR A R P A A A A AR
PLAN (SERVICE INDEX (PK_SERVICE))
1 records fetched
2624 ms, 28479 read(s), 1317962 fetch(es)

Table Matural Index Update Insert Delete Backout Purge Expunge
R e R Rt E b e Rt e e e e St Ll Lt Rl st s

SERVICE 1297481
Statement hash 3ca??7esddcdbeddde5addifd316dcc1dfibbbde

Detailed information for the problematic SQL queries

To see details of the most frequent query, click in the link OView detailsO in the bottom of the query
text:

S i W A AW T e e A P A e

view details: 44dedaSfdel3a’defbb7f3clbf37edff7903995a

As a result, you will see the longest query among the queries with the same SQL text, with its
execution plan, execution statistics and input parameters.

This information is enough to analyze and optimize SQL query in Firebird SQL Studio or other
developer IDE.

4.1.4. Automatic monitoring of long-running active transactions

On the OPerformanceO tab you can find the option to enable automatic monitoring of long active
transactions:

Long running active transactions monitoring

Enable transactions monitoring

When to log transactions

QO *2&x £
Output folder ${db.default-directory}/${job.idmonstorage L
Sh.c:-w transactions older than E:CI| ®
(minutes)
Send alert if oldest active transaction 60 ®
is older than
Show only MM oldest active =0 >

transactions

Cancel Save
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By default, this monitoring is off. To enable it, click on CEnable transactions monitoringE. In
general, it is enough, this monitoring does not require further setup.

LetOs consider itOs settings:

¥ When to log transactions: This parameter defines when to check MON$ tables for long-running
active transactions. By default, it is set to run every 5 minutes (see CRON statement). You can
make less often on heavy loaded databases, up to once per hour.

¥ Qutput folder: it is a service parameter.

¥ Show transactions older then (minutes): it specifies the time threshold to show the transaction
(and associated connection) in the list of long-running-transactions. By default, this threshold is
60 minutes: it means that writeable transactions which started more than 1 hour ago, will be
considered as long-running.

¥ Send alert if oldest active transaction is older then (minutes): the same, but it triggers alert and,
if email notifications are enabled, the automatic email with the details of long running active
transaction. The text of the alert looks like the following:

There is a long running active transactions: it was started at 11/13/17 1:19 PM
(and run at least 107 minutes}) from ::1/51068 by C:\HQbird\Firebird30\isgl.exe.
Such transactions block garbage collection, please perform transactions analysis
with HQbird MonLogger.

¥ Show only NN oldest active transactions: it specifies how many records will be shown in the list
with long-running transactions.

The list of long-running active transactions is shown on the screenshot below:

List of databases

No Database nick name Alias/Path to database TR. time Queries time

1 test h\EMPLOYEE_30.FDB 1 min 0 sec o =

test : Long-running active writeable transactions

Transaction Stat Oldest Charset Server Remote

No User Connected AttiD Att Name D D transaction State Protocol Address Process Role D PID PID GC

1 SYSDBA 2017-11-13 82460 HAEMPLOYEE_30.FDB 27659 13 2017-11-13 0 TCPv6 :1/51044  C\HQbird\Firebird30UsqlL.EXE NONE 0 4296 1528 1
18:05:09.6 18:05:09.644

2 SYSDBA 2017-11-13 82460 HAEMPLOYEE_30.FDB 27860 13 2017-1113 0 TCPvE :1/51044  C\HQbird\Firebird30UsqlL.EXE NONE 0 4295 1528 1
18:05:09.6 18:05:09.644

Here you can see that isql.exe started 2 long-running active transactions to the database
h:\employee_30.fdb at November 13, 18-05.

4.1.5. How to select a tool for detailed monitoring

FBDataGuard is the first line of a defense for Firebird database; once FBDataGuard encounters
something suspicious inside the monitored areas, it sends an alert with description of the issue.
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Important!

" If you have several Firebird servers, we offer HQbird Control Center application
which gathers alerts data from the Firebird servers and databases and shows them
at the single screen. Contact our for more details.

After receiving such alert from FBDataGuard the database administrator should proceed with
detailed investigation of the problem.

The choice of tool for detailed monitoring depends on the type of detected problem.

If FBDataGuard reports long-running active transaction (Next-OAT), it is necessary to use HQbird
Mon$Logger to detect the source of currently running active transaction.

If stuck of oldest interesting transaction is reported, database administrator must plan an explicit
sweep to clean uncollected garbage with FBDataGuard sweep job (if it is necessary) and then plan
tracking of forced rollbacks with Performance Monitoring in FBDataGuard, or, if it is an old version

of Firebird (2.1 or older), with  FBScanner .

If users report slowness problem with some queries, Perfusion or FBScanner should be used.

If there is unusual spikes in transaction behavior, IBTransactionMonitor can be a good addition to
HQbird FBDataGuard to clarify the situation.

The problems with general database performance and occasional or periodic slowness require an
analysis of database structure, which can be done only with HQbird Database Analyst.

Below we will consider how to work with HQbird monitoring tools in more details.

4.2. Monitoring with MON$ tables: HQbird MonLogger

HQbird MonLogger is a tool to analyze monitoring tables output in Firebird and find problems with
slow SQL queries, wrongly designed transactions (long-running transactions, transactions with
incorrect isolation level, etc) and identify problematic applications.

MonLogger can connect to Firebird database with performance problems and identify what is the
reason of slowness: is it some user attachment, slow SQL query or long-running transaction?

MonLogger supports Firebird 2.1, 2.5, 3.0 and 4.0 P for older Firebird versions or InterBase please
use FBScanner.

MonLogger can show you:

¥ Top attachments with highest number of IO operations, non-indexed and indexed reads
¥ Top SQL statements with highest number of 10 operations, non-indexed and indexed reads

¥ Problematic transactions: long-running transactions, transactions with erroneous isolation
level, read/write transactions, and related information: when they started, what applications
started these transactions, from what IP address, etc

¥ Attachments and statements with the most intensive garbage collection actions
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¥ Read/write ratio, INSERTS/UPDATE/DELETE ratio, and more.

After connection to the database where you want to find performance problems, several snapshots
of monitoring tables should be done P click on OGet SnapshotO to take snapshot.

4.2.1. Aggregated performance statistics for users attachments

At the first screen we can see aggregated statistics for database connections, and identify
connections with the biggest problems:

P
=] HQbird Firebird MON$ Logger: Snapshat for 13.04.2016 23:13:38 [connected to 172.16.2E.2;’3050:mssl_ QE
S [
Database Options Help
6 Get Snapshot |E‘: Available Snapsots =’= Reload Selected Snapshot i) About :4}" Exit
Aggregated performance statistics ‘Aggregabed ts performance statistics | Attachments I Transactions I 5 its I Responsel
Database information - I
(|
==Ll home jbases sushevka. fdb
Creation date:  11.12.2014 1:53:40 10 page reads: 0 OIT: 407811937 Total:
Attach ts: 120
Page buffers: 1024 Pages: 4333024 10 page writes: 0 OAT: 407876393 men
Ti ctions: 124
Page size: 16334 Reserved Space: On Sequential reads: 0 OST: 407513330 ransactons
Statements: 532
Sweep interval: 0 Read only:  Off Indexed reads: 0 Next: 408471727
Prepared/Active:  529/3
ops: 112 Backup state: normal Diglect: 3 Shutdown:  orline Forced writes:  On P/ / I
Sequential reads Indexed reads
Top attach s seq ial/ind d reads
L] 55 230 538 Sequential Username i Process name Sequential  Indexed
@ 1070819868 Indexed
CHEA 172.16.225.15 ReplServer_Wing4.exe 17952 32080186
CHEA 172.16.225.15 ReplServer_Wing4.exe 8977 26372835
CHEA 172.16.225.8 infodinica.exe 15184510 4398854
CHEA 172.16.225.8 infodlinica.exe 11109283 4588094
CHEA 172.16.226.193  Infoscreen.exe 154037 10301311
CHEA 172.16.226.86 Infoscreen.exe 154037 10176692
CHEA 172.16.226.56 Infoscreen.exe 154037 10135882
Page reads/page writes
Top attachments page reads/page writes
W 433 600 786 PageRead N
Username  IP Process name & reads & Writes
I [ ] 821 746 PageWrite = 20
I CHEA 172.16.226.86 Infoscreen.exe 4570473 7917
I CHEA 172.16.226.56 Infoscreen.exe 4541360 7911
CHEA 172.17.227.5% Infoscreen.exe 4526122 7909
CHEA 172,17.227.125 Infosoeen.exe 4523117 7911
CHEA 172.16.226.48 Infoscreen.exe 4522699 7919
CHEA 172.16.226.90 Infoscreen.exe 4520880 7919
CHEA 172.17.227.134  Infoscreen.exe 4520433 7923
Writes details
Top attachments with INSERTs/UPDATEs /DELETEs
B 95213 Inserts Username P Process name INSERTs UPDATEs DELETEs
B 4537 Updates
(] 81 Deletes CHEA 172.16.225.15 ReplServer_Wing4.exe 86500 1] o
CHEA 172.16.225.8 infodinica. exe 3067 1948 15
CHEA 172,16,225.12  infodinica.exe 1392 735 11
CHEA 172,16,225.12  infodinica.exe 1178 705 [
CHEA 172.16.225.8 infodinica.exe 1157 539 17
CHEA 172.16.225.8 infodinica.exe 573 146 3
CHEA 172.16.225.8 infodinica.exe 377 133 o]

13.04.2016 23:13:38: Attachments:120; Transactions124; 5 (prepared:529, active:3);

Sequential reads / Indexed reads

OSequential reads / Indexed readsO shows us total ratio between sequential (non-indexed) reads and
indexed reads in application. Usually number of non-indexed reads should be low, so big percent of
sequential reads is sign that many SQL queries have NATURAL execution plans, and they could be a
reason of slow response time.

Click on record in OTOP attachments: sequential/indexed readsO will bring you to tab
OAttachmentsO, where you can see more details about Attachment, and then jump to tab
OTransactionsO or OStatementsO, where you will see transactions and attachments linked with
selected attachment (if checkmark OLink to selected attachmentO is on, otherwise all
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transactions/statements for all attachments will be shown).

Write details

OWrite  detailsO gives you an overview of write operations: ratio between
INSERTs/UPDATES/DELETES among all database attachments. In the table of top writers you can see
attachments with the biggest number of write operations. It is useful to identify applications or
software modules which performs excessive number of update or deletes (which are the most
dangerous operations in terms of garbage collections).

Garbage collection details

What garbage collection operations mean?

¥ Purge$N$engine removes back-versions, only primary version is in database.
¥ Expunge$Ns$both primary version and all back-versions were deleted.

¥ Back-out$N$remove only primary version (due to rollback).

Usually we can associate purge with UPDATE operation, Expunge with DELETE, and Backout with
rollback of INSERT or UPDATE. Many backouts could mean that there is a problem with transaction
management in the application.

Memory usage

OMemory usageO graph shows us total memory used by all active attachments now, and peak of
allocated memory for them in the past.

List of top attachments by memory usage shows us the biggest memory consumers among your
attachments. It is useful to find applications or software modules with excessive memory usage.

4.2.2. Aggregated performance statistics for statements

At the second tab you can find aggregated performance statistics for statements.
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Database Options Help

6 Get Snapshot E Available Snapsots ?H Reload Selected Snapshot

i about

4l Bt

| Aggregated performance statistics | Aggregated statements performance statistics | Attachments | Transactions | statements | Response |

] HQbird Firebird MON$ Logger: Snapshat for 13.04.2016 23:13:38 [connected to 172.16.2E.2.|’3l]5l]:mss
I$ Logge

m

Sequential reads/Indexed reads
Top statements sequential reads
o 345 008 Sequential Username P Processname  Sequential  Indexed SQL
B 34899 145 Indexed
CHEA 172.16.225.12  infodinica.exe 74600 15 select |.pridetinfo, R.RName, L.LName, R.Comment, cz
CHEA 172.16.225.12  infodinica.exe 74600 13 select |.prtdetinfo, R.RName, L.LName, R.Comment, cz
CHEA 172.16.225.12  infodinica.exe 59680 3 select |.prtdetinfo, R.RName, L.LName, R.Comment, cz
CHEA 172.16.225.8 infodinica.exe 51400 632 select distinct ts.treatcode, ws.schname, ts.scount,ts.!
CHEA 172.16.225.8 infodinica.exe 37008 512 select distinct ts.treatcode, ws.schname, ts.scount,ts.!
CHEA 172.16.225.8 infodinica.exe 14920 1 select |.prtdetinfo, R.RName, L.LName, R.Comment, cz
CHEA 172.16.225.8 infodinica.exe 14520 2 select |.pridetinfo, R.RName, L.LName, R.Comment, ¢z
4| [l | r
Page reads/page writes
Top statements page reads/page writes
| Es 17 PageRa?ld Username i Process name pagereads page writes SQL
L] 11 PageWrite
CHEA 172.16,225.15 ReplServer_Wing4.exe 234013 0 select first 100000 Lid, |.tablename, I.replid,
CHEA 172.16,225.15 Replserver_Wing4.exe 203447 0 select first 100000 Lid, |.tablename, I.replid,
CHEA 172.16.225.12 infodlinica.exe 41314 0 select |.pridetinfo, R.RMame, L.LMame, R.Cc
CHEA 172.16.225.12  infodinica.exe 41312 0 select|.prtdetinfo, R.RMame, L.LName, R.Cc
CHEA 172,16.225.12  infodinica.exe 33048 3 select |.prtdetinfo, R.RMame, L.LName, R.Cc
CHEA 172.16.225.8 infodlinica.exe 18968 0 select ds.schedident, ds.wdate, ds.beghour|| |
CHEA 172.16.225.140  infodinica.exe 13533 0 select ds.schedident, ds.wdate, ds.beghour
4| m | r
Writes details
Top statements with INSERTs/UPDATEs/DELETEs
& 16 Inserts Username 1P Processmame  INSERTs ~ UPDATEs  DELETEs  SQL
@ 5 Updates
B 0 Delstes CHEA 172,16,225.12  infodinica.exe 3 3 0 UPDATE TREAT SET TREATCODE = 2,PC
CHEA 172,16,225.12  infodinica.exe 2 2 0 UPDATE TREAT SET TREATCODE =?,PC
CHEA 172.16.225.8 infodinica.exe 3 [v] 0 update or insert into dhistnum(HISTID,F
CHEA 172.16.225.8 infodinica.exe 3 0 0 update or insert into limitdients(ID,PCOLC
CHEA 172.16.225.12  infodinica.exe 1 1 0 update or insert into dients(PCODE,FILL)
CHEA 172.16.225.12  infodinica.exe 2 [v] o] update or insert into dientgarant(ID,PCC
CHEA 172.16.225.8 infodinica.exe 2 1] 1] update or insert into dients(PCODE, FILL
4 1 | 3

13.04.2016 23:13:38: Attachments:120; Transactions:124; Statements:532 (prepared:529, active:3);

This statistics better reflects the momentary situation in the database B since monitoring tables
collect information since the beginning of each object life, statements you can see here are those
which were running during the moment when snapshot was taken.

Sequential reads / Indexed reads

In this list we can see top statements which perform many sequential reads from the database.
Usually such statements require SQL tuning B either through indices tuning, or through SQL query
redesign.

To tune the query, check its execution plan: usually it is possible to improve query speed by
eliminating NATURAL in plans with new indices or query redesign. Click on the statement in this
list to open tab OStatementsO, where you can find more details about selected statement, and jump
to associated transaction or attachment.

Page reads/page writes

This graphs and list shows brief information about top statements which perform many reads b it
means that they consume significant IO and can affect performance of other queries. SQL
statements with peak values should be carefully checked for optimal performance.

Write details for statements

At this graph you can see what writing SQL statements were doing at the moment when snapshot of
monitoring tables was taken, and identify UPDATES and DELETEs which made many changes in the
database.
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Garbage collection details for statements

At this graph we can see how many garbage collection operations were done by statements running
at the moment of snapshot.

Memory usage for statements

Unlike aggregated memory usage statistics for attachment, statements' memory usage can show us
list of exact statements which consume a lot of memory at the moment.

4.2.3. Attachments

The third tab is OAttachmentsO. You can open this tab directly to jump there by clicking one of the
records at OAggregated performance statisticsO.

--_“
£ ] HQbird Firebird MONS Logger: Snapshot for 13.04.2016 23:13:38 [connected to 172.16.225.2/3050:mssu] r“ @ EE
—

Database Options Help

6 Get Snapshat ?’g Reload Selected Snapshot i) About .-:1-| Exit

| Aggregated performance statistic I Aggregated 1ts performance statistics | Attachments |Transacﬁons I Statements I Responsel

¥ user role remote_address  started at attachment_id  gc Remote proccess ... record_seq_reads © record_idx_reads  record_inserts  record_updates  record_deletes  r = |

} CHEA MOME 172.16.225.8 13.04.2016 19:38:36 11437916 15134510 4398854 1157 539 17 [
CHEA MOME 172.16.225.8 13.04.2016 12:26:05 11421275 Yes 11109283 4538094 3067 1948 15
CHEA MOME 172.16.225.12 13.04.2016 19:40:20 11437959 Yes infodinica.exe 7022236 2813958 1392 735 11
CHEA MOME 172.15.225.8 13.04.2016 15:55:49 11430140 Yes infodinica.exe 1872220 2310958 377 133 0 |=
CHEA MOME 172.16.225.8 13.04.2016 13:22:43 11424008 Yes infodlinica.exe 1527368 8551870 573 146 3
CHEA MOME 172.16.225.12 13.04.2016 22:53:15 11441112 Yes infodinica.exe 912643 810178 1178 705 [ l
CHEA MOME 172.16.225. 178 13.04.2016 7:52:05 11409832 Yes infodinica.exe 7oo062 2978342 72 157 8 | I
CHEA MOME 172.15.225.140 13.04.2016 16:09:25 11430889 Yes infodinica.exe 430805 715065 8 g 0
CHEA MNOMNE 172.16,225.12 13.04.2016 19:58:48 11438363 Yes infodinica.exe 155495 539147 151 63 3 I
CHEA MNOMNE 172.16.226.65 13.04.2016 1:08:18 11406405 Yes Infoscreen.exe 154059 9724361 a 1] 0
CHEA MOME 172.16.226. 187 13.04.2016 1:08:54 11406494 Yes Infoscreen.exe 154059 9712519 a 1] 0 I
CHEA MOME 172.15.226. 169 13.04.2016 1:08:12 11406394 Yes Infoscreen.exe 154059 10044138 a 1] 0
CHEA MNOMNE 172.16,226.139 13.04.2016 1:08:14 11406400 Yes Infoscreen.exe 154059 9721625 a 1] 0 I
CHEA MNOMNE 172.16.226. 149 13.04.2016 1:08:19 11406412 Yes Infoscreen.exe 154059 10053225 a 1] 0
CHEA MOME 172.16.226.55 13.04.2016 1:08:24 11406425 Yes Infoscreen.exe 154059 9953475 a 1] 0 I
CHEA MOME 172.16.226.64 13.04.2016 1:08:13 11406398 Yes Infoscreen.exe 154059 9309128 a 1] 0
CHEA MOME 172.16,225.95 13.04.2016 1:08:13 114063597 Yes Infoscreen.exe 154037 10020220 a a 0
CHEA MOME 172.16.226. 184 13.04.2016 1:08:57 11406502 Yes Infoscreen.exe 154037 9303042 a 1] 0
CHEA MOME 172.17.227.45 13.04.2016 1:08:13 11406393 Yes Infoscreen.exe 154037 10072340 a 1) 0
CHEA MOME 172.16.226.68 13.04.2016 1:08:27 11406441 Yes Infoscreen.exe 154037 10049719 a 1] 0 I
CHEA MOME 172.16.226.87 13.04.2016 1:08:14 11406401 Yes Infoscreen.exe 154037 9955138 a a 0
CHEA MOME 172.16.226.193 13.04.2016 1:08:28 11406444 Yes Infoscreen.exe 154037 10301311 a 1] 0 I
CHEA MOME 172.16.226. 175 13.04.2016 1:08:16 11406405 Yes Infoscreen.exe 154037 9300171 a 1) 0 I
CHEA MOME 172.16.226. 101 13.04.2016 1:08:16 11406406 Yes Infoscreen.exe 154037 10008501 a 1] 0
CHEA MOME 172.17.227.96 13.04.2016 1:08:28 11406445 Yes Infoscreen.exe 154037 9942458 a a 0 I
CHEA MNOMNE 172.15.226.136 13.04.2016 1:08:38 11406472 Yes Infoscreen.exe 1549037 9748900 a 1] 0
CHEA MNOMNE 172.16.226.54 13.04.2016 1:08:41 11406475 Yes Infoscreen.exe 154037 100155658 1] 1] 0
CHEA MOME 172.17.227.63 13.04.2016 1:08:32 11406460 Yes Infoscreen.exe 159037 9857614 a 1] 0
CHEA MOME 172.17.227.93 13.04.2016 1:08:30 11406453 Yes Infoscreen.exe 154037 9741158 a 1] 0
CHEA MNOMNE 172.15.226. 180 13.04.2016 1:08:56 11406501 Yes Infoscreen.exe 1549037 9710737 a 1] 0
CHEA MNOMNE 172.16.226. 143 13.04.2016 1:08:23 11406419 Yes Infoscreen.exe 154037 9854502 1] 1] 0
CHEA MOME 172.16.226. 157 13.04.2016 1:08:12 11406395 Yes Infoscreen.exe 159037 9714968 a 1] 0
CHEA MOME 172.16.226.57 13.04.2016 1:08:24 11406424 Yes Infoscreen.exe 154037 9831570 a 1] 0

4

13.04.2016 23:13:38: Attachments:120; Transactions:124; Statements:532 (prepared:529, active:3);

OAttachmentsO shows the list of users connected to the Firebird database, with many useful details:
USER and ROLE of attachment, start time and ID of attachment, is there garbage collection enabled
for the attachment, name of remote process which established an attachment, and several
accumulated performance counters for the attachment: number of sequential reads [done by
attachment since its start], number of indexed reads, number of inserts, updates and deletes, as
well records backouts, purges and expunges.

By default, some of columns of attachment are switched off, to show only most important
information.

Of course, every time you click on attachment, you can jump to transactions running inside it, and
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then to statements. There is a checkbox in the left upper corner of Transactions and Statements
tabs, which controls the behavior$N$when checked, only transactions and statements marked by
selected attachment ID, will be shown.

4.2.4. Transactions

Tab OTransactionsO shows active transactions at the moment when snapshot was taken.

] HQbird Firebird MONS ﬂgen Snapshot for 13.04.2016 23:13:38 [connected to 172.16.225.2/3050:mssu]

Database Options Help

e Get Snapshat hg Reload Selected Snapshot i) About .-4" Exit
Iﬂgregabed performance statistic I Aggregated ts performance statistics | Attachments ‘ Transactions ts | Response
M| 7 Link to selected attachment:  [MONSUSER=CHEA; MONSROLE=NONE; MONSREMOTE_ADDRESS=172. 16.225.8; MONSTIMESTAMP =13,04.2016 19:38:36; MONSATTACHME [ 4F Remove readonly and readcommited ” I
|

¥ started at / transaction_id  attachment_id  state isolation_mode lock_tmeout  read_only auto_commit  auto_undo  record_seq_reads  record_idx_reads re =
13.04.2016 7:52:19 407545493 11409832  active read committed record version timeout -1 read only Mo Yes 207979 801941
13.04.2016 7:52:36 407545755 11409832  active read committed record version timeout -1 read only Mo Yes 210934 522155
13.04.2016 8:01:58 407555165 11409832 ide read committed record version timeout -1 read only Mo fes 1] 150 [
13.04.2016 8:23:50 407580809 11410943  active read committed record version timeout -1 read only Mo Yes 1} 3430716
13.04.2016 9:14:47 407644463 11412367  active read committed record version timeout -1 read only Mo Yes 1} 166660
13.04.2016 10:25:38 407732169 11409832 ide read committed record version timeout -1 read only Mo Yes i} 1 |=
13.04.2016 12:12:08 407857458 11409832  active read committed record version timeout -1 read only Mo fes 83169 157340
13.04.2016 12:26:14 407373558 11421275  active read committed record version timeout -1 read only Mo Yes 343 256133
13.04.2016 12:28:37 407375700 11421275 ide read committed record version timeout -1 read only Mo Yes a 1354
13.04.2015 12:283:498 407875993 11421275 active concurrency timeout -1 read write No fes a =

P 13.04.2016 12:29:33 | 11421275  active concurrency timeout -1 read write Mo Yes 0 2
13.04.2016 13:24:19 407338307 11424008 active read committed record version timeout -1 read only Mo fes 659618 913602
13.04.2016 13:24:21 407938850 11424008 ide read committed record version timeout -1 read only Mo Yes 529 2073
13.04.2016 13:26:28 407341240 11424008  active read committed record version timeout -1 read only Mo Yes 592183 1205794
13.04.2016 13:26:34 407541329 11424008 ide read committed record version timeout -1 read only Mo fes 1] 2
13.04.2016 13:36:34 407952718 11424600 active read committed record version timeout -1 read only Mo fes 775 25479
13.04.2016 13:37:13 4073953466 11424500 ide read committed record version timeout -1 read only Mo Yes a 150
13.04.2016 13:39:27 407955814 11421275  active read committed record version timeout -1 read only Mo Yes 57550 63844
13.04,2015 15:26:01 403063655 11421275 active concurrency timeout -1 read write MNo fes ] 2
13.04.2016 15:55:58 408096795 11430140 active read committed record version timeout -1 read only Mo fes 923 287339
13.04.2016 15:57:53 408098381 11430140 ide read committed record version timeout -1 read only Mo Yes 1} 1635
13.04.2015 16:10:18 408112346 11430689  active read committed record version timeout -1 read only Mo Yes 755 90673
13.04.2016 17:18:16 408150047 11433362  active read committed record version infinite wait read only Mo Yes 3050 2068
13.04.2016 17:20:14 408192461 11433362  active read committed record version infinite wait ~ read write Mo Yes 0 12429
13.04.2016 17:24:54 408157321 11430689 ide read committed record version timeout -1 read only Mo Yes 1} 150
13.04.2016 19:39:10 408341407 11437916  active read committed record version timeout -1 read only Mo Yes 11539 471037
13.04.2016 13:40:31 408343078 11437959  active read committed record version timeout -1 read only Mo Yes 1637 453671
13.04.2016 19:41:05 408343691 11437959 ide read committed record version timeout -1 read only Mo Yes 1] 1468
13.04.2016 19:42:47 408345715 11437916 ide read committed record version timeout -1 read only Mo fes a 1578
13.04.2015 19:42:48 408345735 11437916 active concurrency timeout -1 read write MNo Yes a 3
13.04,2015 19:43:51 408347075 11437959 active concurrency timeout -1 read write No fes a 2
13.04.2016 19:46:55 408350543 11437959 active concurrency timeout -1 read write Mo Yes 1] 2 il

<[ ¢

13.04.2016 23:13:38: Attachments:120; Transactions:124; Statements:532 (prepared:529, active:3);

If checkbox OLink to selected attachmentO is enabled, only transactions for selected attachment will
be shown, otherwise all transactions are shown.

One of the most important characteristics is a lifetime of transactions: since Firebird is designed to
work with short write transactions, it is important to keep them as short as possible. MonLogger
highlights transactions with isolation modes and read-write settings which hold Oldest Active
transaction and therefore provoke excessive record versions to be not cleared. If you see such
transaction and it started a while ago, it means that it can be responsible for excessive records
Versions.

Sort on Ostarted atO column and look for old transactions, marked in red: all writeable transactions
and read only snapshots stuck Oldest Active Transaction and provoke excessive record versions to
be hold. Identify where these transactions started (right-click and select OView parent attachmentO)
and fix your code to commit this transaction earlier.
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4.2.5. Statements

] HQbird Firebird MONS Logger: Snapshot for 13.04.2016 23:13:38 [connected to 172.16.225.2/3050:mssu]
———

Database Options Help

6 Get Snapshot | 2 Available Snapsots =D= Reload Selected Snapshot i) About .-4" Exit
N

|.ﬂ.ggregabed performance statistic I.ﬂ.ggregabed ts performance statistic | Attachments I Transactions = Statements | Respanse

|
[TlLink to selected attachment: MONSUSER =CHEA; MONSROLE=NONE; MONSREMOTE_ADDRES5=172,16,225.8; MONSTIMESTAMP =13.04.2016 19:38:36; MONSATTACHMENT _ID=1143 [ ? Remove prepared |||

¥ started at statement_id  attachment_id  transaction_id  state sql_text record_seq_reads T record_idx_reads  record_inserts  record_updates

-
M/A 9447143 11430140 1] IDLE select|.pridetinfo, R.RMame, L.LName, R.Comment, cas 14920 2 1} Ol:l
/A 9378286 11437916 1] IDLE select|.pridetinfo, R.RMame, L.LName, R.Comment, cas 14920 1 a 1}
MfA 633382 11409832 0 IDLE select t.pcode, payplan, t.doctype, t.naraddose, t.trea 8962 93203 1] 1]
MfA 9610440 11437359 o] IDLE s=elect distinct a.agrid, a.agnum, a.agname, |.lid, |.shortr 2414 17 a a
M/A 9102254 11433363 1] IDLE select jid, jname, cashid from jpersons 1692 1] 1} 1}
/A 9557079 11437959 1] IDLE select jid, jname, cashid from jpersons 1692 1] a 1}
MfA 9634244 11441112 0 IDLE selectjid, jname, cashid from jpersons 1692 0 1] 1]
MfA 9335733 11440038 o] IDLE s=elect jid, jname, cashid from jpersons 1632 o a a
/A 9644275 11437916 1] IDLE select case when tp.dcode is null then d.fullname else { 280 15002 1} i}
M/A 9647284 11421275 1] IDLE select case when tp.dcode is null then d.fullname else { 119 4113 1} 1}

P NfA 9557080 11437959 0 IDLE Select cashid, cashname, jd 63 0 0 0
M/A 4796406 11424600 0 IDLE SELECT DEPATH FROM FILIALS WHERE ISMAIN = ? 683 o] 1) 1)
MA 9634245 11441112 0 IDLE select cashid, cashname, jid 45 [u] 1] a
MA 9533793 11441112 [v] IDLE SELECT DEPATH FROM FILIALS WHERE ISMAIN = ? 42 0 1] 1]
M/A 9102255 11438363 0 IDLE select cashid, cashname, jid 23 0 1] 1]
Mfa 9335794 11440038 0 IDLE select cashid, cashname, jid 23 0 1] 1]
MA 9585627 11430140 0 IDLE SELECT DEPATH FROM FILIALS WHERE ISMAIN =7 21 [u] 1] a A

| r

Text

select cashid, cashname, jid

from cashref

where filial = ? and (cast(? as bigint) <=0 or jid = ? or jid is null or cashid = 7)
order by cashname

4

13.04.2016 23:13:38: Attachments:120; Transactions:124; Statements:532 (prepared:529, active:3);

Tab OStatementsO shows statements active at the moment of snapshot: if you need to catch all
statements FBPerfMon or FBScanner should be used (all these tools are part of IBSurgeon
Optimization Pack).

If OLink to selected attachmentO is enabled, only statements for specific attachment will be shown,
otherwise all active statements are in the list.

Some statements have no associated transaction id (=0): these queries are prepared, but not
executed.

4.3. Advanced Monitor Viewer

Advanced Monitor Viewer allows graphical display of additional performance counters. They are
based on both trace data and data from monitoring tables, plus additional system utilities such as
wmic (Windows) are used.

To launch the "Advanced Monitor Viewer" click on the corresponding item of the Start menu
"IBSurgeon/HQbird  Server Side 2022/Advanced Monitor Viewer" or run the script
AVM/quick_start.cmd .

After successful launch, the page http://127.0.0.1:8083 will open in your default browser.

You will be prompted to log in:
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127.0.0.1:8083

¥ en

Advanced Monitoring Viewer for HQBIrd

Enter login
admin

Enter password

The default login and password are the same as for DataGuard: "admin / strong password".

After successful authentication, a page will open with a panel on which various graphs are located,
displaying the system load at different points in time.

On the left side of the page, you will see two buttons: "Properties” and "Databases”. The first one
opens a context menu for selecting counters that will be displayed on the charts.

On the left side of the page, you will see two buttons: "Properties" and "Databases". The first one
opens a context menu for selecting counters that will be displayed on the charts. The second, opens
the context menu in which you can select the database for which these counters are displayed. The
database must be registered for monitoring with DataGuard.
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BFeichesReadsWiitesMarks

Properties
Wuser:

.TFEEf'

Bram & CPU Windows

Wramz LoadAwg Linux

M 1ransactions

' | ock Table Info

- -

At the top of the page, the name of the database, bookmarks with dates are displayed, as well as the
time interval for which the performance counters are displayed. You can change the viewing date
and select the desired interval.

Server. Database: d fbdata 4 0 horses fdb v oen

X0 X

1h hd 14:02 15:02

The following counters can be displayed graphically:

4.3.1. FetchesReadsWritesMarks

The graph displays the performance counters Fetches, Reads, Writes, Marks based on monitoring
tables. You can drill down to each time point by clicking on it or selecting "Data for time" from the
list.
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Show Firebird Logll

I Fetcnes (vons) [ Reacs (vons) [ vwrtes ovions) [ Marks (Mong)

200K an 7
- 25 6
150K ap 8
100K 1.5 j
10 5
50K .| 2
05 4
11,4 o D
¥ o" 05.“' é’“ d" o .;? s .\? .-E’ ,r; "p
i ] 5 B &
- Data for time 16:47 -
Top queries from trace Memaory consumption
StmtlD  SOL text rdci Process SummTime Oty  Feiches Reads Wrntes  Marks Process name Allocated Used Count
B5S
null 1245184 1277392 3

select count(«)
from horse h left

61 +°é2$§[§§r;22 127.0.0.1 | IBExpert exe:936 4524 2 3929673 5855 0 0

h.code_father left
join sex on sex.

4.3.2. Users

The graph displays the number of active users and requests, as well as the ping time. You can drill
down to each time point by clicking on it or selecting "Data for time" from the list.

Show Firebird Logly

I s<rs (Database) [ ~ctve Statements - P
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- Data for time 16:25 -
Top queries from trace Memory consumption
StmtlD  SOL text I:d:i Process  SummTime Qty  Fetches  Reads  Writes  Marks Process name Mllocated Used Count
ess
null 1245184 1276272 3
SELECT FIRST 50
A MONSATTACHMENT_ID,
43 A MONSSERVER_PID, 127.0:00 m 2 66 o] i] 1
A MONSSTATE,
AMONSATTA
with cnn as (select
28 mensstalidasstatid, 5750, 708 2 57 0 0 1

casticase psf when 0
then case psh when 0t

4.3.3. Traces

The graph displays the performance counters Fetches, Reads, Writes, Marks and statement execute
time based on data from trace logs. You can drill down to each time point by clicking on it or
selecting "Data for time" from the list.
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Show Firebird Logs B
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Top queries from trace Memory conzumption
StmtiD  SOL text !:dd‘ Process  SummTime Oty  Fetches  Reads  Writes  Marks Process name Allocated Used Count
BsS
null 1245184 1276272 3
SELECT FIRST 50
A MONSATTACHMENT_ID,
43 A MONSSERVER_PID, 127000 2m 2 66 1] a 1
A MONSSTATE,
AMONSATTA
with cnn as (select
28 mangstat_id as statd, 15700 705 2 57 0 0 1

cast{case psf when 0
then case psh when 0t

4.3.4. RAM and CPU Windows

The graph displays the consumed memory, as well as
wmic utility.

Show Firebird Logs B
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Data for time 16:45
Top queries from trace Memery consumption
StmtiD SOL text P Process SummTime Qty Fetches Reads Writes Marks Process name Allocated Used Count
Address
null 2424832 2281760 4
SELECT FIRST 50
AMONSATTACHMENT_ID,
71 A.MONSSERVER_PID, 127.0.01 335 2 G5 ) a a
AMONSSTATE,
AMONSATTA

4.3.5. RAM and LoadAvg Linux

The same as "RAM and CPU Windows", only in Linux.

4.3.6. Transactions

The graph displays the number of active transactions
Next-OAT.
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Show Firebird Logs B
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Top queries from trace Memory consumption
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Address
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SELECT FIRST 50
A.MONSATTACHMENT_ID,
1 A MONSSERVER_PID, 127001 335 2 G5 0 a a
A MONSSTATE,
AMONSATTA

4.3.7. Lock Table Info

The graph displays data to the load on the lock manager (relevant in Classic and SuperClassic).

Show Firebird Logs By
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4.4. Monitoring with HQbird FBScanner

4.4.1. What is FBScanner?

FBScanner (Firebird Scanner) is a tool included in HQbird advanced distribution of Firebird, which
can monitor and view all traffic between Firebird and InterBase servers and their client
applications. It shows the real-time activity of connected clients:

¥ Connections (IP/Name, duration, CPU load),

¥ Queries (query text, status, parameters)

¥ Transactions (with parameters).

Count

FBScanner can log all SQL traffic to text files and external Firebird database, it includes FBScanner

LogAnalyzer module to analyze SQL performance.

FBScanner can be used to profile database applications, monitor user activity, and manage
database connections (including client disconnects on Classic, SuperClassic and SuperServer
architectures). 1tOs also ideal for troubleshooting INET errors, as well as auditing existing

applications and performance tuning.
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FBScanner supports Firebird (V1.x, V2.0, V2.1 and V.2.5), InterBase (V4.0 to 2009/XE3). It is a useful
tool for analyzing production databases, especially if the application has been developed by third-
party and there is no source code available.

FBScanner is transparent as far as the database application is concerned and does not require any
changes in application or database source code, logic or configuration.

4.4.2. Issues that FBScanner can help to resolve
¥ Real-time monitoring of connections. FBScanner shows all connections to the selected database
server: the IP/DNS name of connected client, database and connection time.

¥ Real-time monitoring of SQL queries. For each connection FBScanner shows all the currently
running SQL queries along with their transaction parameters.

¥ Detection of the oldest connection and the oldest active transaction to allow you to analyze that
may have non-optimal transaction behavior or incorrect transaction design or show users who
might be using the application in a manner that may be affecting performance.

¥ Client disconnects. Check that disconnections are taking place correctly. You can also use
FBScanner to disconnect users in order to perform maintenance or database upgrades.

¥ FBScanner allows the routing of specific applications or particular users to allow you to zoom in
on specific applications or users.

¥ You can log SQL queries. For debugging or for security FBScanner can log all the selected traffic
to a special database for further analysis. FBScanner includes LogAnalyzer tool to find bad
gueries and ineffective SQL plans.

4.4.3. Performance Impact

FBScanner does not change anything in transferred SQL traffic and works simply like a transparent
proxy, so all applications will work normally.

FBScanner consume approximately 50-150Mb of memory (for 30-100 active clients), it is known that
FBScanner adds approximately 150ms for every SQL statement.

4.4.4. How to configure FBScanner for local computer?

To configure FBScanner start OFBScanner Service SettingsO from Start menu (  1BSurgeon\HQbird
Server Side\Firebird SQL Scanner\).This tool will help you to setup both basic and advanced
configuration parameters for FBScanner.

The basic configuration parameters are shown at the main screen of OFBScanner ConfigurationO. It
scans Windows registry for installed Firebird services and show them in the grid.
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£ FBScanner Configuration v5.0.5 lQJ Elélg

Local servers |
Select the used server: |
Description Mode Pot  Service Name
Firebird Server - Defaultinstance Service Automatic 3050  FirebirdServerDefaultinstance
InterBase 2009 Server gds_db Service Manual 3050 IBS_gds db

Curment path to executable: |H:\Firebird\Firebird-2.5.5.26952—HQbird-2'D154]1 10-Betaxb4 bin‘fbzerver exe -5 Defaultinstance |

Mew path to executable: |H:\Firebird\Firebird—2.5.5.26352—HObird—2'D15[!1 10-Betaxb4 hin'‘fhserver exe s Defaultinstance |

Chient Application >>> [3053] FEScanner >>> [3050] Firebird

FBScanner Service Settings (FBScannerSVC.cig) FBScanner Service
Interface Port D8 ion  Firsbird 2.5 T | Stopped |
Firchird [EER 30502 Ok DB Server Type Local - SuperServer or Multithreaded  ~

] 4

DB Service Name  FirebirdServerDefaultinstance -

=

FBScanner * (Al} - | 30832

‘ Advanced options... |

oo [ Cacal |

By default Firebird uses port 3050 for network connections. FBScanner works as a transparent TCP
proxy B it redirects all SQL traffic from and to Firebird clients to another.

FBScanner offers to change Firebird port to 3053, in order to start its own instance at 3050.
FBScanner checks for the port usage and if either 3050 or 3053 are used by other software (not
Firebird), it will warn you with red caption OPort usedO near new OPortO text box.

The green figure in the center of OFBScanner ConfigurationO© main screen briefly shows how client
applications SQL traffic will be passed.

At the figure below you can see that FBScanner found Firebird 1.5 instance, and offers to change its
port to 3053, in order to set own instance to listen at 3050.

Such default scenario will give the maximum compatibility with existing Firebird clients (i.e., end-
user applications).

To approve the changes, click OOkO, otherwise OCancelO.

If FBScanner settings were changed, FBScanner Service will be restarted, and all

n existing Firebird connections will be dropped! Be careful with changing
FBScanner settings in production environment. FBScanner will ask your
permission to restart, please decide carefully.

4.4.5. How to setup FBScanner for remote computer?

FBScanner can route SQL traffic not only as local proxy, but from another computer too. To
understand the difference and discover consequences, letOs walk though details.

The basic (and default) configuration of FBScanner implies that it works on the same computer
where Firebird is working, and process all SQL traffic from Firebird clients (i.e., end-user
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applications) which use default connection string (and, therefore, port 3050).

Server (Windows)

a “ FBScanner

3053... 3050

All Firebird
clients
{applications),
connected
through TCP

Sometimes itOs not convenient to setup FBScanner to process all requests, for example, in case of:

¥ Only several (may be, the single workstation) workstations need to be profiled/logged
¥ Only certain application or narrow functionality need to be profiled

¥ Developers need to check some SQL code on the live database$N$gather SQL log with execution
statistics, plans, etc.

¥ Heavy load (too many workstations). In case of heavy load FBScanner can consume resources of
the main server, and itOs better to move FBScanner (as well as FBScanner log, if itOs enabled, to
the dedicated computer).

¥ Linux server. If Firebird works on Linux, itDs possible to route SQL traffic through remote
instance of FBScanner on Windows.

In these cases the good idea is to setup FBScanner at the remote computer and pass only part of
SQL traffic through it. It also makes possible to perform necessary analysis of SQL without changing
ports or other configuration at server$N$the only needed adjustment will be change host name in
client applications' connections strings.

One of the frequent use cases for setting up FBScanner in remote configuration is using it as debug
console for developer computer, so developer can see in real-time (with FBScanner LogViewer) or
afterwards (with FBScanner LogAnalyzer) all SQLs from own computer to the Firebird server.

At the figure below you can see how it can look like:
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Server (Windows)

Application A

3050

Now letOs back to the configuration and see how easy to setup FBScanner to route SQL traffic at the
remote computer.

At the bottom of the main screen of OFBScanner ConfigurationO you can see the following default
settings (for Firebird 2.5 example we considered above):

FBScanner Service Settings (FBScannerSVC . cfg)

Interface Port DB Server Version Firebird 2.5 v
| | EDEDE" Ok DB Server Type Local - SuperServer or Multithreaded -
FBScanner * (All) - 31]53&' Ok DB Service Mame FirebirdServerDefaultinstance -

Advanced options...

In order to setup FBScanner to route SQL traffic to the remote Firebird, we need to change OServer
TypeO from OLocalEO to ORemoteO. It will change the main screen of the configuration tool.

First of all, we need to specify network name (or IP) of the computer with Firebird instance and
port where it will be used$N$it should be entered into OlnterfaceO text box.

Then we need to specify Firebird version B in our example itOs Firebird 1.5.

FBScanner instance also has OlnterfaceO$N$itOs the list of network adapters found at the computer. If
you need to bind FBScanner to one of them and disable connections from other network adapters,
choose one of the adapters from the drop-down list. By default FBScanner will accept Firebird
clients® requests from all network adapters.

Below you can see the example of FBScanner configuration to route SQL traffic to remote Firebird
instance, which resides on myserverl computer and works on default port 3050.
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Local servers i
Select the used server:
Description Mode Pot  Service Name
Firebird Server - Defaultinstance Service Automatic 3050  Firebird ServerDefaultinstance
InterBase 2009 Server gds_db Service Manual 3050 IBS_gds db

Curment path to executable: |H:\Firebird\Firebird-2.5.5.26952—HQbird-2'D154]1 10-Betaxb4 bin‘fbzerver exe -5 Defaultinstance

Mew path to executable: |H:\Firebird\Firebird—2.5.5.26352—HObird—2'D15[!1 10-Betaxb4 hin'‘fhserver exe s Defaultinstance

Chlient Application >=>> [3050] FEScanner >>> [myserver1:3050] Firebird

FBScanner Service Settings (FBScannerSVC.cig)
Interface Port DB Server Version Firebird 2.5

Firebird DB Server Type Local - SuperServer or Multithreaded -

FBScanner *(Al) > DB Service Name FirebirdServerDefaultinstance -

‘ Advanced options... |

Click OOkO to confirm new settings, and FBScanner will route SQL requests to the remote Firebird.

If you need to pass SQL traffic from client applications through remote FBScanner,
please change Firebird appropriate connection string. For example, if originally

n client applications have connected with O myserverl:C:\Database\data.fdb O, in
order to pass SQL traffic through FBScanner in this example you need to change
connection string to O computerl: C:\Database\data.fdo O (where computerl is the
network name of the computer where FBScanner works).

4.4.6. How to setup logging?

From Start menu run OFirebird Scanner\FBScanner SettingsO, then click button OAdvanced optionsO
(in the right bottom of the main screen).

Port Server Version Firebird 1.3 -
10534 Ok Server Type Local - SuperServer or Multithreaded -
3050 Ol Service Mame  Firebird ServerDefaultinstance -

Advanced options... 7

At the dialog click tab OSQL logO.
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-
E] Advanced options

Main | [SGL Log: | Auto Priorty | Subnets | Restictions | Client defaus
'+) Disabled
) File [ClientLogs" |

() Mative Firebird / Interbase

Password

e

By default logging is disabled.

ItOs important to understand that logging to SQL database will write all SQL
operations, including transactions, connects, etc. It means that SQL log database

will consume the same amount of resources (CPU, HDD, etc) as the main database

does. Due to this fact for heavy load environments we recommend to use remote
configuration of FBScanner for SQL logging.

There are 2 options for logging$N$to file and to Firebird log database.

Logging to text files

File logging creates text file for each connection where FBScanner writes SQL and transactions
operators. We recommend file logging for debug purposes and during development$N$itOs suitable
to investigate linear SQL code. If there are a lot of connections, file logging becomes not very

suitable.

To enable file logging, click radio button near OFileO option and set folder where to store file logs

(check that specified folder exists first!):
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-
EJ Advanced options

Main | [SGL Log: | Auto Priorty | Subnets | Restictions | Client defaus
() Disabled
(*) File [E-\Temp\WMyFirebirdLogs |

() Mative Firebird / Interbase

Password

Then click OOkO.

Enabling logging will require restart of FBScanner Service, so all current
connections will be dropped. FBScanner will ask your permission to do it

immediately.

Example of text file logging

For the following isql commands
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Use CONNECT or CREATE DATABASE to specify a database

SQL> connect "localhost:E\Temp\TEST15_2.FDB";
Database: "localhost:E\Temp\TEST15 2.FDB"

SQL> create table t1(il1 integer, c1 varchar(150));
SQL> create table t2(i2 integer, bl blob);
SQL> select count(*) from t1;

SQL> insert into t1(i1, c1) values(l, 'test’);
SQL> select count(*) from t1;

SQL> exit;

FBScanner created the following log:

[* Log created by FBScanner v2.7.19
14.01.2011 16:06:07

ClientIP  =127.0.0.1

Client Name = ibsurgeon3
Client Process = isql [1884]

m [y [T

*/
CONNECT '127.0.0.1/3053:E:\Temp\TEST15_2.FDB' USER 'SYSDBA;

/*14.01.2011 16:06:09 */
[* TrID=20; */
SET TRANSACTION READ WRITE WAIT SNAPSHOT;

/*14.01.2011 16:06:09 */

[* TrID=22; isc_tpb_versionl, isc_tpb_write, isc_tpb_read committed, isc_tpb_wait,

E isc_tpb_no_rec_version */

SET TRANSACTION READ WRITE WAIT ISOLATION LEVEL READ COMMITTED NO RECORD_VERSION;

/*14.01.2011 16:06:19 */
/* QriD=26 TrID=22; EXECUTE */
create table t1(i1 integer, c1 varchar(150));

/*14.01.2011 16:06:19 */
/* QriD=26 TrID=22; INFO */

/*14.01.2011 16:06:19 */
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[* TrID=22; */
COMMIT;

/*14.01.2011 16:06:33 */

[* TrID=27; isc_tpb_versionl, isc_tpb_write, isc_tpb_read_committed, isc_tpb_wait,

E isc_tpb_no_rec_version */

SET TRANSACTION READ WRITE WAIT ISOLATION LEVEL READ COMMITTED NO RECORD_VERSION

/*14.01.2011 16:06:33 */
[* QriD=31 TrID=27; EXECUTE */
create table t2(i2 integer, bl blob);

/*14.01.2011 16:06:33 */
/* QriD=31 TrID=27; INFO */

/*14.01.2011 16:06:41 */

[* TrID=32; isc_tpb_versionl, isc_tpb_write, isc_tpb_read_committed, isc_tpb_wait,

E isc_tpb_no_rec_version */

SET TRANSACTION READ WRITE WAIT ISOLATION LEVEL READ COMMITTED NO RECORD_VERSION;

/*14.01.2011 16:06:41 */
/* QriD=36 TrID=20; EXECUTE */
select count(*) from t1;

/*14.01.2011 16:06:41 */
/* QriD=36 TrID=20; INFO */

/*
E Fetchcount =1
*/

/*14.01.2011 16:07:11 */
/* QrID=38 TrID=20; EXECUTE */
insert into t1(i1, c1) values(l, 'test);

/*14.01.2011 16:07:17 */
[* QrID=40 TrID=20; EXECUTE */
select count(*) from t1;

/*14.01.2011 16:07:17 */
I* QriD=40 TrID=20; INFO */

/*

E Fetchcount =1

*/

/*14.01.2011 16:07:26 */
[* TrID=32; */

COMMIT;

/*14.01.2011 16:07:26 */
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[* TrID=27; */
COMMIT;

/*14.01.2011 16:07:26 */
[* TrID=20; */
COMMIT;

As you can see, file log is useful to understand how SQL commands were run inside the single
connect.

Logging to Firebird database

Before you start with SQL log, itOs necessary to understand some implementation details, which can
be important for production systems.

In general logging to Firebird database is implemented in the straightforward way: FBScanner
service writes all traffic to the external Firebird database. Firebird database with log can be at the
same computer where FBScanner resides, or at the remote computer.

Please consider the following requirements for SQL log configuration:

¥ Log database (and appropriate Firebird instance) should be in Firebird 2.5 format (since
FBScanner 2.7.15). If you are forced to use FBScanner at the computer with another Firebird
version, you need to use embedded Firebird 2.5 to store log.

¥ SQL traffic from all logged connections is written into the single table, with appropriate
markers (from what computer, application, user, etc. this particular record was created).

¥ Log database can consume significant amount of resources in case of heavy load. For many
connections itOs recommended to setup FBScanner and Firebird log database at dedicated
computer.

¥ In many cases itOs not necessary to log all connections, because they repeat the same set of SQL
gueries. Careful investigation of the single connection can be the most effective way to find
performance problems.

To enable SQL logging, click on OSQLO radio button. It will enable appropriate text boxes and
controls.

(*){Native Firebird / interbase
| Edt. ||

[ Collect transactions counters info (21T, QST, OAT, Mext, Active)

Login | Password | |

Client DLL | |- |

First of all, click button OEditO.
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-~
E] Connect to Firebird E@g

b5 s oA 0.001,/3053:c\FBScanner Log

User |SYSDEA |

Password |masterke.1,r |

5GL Diglect

Client Library [fbciient di | |-
Test Create
connection database log

If you intend to use the same Firebird instance to log SQL traffic, you need to
specify connections string with explicit and direct port. In our example it will be
port 3053, and connection string looks like ~ 127.0.0.1/3053:C:\FBScanner_log.fdb

In this dialog you also need to specify how to connect to database with log.
If there is no database with specified name, create new database$N$click OCreate database logO.
Test connection with log database$N$click OTest connectionO.

Click OOkO to save settings.

Transactions markers

FBScanner can gather information about transactions markers (in the same way like IBSurgeon
Transaction Monitors does). Gathered information will be shown as graphs in FBScanner Log
Analyzer.

For this purpose, FBScanner runs separate connect, which requires Login, Password and path to the
appropriate client dll (if you track Firebird 1.5 with FBScanner, fbclient.dll from 1.5 will be
required).

If you decide to gather transactions markers information, mark checkbox OCollect transactions
counters infoO and fill out Login, Password and Client DLL fields.

Using Embedded Firebird 2.5 for SQL log

If you need to use SQL log at the computer where old Firebird is used (1.0, 1.5, 2.0, 2.1 or even
InterBase), itOs recommended to use Firebird 2.5 Embedded to store log.

You can download Firebird 2.5 Embedded from www.firebirdsgl.org

Unpack the archive right into the FBScanner folder ( C:\Program Files\IBSurgeon\Firebird Scanner by
default) and rename fbembed.dll into fbclient.dll .
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Folder structure will look like this

. doc 14.01.201117:25
W en-US 14.01.2011 13:40
. intl 14,01.2011 17:25
W it-IT 14.01.2011 13:40
. pt-BR 14.01.2011 13:40
. RealtimeConfig 14.01.2011 15:46
. ru-RU 14.01.2011 13:40
L udf 14.01,2011 17:25
| 7| aliases.conf 23.09.2010 16:16
|| error.log 12.09.2010 0:40
%) fbclient.dll 17.09.201012:15
| FBScannerlog 14.01.2011 16:03
|| fbscanner.subnets 14.01.201117:26
|#| FBScanner_Reglnfo.eml 14.01.2011 14:15
El FBScannerCFG.exe 09122010 0:47
|| FBScannerCFG.InstallState 14,01.2011 13:40

After that run OAdvanced optionsO, tab OSQL loggingO, radio button OSQLO and click OEditO, then in
the OClient libraryO point to the renamed  fbclient.dll , as it shown below.

r N
E] Connect to Firebird E@g

Database [N |

User |SYSDEA |

Password |masteﬂ-:e'_.r |

SGL Diglect

Client Library |t::meg.am Files\|BSurgeon’\Firebird Scanner‘fbclient di |
Test Create
connection database log

In Embedded Firebird fbclient.dll represents the whole engine. It works inside the
l process of FBScanner and there is no interaction with other installed Firebird
instances, both full and embedded.

4.4.7. How to analyze FBScanner log?

Many users told us that they did not realize how many queries, transactions and other operations
are performed by their software. As you remember, FBScanner stores all information into the
single table. It uses self-links to reduce the amount of stored information and it makes raw log hard
to read and understand.
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To facilitate log analysis we have created new module in FBScanner$N$LogAnalyzer. I1tOs available in
IBSurgeon Deploy Center for all FBScanner users (inside ODownloadO section).

LogAnalyzer requires Firebird 2.5 to work with log database. It also creates new indices and runs
heavy reporting queries, so itOs recommended the following procedure:

1. Setup logging and gather statistics for at least 1 day

2. Copy log database to another computer with Firebird 2.5

3. Connect to the copy of log database and perform analysis at the developerOs computers

4. Copy updated versions of log databases as necessary

To analyze log database, start LogAnalyzer and click OConnect to FBScanner log baseO, then fill out
connection parameters and select log database.

il ™
Login to database ﬁ

Connection
Remote connect

Server: localhost Port: 3050

Database: D:\Clients\Profitmed|081210_FESCANNER,_LOG E]
[| This is an alias for database

Library: C:\Firebird250R \bin'fbdient. dll D

Login
Use Trusted authentication

Show password
More Darams. . .

| comnect || Exit |

At first start LogAnalyzer will create necessary indices, it can take several minutes.

After that LogAnalyzer will show the last available day in the log at the OServer LoadO tab:
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r M
B Logged as to locslhost:3050 DAClients\Profitmed\081210_FBSCANNER LOG.FDB [E=HE=R>
File View Configuration Help
d,! Connect to FBScanner log base... . Eind... E Set the same date for all tabs x Exit

[ Filter entries by database name

Server Load |NI Connections and Logs | All Statements | Active at once | Summary‘

Show data from | § pexafpa 20101 B | [ o000 = [ = | o [ & nexatips 20101 23:59:50 [ J Refresh 3

@ Zoom In @ Zoom Out @ Reset Zoom ‘& Full zoom = Maximize view of transaction B: Show zero
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Time: 15:45:56 C: 0; T: 50; S: 205; Exec in: 13s13ms. (o]

3

:30.12.1899 15:45:56 OIT: 0; OST: 0; OAT: 0; Mext: 0; Active: 0

OServer LoadO tab shows how many SQL queries were run per minute, and how much time they
took to execute. Effectively it shows server load, i.e., number of queries and their execution times.

Zoom in (button in the top left corner of the tab OServer loadO), drag graph by holding right-button

of the mouse and select the peak you are interested to investigate$N$click right-button to show
popup-menu
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It will show you tab OAIl statementsO, where you can browse SQL queries

211232 186212 186215 17299 08.12.2010 15:11:0°

0 08.12.2010 15:11:0'select d. ¥, dt.®, d1.xec_5034 select d. *, dt.*, d1.xec_5034¢ PLAN (LIM INDEX (LIN_EIDDOC

1
PLANJOIN (XISLI0LINDEX (] 47| o]

‘ELEL‘r seLecT
211235 186212 186215 17301 08.12.2010 15:14:0¢ 0 08.12.2010 15:11:0: SELECT SELECT PLAN (XECINT INDEX (IDX_XEC 1
211238 186212 186215 17303 08.12,2010 15:1%:0¢ Q 0 08.12.2010 15:11:0: SELECT o$database_kind PLAN (RDBSDATABASE NATUR. 1
<= 3
|l save all o fie... ' Saveselected5QLs | BB Copy current5QL B Copy currentplan | " Run selected 5QL F5) Show Run Result
SELECT P PLAN JOIN (XI51101 INDEX (IDX XECINTS),LIB TINDEX (R 4
d.did, B PLAN (LIB INDEX (RDESPRIMARY11))
e.eid, e.eidl, e.eid?, e.eid3, e.eid4, e.eidS, e.eid6, e.enumd, e.enumld, e.e=int2 PLAN JOIN (X51100 INDEX (IDXSXECINT OWNER PARENT HO
, CAST(=.ENUM1 AS INTEGER) AS ENUM1, CAST (=.ENUM3 AS INTEGER) AS ENUM3, e.enumd, e.enumli, e.er PLAN (DLAST INDEX (RDESPRIMARYS))
; (select sum(el.enum2l) from lin el where el.eiddoc = -e.eiddoc and el.eidl = e.eidl) add_sum PLAN (LIN INDEX (LIN EIDDOC_EID1_EID3_EIDS))
, 11.1id3, 11.lname AS goods_name, 11.lnum5 AS nds, 11.ltextl article PLAN (XECINT INDEX (IDX_XECINTS))
r 12.1id goods_brand, 1l2.lname as goods_brand name PLAN (XECHUM INDEX (IDX_XECNUM%))
, CASE WHEN pr.prime cost_opt > pr.prime cost AND d.didl <> 60034705 THEN pr.prime cost_opt EL: PLAN (LIB INDEX (RDBSPRIMARY11))
, 12.1idl PLAN (PERCENT MATURAL)
, l4.lname AS state_name PLAN (E1 INDEX (LIN_EIDDCC EID1_EIDS EIDS))
, (SELECT f3 FROM percent (e.enumd,e.enum5)) p_price PLAN JOIN (JOIN (JOIN (JOIN (JOIN (JOIN (JOIN (D IN
; S.enuml ¥ e.enumé AS enumlé_ent
, CAST(0 AS INTEGER) AS selected
, Wm.managername = b
b 3 « [ 3

Select any query to see its text and, if plan logging feature is enabled, its plan.

To follow the execution flow, you can right-click on the query and look for connection and

transactions for this query
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| 2uss|  1ss2n]

211235 186212 ] Wiew connection and transactions for staternent ID=211256 .
211236 136212 1 Select All i
t [l
o Set 08.12.2010 15:11:07 as Start Time [~
ol sevealtofie.. W savesdlect 0o 159010 15.01.07 as End Time -
SELECT
d.did, 5et0812.2010 15:11:08 as Start Time
2.81d, e.=21dl, =.¢ Set 08.12,2010 15:11:08 as End Time ©
, CAST(e.ENUM1 Asmm-—mm—_—mﬁn
s 2elect sum(el.enum?l) from 1lin el where el.eiddoc = —-e.eiddoc and e

r 11.13id3, 11.1lname AS goods name, 11.1numS AS nds, 11.l1ltextl article
r 12.1id goods brand, 12.1lname as goods brand name

LogAnalyzer marks bold queries in the same transaction:

2% Logged as to localhost:3050 DAClients\Profitmed\081210_FESCANNER_LOG.FDB

Eile View Configuration Help
d,! Connect to FBScanner log base. .. ’ Eind... E‘E.-'E Set the same date for all tabs x Exit

[ Filter entries by database name

Server Load | All Connections and Logs |.|5.JI Statements I Active at once | 5ummary|

Show data from 8 nexafpa 2010r, [Ev | o000 (2 E til ([ 14 snesapa 2011
Connections {double did: on row to show details)

*ID IDATTACHMENT PID START_TIME " EMD_TIME CLIENT_IP Cl
152259 152289 0 03,12,2010 08:49:3 03. 12,2010 03:49:4 192,165, 10.5 3
152291 152291 0 03.12,2010 08:49:4 03.12.2010 15:59:5- 192,165, 10.5 3
152295 152295 0 03.12.2010 08:50: 1 192,168.10.5 3
152299 152299 0 03,12,2010 08:50: 208,12, 2010 15:59:2 192,165, 10.5 3
156206 156206 0 03,12,2010 08:50:4 192,168.10.5 3

d sss212] 186212] 0]08.12.2010 08:50:4108.12.2010 15:5:2/192.168.10.5 |3

< [
Connection Details (double didk on row to show in external window)

[ﬁj Hide transactions [ET:EJ Hide statements ] |l save statements to file... ; Shiow Full-view detail win

¥ ROW_TYPE_A ID IDTRAMNSACTION MUM START_TIME PREFARE... EXECUTE
query 157212 186214 2 03.12,2010 08:50:4 0

| = 186215 186215 8- 122010-08:50: 8
query 187213 186215 3 08.12.2010 08:50: 1]
query 187214 186215 4 08.12.2010 08:50: 1]
query 187253 186215 5 08.12.2010 08:50: 0
query 187215 186215 6 08.12.2010 08:50: 0
query 187216 186215 7 08.12.2010 08:50: 1]
query 187221 186215 8 08.12.2010 08:50: 1]
query 187217 186215 9 08.12.2010 08:50: 0
query 187219 186215 11 08.12.2010 08:50: 0

- - - R A L A A

You can sort queries and, for example, find query with the longest execution time:

139



Chapter 4. Monitoring

I_’ﬁﬂ Hide transactions ][r}ﬁ Hide statements I |l save statements to fie... ; Show Full-View detail window

¥ ROW_TYPE_A ID IDTRAMNSACTION MUM START_TIME PREPARE... EXECU... < EMD_TIME

b iquery 207407 186215 14361 08.12.2010 12:57: 0 32594 08.12.2010
query 211270 208923 17338 08.12.2010 15:11:2 0 30624 08.12.20101
query 207515 201255 145359 08.12.2010 13:00:0 u} 14766 08.12.20101
query 207372 201225 14332 08.12,2010 12:58:0 0 14437 058.12,2010 1
query 214523 186215 19618 08.12.2010 15:43: 0 14109 08.12.2010
query 214109 186215 19176 08.12.2010 15:37: 0 13672 08.12.2010
query 211668 186215 17139 08.12.2010 15:05: 0 12470 08.12.2010
query 208263 201460 15296 08.12,2010 13:37:5 0 11702 08.12,2010 1
query 207597 186215 14544 08.12.2010 13:00: 0 10937 08.12.2010

To know more about this query$N$double-click on it and see more details

-&SQL — @é-‘

Copy SQL Copy Plan x Close this window

SELECT d.did,d.dcode,d.ddatel,d.ddate3,d.ddated,d.didl,d.did6,d.did8,d.did10 -
N d.dstate,d.ddate,d.dparent,d.dn‘.m.l,d.dn‘.:rfz,d.dn'.mﬁ,d.dn‘.m'.a,d.dintz,d.dda|:|
, d.dnum? N
y l.1lname, 1l.ltextl
« (SELECT FIRST 1 rf2 b line(wval,l) FROM xecblob WHERE id = dt.taddress) 2
¢, [(SELECT lname FROM lik WHERE 1id = d.didg) trend
¢ (SELECT kname FROM cfg WHERE kid = d.dstate) state_name

r

{SELECT lnames FROM 1ik WHERE 1id

d.did8) manager name

1ib2800.1lname as manager name

1ib5800%51
1ib580052
1ih5800583

.1lname as
.lname as
.1lname as

(SELECT 1lname FROM
CASE WHEN dt.day in day = 2201 THEN "[Oa"' ELSE 'Her' END day in day name

CASE WHEN dt.in night

dolgnost
gruppa

otdel

lix WHERE 1id

d.DAUTHCR) author name

2201 THEN 'Ta' ELSE 'Her' END in night name

PLAN (XECINT INDEX (IDX XECINTS)) ~
PLAN (XECINT INDEX (IDX XECINTS)) I
PLAN (XECDATE INDEX (IDX XECDATES)) =
PLAN JOIN (XECINT INDEX (IDX XECINTS),PMTWIERRTREE INDEX (P PMTWIERRTREE))
PLAN (X770100 INDEX (IDX XECINTS))

PLAN JOIN (XI1 INDEX (IDX XECINTS),XD1 INDEX (IDX XECDATES))

PLAN JOIN (JOIN (XI2 INDEX (XECINT IDX2),XV1 INDEX (RDB$PRIMARY42)),XD1 INDEX -

m- | 3

l abessaly J0413 | LIE |4

4.4.8. How to track 10054 errors, disconnects and failed login attempts?

FBScanner automatically logs all 10054 errors, disconnects and failed login attempts with detailed
description in the FBScanner.log file, which is in FBScanner main directory.
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19.08.2010 21:43:09

Connect Error
ClientIP  =192.10.1.2
Client Name =
DB Name =
DB User = MORTON

Client Process = SUPC [5520]
Client Process (by fbclient) = EATEMP\TEST1.EXE [5520]
STATUS = [file is not a valid database]

[T T [T [T e [y [mp [mp

19.08.2010 21:43:25

E Login Failed

E ClientIP =127.0.0.1

E Client Name = ibsurgeon3

E DB Name = C:\Program Files\Jupiter2010\Data\data.gdb

E DB User = MORTON

E Client Process = Jupiter.exe [3032]

E Client Process (by fbclient) = EATEMP\TEST1.EXE [3032]

E STATUS = [Your user name and password are not defined.

Ask your database administrator to set up a Firebird login.]

4.4.9. Backup/restore and mass load operations

To perform operations which do not require monitoring or debugging, like backup and restore or
mass load of records (in billing systems) we recommend bypassing FBScanner service.

If FBScanner is installed in default recommended configuration, i.e., on port 3050 and Firebird is on
port 3053, connection strings should be like this

server_name/3053:Disk:\Path\database.fdb

example of connection string

connect "localhost/3053:C:\TEMP\database.fdb" user "SYSDBA" password "masterkey";

Example of using backup command

gbak.exe -b -g -v -user SYSDBA -pass masterkey
localhost/3053:C:\TEMP\database.fdb C:\temp\backup.gbk

and, of course, using local connection string will always bypass FBScanner:
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gbak.exe -b -g -v -user SYSDBA -pass masterkey
C:\TEMP\database.fdb C:\temp\backup.gbk

4.4.10. Real-Time Monitoring: FBScanner Viewer

To monitor connections, queries and transaction in real-time FBScanner includes special tool
namely FBScanner Viewer.

FBScanner Viewer shows momentary snapshot of SQL traffic between Firebird and monitored
client applications.

r

D Firebird Scanner Viewer

Server Connections  Transactions Teools  Ceolumns  Help
localhost - Dﬁnllowed = | Disconnect clients... | OQC QAT
I~ Tag * Tra... PID = ClientIP * Client Name * Client Process ...=
= 1 127.0.0.1 ibsurgeon3 C\PROGRAM F...
C select ® from ADDRESS
Transaction isc_tpb_read_committed, isc_tpb_rec_version, isc_tpb_nowait
P select * from ADDRESS

In the first column we can see type of record$N$connection, statements or transaction.

In the table below you can find description of all columns at main page of FBScanner Viewer (some
columns are hidden by default, use menu Columns to turn them on/off):

Column title Column description

I (first column) Indicates type of record in FBScanner
Viewer$Ns$there are separate set of values for
SQL statements, transactions and connections.
They are described in the next table below.

Sign O!0 in the title of this column means active

filter$N$click on the triangle at right side of sign
0!0 to adjust it.
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Column title Column description

Tag Green/red background shows CPU Usage in %
(red$N$Kernel, green$N$Firebird).

Text is shows tags value (if it was specified in
SQL query).

Example how to set tag values: [source] ----

SELECT * FROM RDB$DATABASE
*FBSCANNER$CON_NAME=MyConnect;
FBSCANNERS$TR_NAME=MyTransaction;
FBSCANNER$ST_NAME=SomelmportantQuery;

*/, R

Also in this column you will see execution of
gbakand gfix tools.

Transaction Count Applicable for connection row. Number of active
transactions in the connection is shown.

1tOs very useful to find applications with auto-
commit and other ineffective transaction
management issues.

PID Process ID for Firebird. Only for Classic
Architecture

Client IP IP of connection

Client Name DNS of connection (if possible to resolve)

Client Process Name Starting from Firebird 2.1, fbclient.dll shows
name of client application. For example,
C:\Program
Files\Firebird\Firebird_2_1\bin\isgl.exe

Priority Priority of Firebird instance (Classic only)

Database Database name or its alias, as it appears in the

connection string

User Users name$N$for example, SYSDBA (it does not
supported Trusted Authentication)

Role Role of user

Start For connection row$N$connection time, for
transaction$N$start time of transaction, for
statement$N$query start time.

Time 'NOW'$N$Start; Time from the start moment
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Column title Column description

Last Activity Time of last action for current
connect/transaction/statement.

Inactive 'NOW'$N$Last Activity; Period of inactivity

Latest Retaining Time of the most recent OCOMMIT RETAININGO
or OROLLBACK RETAININGO in the current
transaction

Retaining 'NOW'$N$Latest Retaining

Received Bytes, received by client

Sent Bytes, sent by client

CPU Time Shows overall time consumed in

connection/transaction/query. If there is more
than 1 query in transactions, execution time of
all queries will be summarized. The same rule is
for connection time calculation.

Prepare Time Execute Time

Fetch Count Applicable only for statements. Number of rows,
as itOs reported by fbclient.dll

Protocol Firebird protocol version for current session.

Version Version of fbclient.dll /gds32.dIl.

Version detection is not 100% correct: minor
versions are considered as the same, JayBird and
.NET Provider are considered as the same,
InterBase 8.x = InterBase 9.x

In the following table you can see details for the values appeared in the first column in FBScanner
Viewer for SQL statements rows:

Flag Description

Allocated. Initial phase of SQL query life cycle
Prepared. Indicates that statement was prepared
Execute. Query is being executing at the moment
Closed statement. Execution is finished

Dropped statement.

m O O m TV >

Fetching is in progress

—

Fetching is in progress, but suspended at the
moment (recordset is not fetched)

c Closed cursor. All data was fetched.
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Tags

Tags allow assigning readable identifiers (names) to Connections, Queries and Transactions. You
just need to add these commentaries:

SELECT COUNT(*) FROM RDB$DATABASE

/* FBSCANNER$CON_NAME=My_application;

E FBSCANNERS$TR_NAME=Read_only_transaction N1;
E FBSCANNER$ST_NAME=Customers_list_query; */

¥ FBSCANNER$CON_NAME= sets the name of connection. After the first assignment this name
will be kept during the whole connection life.

¥ FBSCANNERS$TR_NAME-= sets the name of transaction. After the first assignment this name will
be used during the whole life of transaction.

¥ FBSCANNERS$ST_NAME-= sets the name of query.

Tags are showed in the first column in FBScanner Viewer grid, and itOs possible to filter tags by their
names.

Tags are useful to quickly answer the following frequent questions:

What program has launched this query? (developers need to mark with FBSCANNER$CON_NAME
tag each database connection)

What is the transaction for this query? (developers need to use FBSCANNERS$TR_NAME tag to mark
transactions)

¥ What is this very long query? (developer can mark long queries with readable names like
OAnnual reportO).

FBScanner Viewer Menu

FBScanner Viewer offers wide range of options to make debugging and optimization easier, which
are accessible through its menu:
¥ Server
I Connect To
! Disconnect To
! Recent Servers
I Exit
¥ Connections
! Disconnect
I Disconnect ClientsE
I Kill Process

! Latest Queries
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I Oldest Connection
I Process PriorityE
! Ping Client
I Ping All Clients
! Extract Plans
¥ Transactions
I OAT
¥ Tools
I View Style
' Database Administrator (connections only)
' Database Developer (without transactions)
' Database Developer (with transactions)
I Language$NS$ENglish, Italian, Russian, Portuguese
! Plugins
I Options
¥ Columns $N$list of columns

¥ Help

Server

To connect to the FBScanner Service select Service\Connect To. The following dialog will appear:

-
£ FBScanner - Connecting E@g

Server 152.10.1.2 o

After selecting the server FBScanner Viewer will ask for password. There are 2 passwords$N$for
read-only access and for administrator (full) access. By default the password for read-only access is
blank.
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i ™
£ FBScanner - Connecting E@g

Password || |

To setup passwords for FBScanner Viewer access you need to go to OFBScanner
ConfigurationO$N$OAdvanced SettingsO.

Server\Disconnect disconnects FBScanner Viewer from FBScanner Service.

Server\Recent Servers  shows list of most recent FBScanner Services where FBScanner Viewer
connected to.

Exit closes FBScanner Viewer.

Connections

ODisconnectO, ODisconnect clientsO and OKill ProcessO menu options are available only when
connected to FBScanner Service with administrative rights.

Disconnect will ask to close the current connection (highlighted in the main FBScanner Viewer
grid):

i B
Disconnect l“-l

1 Disconnect client?

Client ibsurgeon3 (127.0.0.1)

b

isconnect clients O runs the following dialog:
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-
oo ot
0

kel i Cc Database Cliert IP Cliert Name Time ?:;‘”e User Role

In the right side there is a list of connections, represented by databases names, or clients, or user,
according the filter above.

Using > and < buttons, administrator can select connections to be disconnected and then click
ODisconnectO button.

Disconnect will be done by emulation of 10054 error$N$there will be appropriate record(s) in the
firebird.log (interbase.log ) and in FBScanner.log.

Kill
There are few cases when you need to kill Firebird process, and we do not recommend it.

OKill processEO asks for explicit killing of Firebird process, and it works only at local FBScanner
and Classic Architecture:

Kill Sewerﬁm‘

Kill Process?

Client ibsurgeon3 (127.0.0.1)

It will not work with SuperServer or SuperClassic architectures.

Q.atest Queries O shows list of 20 most recent queries in the selected connection:
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select RDBSINDEX_ NﬁME RDBERELATION_NAME,
select F{[FJ_BH:HJ“AF{J&CTEF{ SET_ID, RDBSCHARACTER_SET_NAME,

12| 3/17/2011 1:36:14 | 00:00:00.0000000 | 00:00:00.000 | 00:00:00.000 1780
13| 3/17/2011 1:36:14 | 00:00:00.0000000 | 00:00:00.000 | 00:00:00.000 51
14| 3/17/2011 1:36:14 | 00:00:00.0000000 | 00:00:00.000 | 00:00:00.000 145
15| 31720M 1336_31‘! 00:00:00.0000000 | 00:00:00.000 | 00:00:00.000
16| 31720M 1336_315_ 00:00:00.0000000 | 00:00:00.000 | 00:00:00.000
17| 31720 1336_315_ 00:00:00.0000000 | 00:00:00.000 | 00:00:00.000
18| 31720M 1336_315_ 00:00:00.0000000 | 00:00:00.000 | 00:00:00.000

select RDBSCOLLATION_ID. RDBIH&WER SET_ ID

select RDBSRELATION_NAME from HDB$REU\TIONS
select RDB.%EXTE‘F{I‘-.M_LI FILEfrorn“RDB}IF{ELﬁTIONS

select RDBSRELATION_TYFE from RDESRELATIONS

rm Latest Queries ibsurgeon3 (127.0.0.1) [SYSDBA] E:\Database'_inS\Database\REP4.FDB @M1
Number Query Start Processor Pepare  Beade P spicor saL -
» 3A720M 1:36;1_-! 00:00:00.0000000 | 00:00:00.000 | 00:00:00.000 7 1] seled cast{'l as |rrteger} cast{d rdb.‘ﬁchamder set _name as E
2| 37201 1:36;1_-! 00:00:00.0000000 | 0O0:00:00.000 | 00:00:00.000 k1 1] select F{DESFIELD_N{RME RDOBESYSTEM_FLAG
3 3A720M 1:36;1_-! 00:00:00.0000000 | 00:00:00.000 | 00:00:00.000 47 0| select F{p'l_als_FiEITf\Ilp_N_NAME. ROBSSYSTEM_FLAG,
4| 317201 1:36;1_-! 00:00:00.0000000 | 0O0:00:00.000 | 00:00:00.000 5 0 |select F{DESF{ELATIC_)IN_NAME. ROBSOWNER_NAME
5| 3/17/20111:36:14 | 00:00:00.0000000 | DO:00:00.000 | 00:00:00.000 1 0 |select RDBSPROCEDURE_NAME, RDBSOWNER_NAME
6| 3/17/2011 1:36:14 | 00.00:00.0000000 | 00:00:00.000 | 00:00.00.000 1] 0 |select T.RDBSTRIGGER_NAME, T.RDBSTRIGGER_INACTIVE,
7| 3720 1:36;1_-! (00:00:00.0000000 | 00:00:00.000 | 00:00:00.000 2 [1] select F{DE.‘PGENERATOF{ NAME
8| 3A720M 1:36;1_-! (00:00:00.0000000 | 00:00:00.000 | 00:00:00.000 i} 0 |select F{DEsExtiEPTIQh_IHrﬂME F{DEsru'IESSAGE
5| 3A17/201 1:36;1_-! (00:00:00.0000000 | 00:00:00.000 | 00:00:00.000 g 0 |select F{DEsFUNCTION NAME
10| 3/17/2011 1:36:14 | 00:00:00.0000000 | 00:00:00.000 | 00:00:00.000 1 0| select RDBSRELATION_NAME from RDESRELATIONS
11| 31772011 1:36:14 | 00.00.00.0000000 | 00:00:00.000 | 00:00:00.000 1] 0 select RDBSROLE_NAME, F{DE.‘DOWNEF{ NAME FROM ROBSROLES
0
0
0
0
0
0
0

SELECT DISTINCT RDESFIELD_NAME FROM

1tOs useful for ad-hoc debugging, it works like ORewindO button.

For full-fledged logging of SQL traffic enable SQL logging feature in FBScanner
. Service, and use FBScanner LogAnalyzer to look through the log.

@Dldest Connection O shows the oldest connection in the grid.

CProcess Priority O is applicable only for local FBScanner installation with Classic architecture. It
enables to set process priority for Classic instances.

Ping Client O allows to check B is selected connection still alive?
CPing All Clients O checks all connections in the same way.

CExtract plans O starts plan extracting for selected connect. Extracted plans are shown in the grid,
and also stored in the SQL (or text) log. If logging is not enabled, nothing happens. To enable plan
extraction for all connects, use appropriate setting in OFBScanner ConfigurationO.

Transactions

The single option Transactions\OAT  will put selection in the grid to the oldest active transaction.

Tools

In menu OToolsO we can see several options. With O View Style O user can select the most suitable
representation of grid data:

¥ Database Administrator (connections only)
¥ Database Developer (without transactions)

¥ Database Developer (with transactions)

FBScanner Viewer is localized in 4 languages. Use Tools\Language to switch between languages:
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D Firebird Scanner Viewer

Server Connections  Transactions Mﬂelp
localhost - [#] 3] | [2] Allowe ViewStyle » |. | OC QAT
!~ Tag *~ Tra.. FID | Language » | English (United States) Clie
Plugins italiano (Ttalia)
Options Portugués (Brasil)
pycceni (Pocona)

Plugins O option enables plugins. For more information please contact support@ib-aid.com

QGDptions O is another way to change some of FBScanner Service parameters.

-
£ FBScanner Opticns E@ﬂ

EDient options! | SQLLog | Autopriorty | Subnets Restrictions | Viewer options

Automaticaly disconnect client after timeout (0 for disabled) 0= minutes DISABLED

Extract from all SGL Guery:
[ Plan
] Tags

b

Please consider appropriate session of this guide for details of FBScanner Service Configuration.

SQL log structure

FBScanner stores SQL traffic in the following table:

150


mailto:support@ib-aid.com

Chapter 4

. Monitoring

CREATHEABLEFBSCANNERG

(

E ID BIGINT NOTNULL

E IDATTACHMENT BIGINT

E IDTRANSACTION BIGINT

E PID INTEGER

E ROW_TYPE INTEGERIOTNULL

E CLIENT_IP VARCHQRY),

E CLIENT_NAME VARCHAFS6),

E CUSTOM_NAME VARCHQFS6),

E SUBNET_NAME VARCHATS6),

E DB_FILENAME VARCHARL?),

E DB_USER VARCHAR 2,

E DB_ROLE VARCHAR?),

E START_TIME TIMESTAMPEFAULNOW' NOTNULL
E END_TIME TIMESTAMP

E LAST_ACTIVITY TIMESTAMPEFAULNOW' NOTNULL
E LAST RETAINING  TIMESTAMP

E WORK_TIME INTEGEREFAULT NOTNULL

E CPU_TIME_USER INTEGEREFAULT NOTNULL

E CPU_TIME_PRIVILEGERTEGEREFAULD NOTNULL

E FETCH_COUNT INTEGE®EFAULT NOTNULL

E RESULT INTEGER

E SQL_TEXT BLOBSUB_TYPE SEGMENHIZE 80,
E SQL TEXT2 BLOBSUB_TYPE SEGMENSIZE 80,
E SQL_PLAN BLOBSUB_TYPE SEGMENHIZE 80,
E PREPARE_TIME INTEGE®EFAULT NOTNULL

E EXECUTE_TIME INTEGE®EFAULT NOTNULL

~—

Logical structure

There are 3 levels of hierarchy in this table:

¥ ID$NS$primary key

¥ IDATTACHMENT and IDTRANSACTIONS$NS$foreign keys referenced to FBSCANNERS$LOG.ID

¥ ROW_TYPES$NShierarchy level (0, 1, 2)

Table 1. Level 1. Connection.ROW_TYPE =0
PID

ROW_TYPE

CLIENT_IP

CLIENT_NAME

CUSTOM_NAME

SUBNET_NAME

Process ID (only for local FBScanner)

0

IP address of client

DNS name

Connection tag (if assigned in query text)

Logical name of subnet. See file
FBScanner.subnets
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DB_FILENAME
DB_USER
DB_ROLE
START_TIME

END_TIME

Table 2. Level 2. Connection.ROW_TYPE =1

IDATTACHMENT
ROW_TYPE
CUSTOM_NAME
START_TIME
END_TIME

LAST_RETAINING

RESULT

SQL_TEXT

Table 3. Level 2. Connection.ROW_TYPE =2

IDATTACHMENT
IDTRANSACTION
ROW_TYPE
CUSTOM_NAME
START_TIME
WORK_TIME
CPU_TIME_USER
CPU_TIME_PRIVILEGED
FETCH_COUNT

RESULT

SQL_TEXT
SQL_TEXT2
SQL_PLAN

Chapter 4. Monitoring

Database alias or full database path
User name

User role

Start of connection

End of connection

Connection ID

1

Transaction tag (if assigned)
Transaction start time
Transaction end time

Time of most recent commit retaining or
rollback retaining

0 b transaction is active
1 b Commit

2 b Rollback

Transaction flags

Connection ID

Transaction ID

2

Query tag (if assigned)

Query start time

Time till the answer from server

CPU Time (local only)

CPU Kernel Time (local only)
Number of records, returned by query

0 B query executed successfully, otherwise this
field contains SQLCODE of error

Query text (with parameters)
Original query text(NULL if equal to SQL_TEXT)

Query execution plan (if OExtract plansO setting
is enabled)

152



Chapter 4. Monitoring

PREPARE_TIME Prepare time

EXECUTE_TIME Query execution time

Indices in the log

Initially log database contains only primary key index. FBScanner Log Analyzer creates necessary
indices at the first connect.

4.4.11. FBScanner Feature Matrix

# Feature FBScanner mode
Agent Remote

Operation Systems Support

Windows X X
Linux, Mac OS X, Free BSD X
Firebird and InterBase versions supported
Firebird 1.0, Yaffil 1.0 (including logging) X X
Firebird 1.5 (including logging) X X
Firebird 2.0 (including logging) X X
Firebird 2.1 (including logging) X X
Firebird 2.5 (including logging + SuperClassic support) X X
InterBase 6.0-2009/XE (including logging) X X
1 Connections
11 Information about established connections in the
FBScanner Viewer:
Firebird/InterBase user login X X
IP-address or computer name X X
Connection time and time of the latest activity X X
Priority of processes (only for Classic architecture) X
1.2 Connection management (requires logging to
FBScanner Viewer with Admin rights)
Safe disconnect of one or several connections using X X
TCP/IP connection interruption (imitation of 10054
error)
Changing of processes priority in Classic architecture X

(for example, to adjust priority of long running report
or something like this. Using tags administrator can
recognize connection where report is working$N$see
below in OTagsO).
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Automatic priority settings for Firebird with Classic
architecture. In FBScanner configuration administrator
can set up automatic correspondence:

Specified IP or subnet of IPs D set priority X
Specified hostname D set priority X
Specified database name b set priority X

Specified user login name D set priority X

Killing of Classic processes, not recommended to use,
but sometimes it is helpful

Ability to restrict all connections (to perform some
operations which require exclusive access)

Filtering connections viewing using all connections
parameters (except time information)

White and black list of databases to connect
White and black list of IP addresses (clients)

Restriction of connections #$N$administrator can limit
the number of connections

Emulation of OWrong login/passwordO error for denied
connections

Detection of old/incorrect versions of
foclient.dll/gds32.dlI

Logging events related with connections

FBScanner logs unsuccessful login attempts in the
FBScanner.log. For each unsuccessful login attempt
FBScanner writes the following information: IP-
address, login name, database and time of login
attempt.
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If connection was broken (10054 error), FBScanner X
determines and logs one of the 5 type of disconnects:

Client application was closed improperly (for instance,
application was closed by Task Manager)

Connection was closed by time-out (itOs possible to set
forced disconnect in FBScanner to close connect by
time-out too)

Server crashed (fbserver or fb_inet_server crashed)

Server process (fbserver or fb_inet_server) was killed
from the FBScanner

Disconnect of connections from FBScanner Viewer

For all cases above FBScanner writes the IP-address of
disconnected client(s) and the reason of disconnect.
This is very useful feature to find and eliminate 10054
errors.

Transactions

Transactions are shown inside appropriate

connections

Transactions' flags X
Lifetime of transactions X
Using OAT button you can find the oldest active X

transaction in real-time and review related
connection/queries.

Queries (statements)

Information about queries(statements)
Start time

Query text

Transaction of the query

Status (prepare/execute/E)

X X X X X

Filtering by statement status (by default Closed
statements are hidden)

Instant CPU load indicator X

If query PREPARE or execution caused error,
FBScanner writes SQLCODE to the log (for example,
primary key violation)
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Additional operations with queries

Ad-hoc plan extraction for queries X

Can be performed for all connections (should be set ON
in FBScanner configuration utility)

Can be turned ON/OFF for selected connection only in
the FBScanner Viewer

In both cases plans will be logged to the overall log if
logging is ON.

Tags

Tags allow assigning readable identifiers (names) to X
Connections, Queries and Transactions. You just need to
add these commentaries: [source] ----

SELECT COUNT) FROM RDB$DATABASE /
FBSCANNER$CON_NAME=My_application;
FBSCANNERS$TR_NAME=Read_only_transaction_N1;
FBSCANNERS$ST _NAME=Customers_list_query; */ ----

FBSCANNER$CON_NAME-= sets the name of connection. X
After the first assignment this name will be kept during
the whole connection life.

FBSCANNERS$TR_NAME-= sets the name of transaction. X
After the first assignment this name will be used during
the whole life of transaction

FBSCANNERS$ST_NAME= sets the name of query.

Tags are showed in special column in FBScanner X
Viewer

1tOs possible to filter tags by their names X
Tags are useful to quickly answer the following X

frequent questions:

What program has launched this query? (developers
need to mark with FBSCANNER$CON_NAME tag each
database connection)

What is the transaction for this query? (developers
need to use FBSCANNER$TR_NAME tag to mark

transactions)

What is this very long query? (developer can mark long
queries with readable names like OAnnual reportO)
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Logging

Logging allows intercepting all queries and writing
them to the external Firebird database. FYI, logging
cannot be replaced with Firebird 2.1 or InterBase
system tables, because they provide only snapshots of
programs.

Connections, queries and transactions are logged

All executed queries are logged (only prepared quires
skipped)

Queries are stored with information about their
connection and transaction

All transactions are logged, even rolled back.
Transaction log record has column RESULT which
shows was transaction committed or rolled back.

If plan extraction is on, queries plans are logged too
Automatic creation of database for logging

Automatic creation of tables to logging in any Firebird
database
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Chapter 5. Database structure analysis

5.1. Overview of Firebird database structure

The first thing we have to say about the structure of Firebird database is that it represents a set of
pages of strictly defined size: 4096, 8192, 16384 (previous versions of Firebird supported page sizes
1024 and 2048).

Pages can be of different types, each of which serves its certain purpose.

Pages of the same type donOt go strictly one by one$N$they can be easily mixed, allocated in file in
the order they were created by server when extending or creating databases.

reference to next pointer page

Murnber of 1st pointer page in Database

Header page

reference to next data page eference to next data page

Generator Index root
page page

next index page

Index page Index page

=

Table 4. Page types

Page Type ID Description

pag_undefined 0 Undefined b If a page has this
page type, it is most likely
empty

pag_header 1 Database header page

pag_pages 2 Page inventory page (or Space

inventory page b SIP)

pag_transactions 3 Transaction inventory page
(TIP)
pag_pointer 4 Pointer page
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Page Type ID Description

pag_data 5 Data page

pag_root 6 Index root page

pag_index 7 Index (B-tree) page
pag_blob 8 Blob data page

pag_ids 9 Gen-ids

pag_log 10 Write ahead log information

5.2. How to analyze database structure with HQbird
Database Analyst (IBAnalyst)

IBAnalyst is a tool that assists a user to analyze in detail Firebird database statistics and identify
possible problems with database performance, maintenance and how an application interacts with
the database. IBAnalyst graphically displays Firebird database statistics in a user-friendly way and
highlights the following problems:

¥ tables and BLOBs fragmentation,

¥ record versioning,

¥ garbage collection,

¥ indices effectiveness, etc

Moreover, IBAnalyst can automatically make intelligent suggestions about improving database
performance and database maintenance.

IBAnalyst can get statistics from the live production databases through Services API
(recommended), or analyze text output of gstat -a -r E commands. Statistics from the peak load
periods can give a lot of information about actual performance problems in production databases.

Main features of IBAnalyst are listed below:

¥ Retrieving database statistics via Service APl and from gstat output.
¥ Summary of all actual and possible problems in database

¥ Colored grid representation of tables, indices and table&indices, which highlights fragmented
tables, poor indices and so on.

¥ Automatic expertise of database statistics provides recommendations and Ohow-toO for the
following things:

I Optimal database page size

! Transactions state and gap between critical transactions
I Different database flags

! Index Depth

I Index Key Duplicates
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! Fragmented Tables
I Record Versions
! Very Big Tables

¥ and moreE

5.2.1. How to get statistics from Firebird database in right way

Right time, right place

It sounds strange, but just taking statistics via ~ gstat or Services APl is not enough. Statistics must be
taken at the right moment to show how applications affect data and transactions in database. Worst
time to take statistics is

Right after restore
After backup ( gbak £b db.gdb) without Bg switch is made
After manual sweep ( gfix Bsweep

It is also correct that during work there can be moments where database is in correct state, for
example, when applications make less database load than usual (users at launch, dinner or its by
specific business process times).

How to catch when there is something wrong in database?

Yes, your applications can be designed so perfect that they will always work with transactions and
data correctly, not making sweep gaps, lot of active transactions, long running snapshots and so on.
Usually it does not happen. At least because some developers test their applications running 2-3
simultaneous users at the same time, not more. Thus, when they set up written applications for 15
and more simultaneous users, database can behave unpredictably. Of course, multi-user mode can
work Ok, because most of multi-user conflicts can be tested with 2-3 concurrently running
applications. But, next, when more concurrent applications will run, garbage collection problems
can come (at least). And this can be caught if you take statistics at the correct moments.

If you does not experience periodical performance problems

This can happen when your applications are designed correctly, there is low database load, or your
hardware is modern and very powerful (enough to handle well current user count and data).

The most valuable information is transactions load and version accumulation. This can be seen
only if you setup regular statistics saving.

The best setup is to get hourly transaction statistics. This can be done by running

gstat £h db.gdb>db_stat <time>.txt

where
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¥ db.gdb is your database name,
¥ db_stat <time>.txt is text file where statistics will be saved,
¥ <time>$N$current date and time when statistics was taken.

Also you can schedule to gather database statistics with HQbird FBDataGuard, job ODatabase:
StatisticsO.

If you experience periodical performance problems

These problems usually caused by automatic sweep run. First you need to determine time period
between such a performance hits. Next, divide this interval minimally to 4 (8, 16 and so on). Now
information systems have lot of concurrent users, and most of performance problems with not
configured server and database happens 2 or 3 timers per day.

For example, if performance problem happens each 3 hours, you need to take

gstat £h db.gdb

statistics each 30-45 minutes, and

gstat £a £r db.gdb Buser SYSDBApass masterkey

each 1-1.5 hour. The best is when you take (gstat £a £ statistics right before forthcoming
performance hit. It will show where real garbage is and how many obsolete record versions
accumulated.

What to do with this statistics

If your application explicitly uses transactions and uses them well, i.e. you know what is read
read_committed and when to use it, your snapshot transactions lasts no longer than needed, and
transactions are being active minimal duration of time, you can tune sweep interval or set it off,

and then only care about how many updates application(s) makes and what tables need to be less
updated or cared about updates.

What does this mean, you can ask? WeOll give example of some system, where performance
problems happened each morning for 20-30 minutes. That was very sufficient for morning
applications, and could not last longer.

Database admin was asked correct questions, and here is the picture:

Daily work was divided by sections$N$analytic works in the morning, than data is inserted and
edited by usual operators, and at the end of the day special procedures started gathering data, that
would be used for analytic next day (at least).

The last work on database at the end of day was lot of updates, and updates of those tables which
analytic used in the morning. So, there were a lot of garbage versions, which started to be collected
by application, running in the morning.
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And, the answer to that problem was found simple$N$to run ofix Bsweepat the end of the day.

Sweep reads all tables in database and tries to collect all garbage versions for committed and rolled
back transactions. After sweeping database became clear nearly it comes after restore.

And, Omorning problemO has gone.
So, you need to understand statistics with lot of other factors:

¥ how many concurrent users (average) work during the day
¥ how long is the working day (8, 12, 16, 24 hours)

¥ what kind of applications running at different day times, and how they affect data being used
by other applications, running at the same time or next. l.e. you must understand business
processes happening during the whole day and whole week.

When DBA canOt do nothing

Sadly to say, these situations happen. And again, example:

Some system installed for ~15 users. Periodically performance is so bad, that DBA needs to restart
server. After server restart everything works fine for some time, then performance gets bad again.
Statistics showed that average daily transactions is about 75,000, and there are active transactions
running from the start of day to the moment when performance getting down.

Unfortunately, applications were written with BDE and with no transactions using at all; i.e. all
transaction handling was automatic and used by BDE itself. This caused some transactions to stay
active for a long time, and garbage (record versions) accumulated until DBA restarted server. After
restart the automatic sweep will start, and the garbage will be collected (eliminated).

All these was caused by applications, because they were tested only with 2-3 concurrent users, and
when they became ~15, applications started to make very high load.

Need to say that in that configuration 70% of users were only reading data, and other 30% were
inserting and updating some (!) data.

In this situation the only thing that can make performance better is to redesign transaction
management in this application.

How IBAnalyst can help find problems in your Firebird database

LetDs walk through the key features of IBAnalyst. When you look at your database statistics in
IBAnalyst first time, things can be not clear, especially if IBAnalyst shows lot of warnings by colored
red and yellow cells at Summary, Tables and Index views. LetOs consider several real statistics
examples.

5.2.2. Summary View

Summary contains the most important information extracted from database statistics. Usually full
statistics of database contains hundreds of Kbytes and it is not easy to recognize the important
information.
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Below is the description of database objects and parameters that you may see in Summary. For

description of visible problems (marked

output.

Object or parameter

Database name

Creation date

Statistics date

Page size

Forced Write

Dialect

Sweep interval

On Disk Structure

Transaction block

Oldest transaction

Oldest snapshot

Oldest active

Next transaction

red or yellow ) see column hints or Recommendations

Description
Name of analyzed database.

Database creation date. When it was created by
CREATE DATABASE statement or restore (gbak
-c/-r).

When statistics was taken$N$statistics file date or
Services API call date (now).

Page size is the physical parameter of database.
The best page size is 4096 or 8192 bytes. Other
page sizes (less than 4096) marked as red. For
better performance restore database from
backup using 4K or 8K page size. (Note: Firebird
2.0+ can use 16K page size).

It shows the mode of changed pages writing:
synchronized or asynchronized$N$appropriate
setting is ON or OFF. OFF is not recommended,
because server crush, power failure or other
problems can cause database corruption.

Current database dialect.

Current sweep interval value. Marked yellow if
it is not 0, and marked red if Sweep Gap greater
than Sweep interval.

ODS. It is a database physical format. See hint to
know ODS number for particular IB/FB versions

Oldest interesting transaction.

The oldest transaction id that was rolled back, or
in limbo.

Oldest snapshot transaction

Id of transaction that was oldest active when
currently oldest snapshot started.

Oldest active transaction

Id of oldest still active transaction.

Newest available transaction id
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Object or parameter

Sweep gap (snapshot D oldest)

Snapshot gap (active b oldest)

TIP size

Snapshot TIP Size

Active transactions

Transactions per day

Data versions percent

Table/Index lists  (also reported in
recommendations)

Fragmented Tables

Description

For ODS 10.x databases. Difference between
Oldest Snapshot and Oldest Interesting
transaction. If it is greater than sweep interval,
and sweep interval is > 0, Firebird tries to run
sweep, and it can slowdown performance.

Difference between Oldest Active and Oldest
transaction. Same as previous sweep gap.

Transaction Inventory Page size, in pages and
kilobytes. TIP holds transaction state for every
transaction was started from database creation
(or restore). It is computed as Next transaction
div 4 (bytes).

Size of Transaction Inventory Pages that needed
for snapshot transactions. Indicates how much
memory will take each snapshot transaction to
check concurrent transactions state.

Currently active (on the moment when statistics
was taken from database) transaction count
(Next b Oldest Active). Maybe incorrect, because
it can be one active transaction and lot of ahead
transactions committed. Anyway, active
transactions prevent garbage collection.

Simply divides Next transaction by days' count
between database creation date and date
statistics taken. Shows average transaction per
day, and useless if it is not production database.
Transaction warnings mostly based on average
transactions per day count.

Percent of record versions in database. Also total
records size and versions size for all tables is
shown, and total index size. Row is not shown
when statistics does not contain record count
information ( gstat -a without -r option). Note
that there can be lot of other data (transaction
inventory pages, empty pages and so on) in your
database.

Here you can view tables (with data > 200
kilobytes) that have average fill less than 60%
(File/Options/Table average fill).
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Object or parameter Description

Versioned Tables List of tables that have Versions greater than
Records, set in Options/Tables.

Tables fragmented with blobs List of tables that have blob fields with data size
less than database page size.

Massive deletes/updates List of tables that had lot of data deleted/updated
by one delete/update statement.

Very big tables Tables that are close to technical InterBase limit
(36 gigabytes per table). You will see warning
beforehand problem can occur.

Deep Indices Indices with depth more than 3 (Options/Index)
Bad Indices Indices with big MaxDup and TotalDup values
Broken or incomplete indices Indices with key count less than record count.

This can happen when index is broken or when
statistics is taken during index creation or re-
activation.

Useless Indices Indices with Unique column = 1. May be deleted
or deactivated, because they are useless for
index search or sort operations.

Tables with no records List of tables with Records = 0. This can be by
design (temporary tables), or they can be just
forgotten by database developer.
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IBp Database Analyst (IBAnalyst 3.0). Loaded from C:\Users\Denis\Downloadshstat txt - O bt
Statistics Reports  View Options Help
| EIEN-F=R AL
& - B A B X
Databases | Summary | Tables | Indices | Tables + Indices
Parameter | W alue
-}- Database info ~
Database name D:\FbDatatdb.fdb
Creation date 07.09.2017 17:34:04
Statistics date 11.11.2019 20:08:36
Page zize 16384
Forced 'write 0N Transaction state
Dialect 1
OnDiskStructure 120
Implementation Huw/=tbdD A ntelf«64 littlé-endian 05 =\windows CC=MS5WT
Attributes force write
Sweep interyal 20000
Qldest tranzaction BE9E38805
Oldest snapzhat BIE3BE06
Oldest active EIE38806
Mext transaction EIEEE450
Sweep gap [active - oldest) T
TIP zize 1064 pages, 17025 kilobytes
Shapshot TIP gize 29675 transactions, 23 kilobytes
Achive ransactions (29674, 34% of daily average 3
Transzactionz per day LB?523, for 736 days )
Data versiong percent 0% - records: 978 mb, versions: 0 mb, pages 1370 mb, indices 486 mb
Blob zize 5 66 megabyptes
= Fragmented tables Indication of long runinig transaction
ATTACHMENTS Average Fill 37%, Records 1430, Pages 16
DMA_FREG_FPER_BREED Awerage Fill 52%, Records 2125, Page: 16
E=TERIOR Awerage Fill 54%, Records 7842, Page: 40
FROTECTED_MAMES Awerage Fil 59% Records 4315, Page: 24
Yersioned tables
Tables fragmented with blobs
Massive deletezfupdates
Very big tables ~
Summary page shows a lot of information, but the most valuable is transactions state ( please read
description of possible transactions states in IBAnalyst help, it is available by clicking F1 or in menu
Help).
At this screenshot you can see that some transaction is active for a long time, 0O60% of daily
averageO. IBAnalyst marks such transactionOs state by red, because this transaction may prevent
accumulated versions to be considered as garbage by server, and so, to be garbage collected. This is
a possible reason of slowness: the more versions exist for some record, the more time it will takes
to read it.
In order to find this long-running transaction you can use MON$Logger module of FBScanner, or
perform direct query of MONS$ tables. Then, to find out which tables were affected by long running
transactions (tables with a lot of record versions) you need to go to OTablesO view of IBAnalyst.
5.2.3. Tables view
View Tables contains the information about all database tables. It represents important statistical
information about each table. All table warnings are marked (see details below).
You can see the following columns (Columns  Records, RecLength, VerLen, Versions, Max Vers are

visible only if statistics was generated with or with OlInclude record/rec versionsO checkbox

enabled):

gstat -r
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Records

RecLength

VerLen

Versions

Max Vers

Data Pages

Size, Mb

ldx Size, Mb
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Description

Record count. Marked pink if table fragmented
by blob fields which data is less than database
page size. Hint shows real table fragmentation
and average records if there were no blob fields.
Such fragmentation can cause bad performance
for big table joins or natural scans.

Average record length. Depends on record data,
especially on char/varchar columns data. Min
physical record length is 17 bytes (record header
+ all fields are null), max B as declared in table.
Statistics show this data without record header
count, in this case RecLength can be O (if nearly
all records are deleted)

Average record version length. If it is close to
RecLength, almost all record is being updated. If
VerLen is 40-80% and not greater of RecLength,
then Versions are mostly updates. If VerLen
greater than 80-90% of RecLength, than maybe
Versions are mostly deletes, or update is made
by char/varchar columns with new, greater data.
Marked yellow if itOs size is greater than
specified % (Options/Record/Version size) of
average record size.

Current record version count. More versions
slowdown table reads. Also lot of versions
means that there is no garbage collection
performed or records are not read by anyone.
Marked red if version count is greater than
Records. (Options/Record Versions).

Max record versions for one particular record.
Marked blue when it is equal to 1 and Versions is
non-zero. It means that there were massive
update/delete operation. See Options, Table,
Massive deletes updates option.

Allocated data pages

DataPages * Page Size, in megabytes. l.e. this is
total table size, records + versions. Graph shows
percentage of that table from the whole data
size.

Sum of all indices size for that table. Graph
shows percentage of that value to total size of all
indices.
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Column Description

Slots Count of links to data pages. Empty links are
Slots-Data Pages. DoesnOt affect disk space or
performance.

Average Fill Average data page fill %. Can be computed as

(DataPages * Page_Size)/ Records * RecLength .
Low page fill means that table is "fragmented"”.
Frequent updates/deletes can fragment data
pages. Marked red if average fill rate is less than
60% (go to Options/Average Fill to adjust it).
Marked yellow if it is an artifact of high table
fragmentation when itOs record is too small (11-
13 bytes).

Real Fill Because we found that Average Fill, calculated
by gstat , sometimes gives wrong results (at least
for tables with small blobs), we placed here
calculated column, that counts average fill not
by data pages, but by records+versions,
including record header.

20%, 40%, 60% and 100% fill Shows page count having corresponding fill rate.
Can be turned on/off in Options dialog

Total % How big is that table plus itOs indices in %,
related to other tables.
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