IBSurgeon FirstAID 4.0 User Guide. © IBSurgeon, 2015

IBSurgeon FirstAlD 4.0 Recovery Guide

ver. 4.0.15

IBSurgeon FirstAID 4.0 RECOVEIY GUIE..........ccuvieeiiiieieeceeese ettt e 1
What is IBSUrgeon FIrSLAIDT? .......oeeeeeeee ettt sttt s s teera et e sreentesreeanas 2
LTS VN1 YT Yo [ = SR 2

For those who don’t want to read thisS QUIE .........cccoieiriiinini e 3
How to view data in corrupted Firebird/InterBase database with FirstAID Extractor....................... 4
How to get a full version of FIrStAID ...........ooi it s 8
Recovery With FIrSTAID DIr€CL ..ottt st ettt ns 9
Recovery With FIrStAID EXIraCIOr........cuv oottt te et s s 12
Overview of data extraction PrOCESS ........ccccivirierieieeree et st 12
Export to the empty database with the same metadata...........ccocoooeiieieiincin 13
UDF S etttk b ekttt s et b etk R et b ettt ettt nenes 14

What if | don’t have empty good copy of a database? ... 15
(o] A o] Tt = T U 16
REGISIIAtION ...ttt ettt ettt et bt e b eaeetesaeeneas 16
Export to the new empty database without metadata............ccccovveeiiiiecenince 20
Final steps with empty database eXPort ... e 24
Some important information you may need during rE€COVENY.........cccvveerereerenieiereeeee e 24
“QUOLE NAMES” SEEHING .....vcviieeieiee bttt bbbttt 24
OFfliNE FEGISIAtION ...ttt 26
EXPOrt the SINGIE tabIe ........ovoeeeeeeee e et 27
External Metadata ... 28
ST ] o ] o AU 30



IBSurgeon FirstAID 4.0 User Guide. © IBSurgeon, 2015

What is IBSurgeon FirstAID?

IBSurgeon IBSurgeon FirstAlD is the tool that can automatically diagnose
FEMonLogger and repair corrupted InterBase or Firebird databases - it can
FEPerfiMion repair corruptions that neither gbak nor gfix can handle. It uses
HQBird Admin its own layer for low-level database access without using the
HQBird Server Side InterBase or Firebird engine, so it can perform real "surgical"
IBSurgeon DataGuard Win Pro operations and repair your database when all other standard
[BSurgeon FirstAID 4.0 mechanisms cannot.

m

@ IBFirstAID Direct

e FirstAID 4.0 supports the following versions of Firebird
o IBFirstAID Extractor

and InterBase:

|| License

| Readme e Firebird 1.0

T4 Recovery Guide e Firebird 1.5

IBSurgeon Free Tools 2015 e Firebird 2.0
igz”fﬂm” IFE':WF 3;? e Firebird 2.1

t2, .

Hrgean manalys e Firebird 2.5

IBTM
e InterBase 4.x

Inno Setup 5
] e InterBase 6.x
ava

Java Development Kit e InterBase 7.0

kSign e InterBase 7.1
Lazarus = e InterBase 7.5
¢ InterBase 2007
1 Back e InterBase 2009
| cearch oroarams ond files = e InterBase XE/XES3

Figure 1. IBSurgeon FirstAID in Start Menu

Attention: Firebird 3 is not supported, since there is no
release at the moment. There will be the special free update for FirstAID 4.0 to support Firebird
3.0. If you have corrupted Firebird 3.0, contact our support: support@ib-aid.com.

If you have problems with the InterBase 5.x database or earlier version of InterBase, please
send email to support@ib-aid.com, we will help you.

FirstAID Modules

IBSurgeon FirstAID contains 2 modules: FirstAID Direct and FirstAlD Extractor. The Direct module is
intended to fix original corrupted database in place. The Extractor module is designed to view and export
data from the corrupted database to the good new database (usually it should be empty).

After installation of IBFirstAID you can find both modules in the Start menu (or in the installation folder of
FirstAlD, if you use Windows version without Start menu).

If you have corrupted database and need to check it and see if there are good enough data inside, use
IBFirstAID Extractor (this function is available in a free version).
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If you can see data you are looking for, and decide to recover database, we recommend performing
recovery with FirstAlD Direct first, and only if there will be problems, use Extractor to export data to the
new database.

Let's consider these operations and available options in details.

For those who don’t want to read this guide
Click “Wizard” — it is the first button on the FirstAID Extractor toolbar, and then follow the next
steps:

-

L
Extractor process wizard! @

This wizard will guide you through the extract data process.

Please, select what do you want to do:

@) View data of corrupted database
| Extract data from corrupted database

l x Cancel J [ o Mextss

Please remember — if you don’t want to read the guide, you must read wizard’s screens
thoroughly.

However, if you will not be able to achieve a desired result with Wizard, please read the rest of
this Guide.
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How to view data in corrupted Firebird/InterBase database with
FirstAID Extractor

If you need to view data in the corrupted database, you can do it with free version of FirstAID Extractor.
For this you need to run FirstAlD Extractor, click “Open Single-file Database” (if you have multi-volume
database, choose from menu File\Open multi-file database).

s IBSurgeon FirstAID - Extractor
File Export Database Extract/Export Help

0& Wizard... @ Open cormupted database Uze External metadata

E stract Current Estract generatars [zequences) into script .-si E xit

Figure 2 Open corrupted database

After that it can ask you to confirm ODS version (2 variants of dialog are shown, to demonstrate options):

1 =

[ Choose ODS = | [ choose oDS =

0DS version for this database set as 32779.2 005 version for this database set as 32779.2
You can choose desired QDS version from the list below You can choose desired ODS version from the list below
| Firebird 2.5 (ODS 11.2) - | |Interbase XE/XE3 (ODS 15.0) v |
| W COK §|’xﬂanr_ell [ W OK IIXCanr_EI]

Figure 3 Confirm choice of On-Disk Structure version (optional dialog)

There is the only exception when FirstAlD cannot show you ODS — if header page is corrupted.
In this case it will show you empty line, and you must select correct version of your database in
the drop-down list. We assume you know it, otherwise you should contact us at support@ib-
aid.com.

Click “Ok”.

Then it asks to confirm page size:
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It is marked that database has

Confirm this value or choose another one.

4096 -

Figure 4 Confirm page size choice (optional dialog)

If the header of database is corrupted, FirstAID will show you empty line and you need to select
correct page size from the drop-down box. Most often it is 4096 for Firebird 2.x and 1024 for
InterBase and Firebird 1.x. If you will select wrong page size you will see a big percent in “Bad
pages” line of “Pages Summary” tab . If you don’t know page size and 4096 looks incorrect, try
to open database with different page sizes, in order to find correct value.

Click "Open".
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After that database will be opened and you will see list of the tables at the left and summary view of
database pages at the right:

File Export Database Extract/Export Help

M Wizard. Open conupted database | 55 Use Extemnal metadata b@ Connect to OB B@ Create New DB Fiun Script. . Disconnect

Extract Current _f?_ﬁj Eutract generatars [sequences) inta script .-si E xit

Database | Log |I:|:|nfig

Tables: Show all available relations [include spstem, temp and wviews) Quote Mames [T 32hit generators

In] |Name |Fields |F'ages |F0rmats |T_I,J|:|e » || Pages Summary | DOL I Preview Data | Indices and Constraints | Genera
_| 143 TAPCEOLIDEMTRPANEL 3 01 Perzistenl Pages Count o
_| 144 TAPCBOLIDSOCKETDRY 4 18 Perzsistenl B Surmmary, Tokal pages 2UTATET 100
_| 145 TAPCBOLIDREADER 3 [N Perzistenl Header 1 a
_| 146 TAPCVELEVRELAYGROUF 3 o Persistent ‘Wiite head Log q 1]

147 TAPCEOLIDHMLRPCSETT 5 11 Perzsistenl Generator Pages 1 1]

145 TAPCTREEOBJECT 14 18251 Persistenll 1 il i
| 149 TAPLMCIVFUNCONESYSADL 5 11 Perzsistenl ﬁ 0 a I
_| 150 TAPLMCREMCONTR 10 61 Perzsistenl age |rventary pages pis ]
| 157 TAPLAIMSLEOMTHR 22 o Fersisteni| = Transaction [nventory Pages 4041 o
_| 152 TAPLMCESCORTGROUPLIST 4 11 Perzsistenl Pairter Pages 2632 1]
_| 153 TAPCACCORDSOFTINPUT 3 01 Perzistenl Fecord Pages 1567906 g3
| 154 TAPLAPNAL 7 [N Perzsistenl Indes Foot Pages 224 1]
_| 155 TAPLSCSOCKET g [N Persistenl Index Pages 778635 3
_| 196 TAPCEOLIDINFUT 3 o Persistenl Blob Fages 121280 5

Figure 5 Pages Summary

The most important information on this tab is percent of "Bad pages" - it gives an idea of how many data
pages cannot be read and, therefore, what are losses.

If you see 0% of bad pages, it (most likely) means that problems are on the records level
or in the system area, and there are not so many problems. If you see 1-2%, it slightly
corresponds to losses in the database. If you see something like 50% or 75%, it usually
means that you have selected wrong page size (in case of wrong header). Of course,
there are cases of corruptions when nearly the whole database is damaged.

You can see that FirstAID Extractor highlights empty tables by light red, and tables with data inside have
a black color of the font.
Double click on table name and you will see data from the first data page of this table:
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e Source: "C:\Firebird252x32\ examples\empbuil d\EMPLOYEE.FDB" Destination: [no database connected]
File Export Database Extract/Export Help
¢<‘§¢\ WWizard... Open comupted database | 9 Use Extemnal metadata 5-8 Connect to DB F,S Create New DB Fun Script... Disconnect E
Eutract Curent _’ﬁj Estract generators [sequences] into script .-si E xit
Database | Log | Config
Tables: [] Shaw all available relations (include system, temp and views) [[] Quote Names [ 32bit generators
D |Name |Fields |F'ages |T_I,Jpe - | FPages Summary I DOL | Presview D ata | Indices and Constraints | Generators|
128 COUNTRY 2 1 Persizte
—] Data page pos # 1
| 12308 8 3 Persite e Careien ] () (8] [ [8)
130 DEPARTHMEMT 7 1| Persiste Rec# ... FIRST_... LAST_MNAME P... HIRE D.. D... JCE... JOB_...
[ RGN EFFLOYEE 11 2 Persistl_ 1 2 Robert Melson 250 25121953 600 WP 2 uUsa
123 PROJECT [ 1 Perziste 2 4 DBruce “oung 233 28121988 621 Eng 2 USA
| 134 EMPLOYEE_PROJECT 2 1 Persiste 3 5 Kim Lambert 22 06021389 130 Eng 2 UsA
135 PROJ_DEPT_BUDGET 5 1 Persiste 4 8 Lesle Johnson 410 05.04.198% 180 Mkg 3 USA
| 13 SalaRy_HISTORY g 1 Persiste 5 9  Phi Forest 229 17.04.198% 622 Mngr 3 USA
| 137 CUSTOMER 12 1 Persiste 6 1 "1Les|ie| Weston 34 17011980 130 SRep 4 USA

Figure 6 Data preview in corrupted databases

In the tables' list you can see number of data pages found for this table in the database, and
there is a navigator to browse data pages on the "Preview" tab of FirstAlD Extractor:

0 |Mame |Fields |Pages |Tupe | « || Pages Summary | DOL | Generators | Preview Data |
Pl 134 ALARM_TRANSACTION 1] 1638 Persiste - —
j 135 APPLICATION 2 0 pmistEL stapagepos it |1 [ il Preview s

Browse data pages for the important tables and decide, do you need to recover this database. If
you decided to recover database, read next section.

Databass | Log | Confio In case of a heavy corruption of
system tables FirstAlID Extractor
will highlight by bright red all tables
with problems. In the column
«Formats» it shows a number of
expected record formats and
number of existing formats.

T ables: Show all available relations [inchide spztem, temp and views]
Fields |Pages |Fomats | Type

b

207 PDVECF_Calsd, Perzizsten

_---- In this case, and also if
209 SITUACAD Persistenl you don’t see normal
===== tables’ names or data in
212 PDVECF_CUPOM 52 1 Persisten them, read “External
—---- metadata” section in the
ALTERACAOPRECO 12 33172 Persister end of this guide!




IBSurgeon FirstAID 4.0 User Guide. © IBSurgeon, 2015

How to get a full version of FirstAID

To recover database you need to purchase appropriate license of FBFirstAlD and wait for its deployment
- you should get automatic email from activate@ib-aid.com about it. Usually it takes around 10-15
minutes.

FirstAID is licensed on “per database” basis, so you can buy license for 1-3 databases or for 50
databases:

e From 1 to 3 databases:
https://secure.payproglobal.com/orderpage.aspx?products=185816

e Up to 50 databases:
https://secure.payproglobal.com/orderpage.aspx?products=185819

If you have any old version of FirstAID, or you have exhausted number of databases to be recovery, you
can buy an upgrade:

https://secure.payproglobal.com/orderpage.aspx?products=177656

Usually order is processed during several minutes, and then you will get automatic email from Sharelt
online shop.

After that we will send you necessary information (essentially, it is password) to enter it in FirstAlID and
perform recovery (see details below in section “Registration”).

If you did not receive the password in 3-4 hours, please check your antispam folder (and settings), and
write email to support@ib-aid.com with your order number, to speed up delivery.

You don’t need to reinstall FirstAID from Download section of Deploy Center — just enter
email and password when requested. Reinstall FirstAID only if you have an older version
installed.

Try to recover database with FirstAlD Direct module before trying to export all data with FirstAID Extractor
— in-place recovery can be faster than export process.


https://secure.payproglobal.com/orderpage.aspx?products=185816
https://secure.payproglobal.com/orderpage.aspx?products=185819
https://secure.payproglobal.com/orderpage.aspx?products=177656
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Recovery with FirstAID Direct

To recover Firebird database with FirstAID Direct please do the following:

1)

Please stop Firebird server and make a copy of the original database file! This is important to
have intact copy of the corrupted database for possible future use.

Run “FirstAID Direct”.

Open corrupted database. Please wait — it can take some time (duration depends on computer’'s
speed).

After opening it will show you the following message in the main window:

18.02.2014 18:35:14 INFO: ====== DATABASE IS READY FOR DIAGNOSING AND REPAIRING. ====
18.02.2014 18:35:14 INFO: ====== Now choose "Diagnose" or "Repair". ====

Click “Diagnose”. FirstAID will start to walk through database pages and check them. It can be a
long process, which depends on the database size, computer speed and data density (i.e., how
many records are on data pages).

Look into FirstAlD log: there will be information messages and errors:

Example of information message:
18.02.2014 18:45:29 INFO: Relation MODELF (159) is OK

Example of error message:

18.02.2014 18:45:31 ERROR: Found 1 record errors on datapage#2069
18.02.2014 18:45:31 ERROR: Error on data page #2069

18.02.2014 18:45:32 INFO: Pointer page #243 checking: found 177 errors.
18.02.2014 18:45:32 ERROR: Error in checking relation #160 Found 1 errors.
18.02.2014 18:45:32 ERROR: Relation MOVIMENTAl (160) is CORRUPT

The most unpleasant are data pages and records-levels errors: if there are many errors, it can be
a sign that you need to use FirstAID Extractor instead.

Please save diagnostics log for possible future use. If you will see alerts that more than 30% of
database lost, probably it is better to stop recovery with FirstAID Direct and run FirstAID Extractor
(see below).

After “Diagnose” please click “Repair”. The following dialog (see Figure 7) will appear (it will
appear only if you have Internet connection at the computer where you run FirstAlID, otherwise
read about "Offline registration").
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Enter here your email (which was used for license purchase) and password (from the
email from activate@ib-aid.com). Click "Recover database (generate UNLK online)".

43 Register IBSurgeon FirstAID 4.0 Direct EEI)

You are connected to IBSurgeon Deploy Center (http:/ /deploy.ib-aid.com)!

Enter email/ password to repair database:
(if you have already purchased FirstAID 3.x)

Email: |y-:uur @email.com You are connected to IBSurgeon Deploy Center.
Enter your email and password and dick "Generate UMLK now™
Fassword: |F‘A55'L"'J'ORD| to generate UMLK and start database recovery.
Generate UMLK now |
or

Purchase FirstAID 4.x now ‘

{password will be sentin 15 minutes!)

Feel free to ask our suppart for help: support@ib-aid.com

Please check your anti-spam settings to receive your activation codes!

. A

Figure 7 Enter email and password to repair database

Please note that FirstAID will save UNLK file for this database in the folder
C:\ProgramData\FBFirstAID3\Unlocks, so next time when you will open this
database file at the same computer, FirstAID (both Direct and Extractor) will not
ask you for the registration.

9) Repair process will take approximately the same time as diagnostics.
10) After Repair you will see this message in the FirstAID log:

18.02.2014 19:05:52 IMFO: -1 - Finizhed repair. Mow run standard means - click "Final steps” for detailz

Final steps »> |

Click on “Final Steps” to see this instruction:
FINAL STEPS
After IBSurgeon FirstAlD Direct repair procedure you need to run standard means to complete

recovery. Please keep results of each step for possible future use.
Even if gfix steps fail, try to run gbak steps (3 and 4) anyway!

10
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1) Run dfix.exe (it is located in "Bin" directory of InterBase/Firebird installation) using the
following command line:

gfix.exe -v -full -user SYSDBA -password <your_sysdba_password>
Disk:\Path\your_database.gdb

2) After that run gfix.exe with another switches combination:

gfix.exe -mend -ig -user SYSDBA -password <your_sysdba_password>
Disk:\Path\your_database.gdb

3) Gfix fixes minor corruptions and prepares database for backup. Then you need to backup
database using gbak.exe (in the same directory with gfix.exe). Run backup with the following

command:

gbak.exe -b -g -ig -user SYSDBA -password <your_sysdba_password>
Disk:\Path\your_database.gdb Disk:\Path\backup.gbk

4) Restore database from backup. Run command:

gbak -c -user SYSDBA -password <your_sysdba_password> Disk:\Path\backup.gbk
Disk:\Path\your_database.gdb

That's all - now database is repaired.

If you encounter problems during these steps, please use FirstAlD Extractor module to export
data from the corrupted database to the new one.

11
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Recovery with FirstAID Extractor

If you already tried to fix database with FirstAID Direct and it was not possible to create backup of the
database with final steps, proceed with extraction.

We assume that you have an untouched file copy of the original corrupted database which you have
created before FirstAlD Direct step. If so, please make a copy of it again and perform all further
operations with it.

It’s important to run FirstAID Extractor on the intact original (before FirstAID Direct) copy of the
corrupted database!

Overview of data extraction process

The idea of data extraction process is very simple: FirstAID Extractor reads database on the low-level (it
uses its own data access level, not usingFirebird engine), and exports all good records into the new good
database.

Corrupted FirstAlD Recovered
database Extractor database

Figure 8 How FirstAID extractor works
There are several important options to be considered:

1) Recovered database. You need to have target database where saved data will be pumped to.

a. Connect to empty database with the same structure (metadata) as a corrupted database.
This is a preferred option.

b. Create new empty database without metadata. FirstAID Extractor can create new empty
database for you, but since metadata in the source database can be corrupted, it could
be incomplete, and you will need extra steps to create missing metadata manually.

2) More data VS More consistency. In the corrupted database some primary keys could be missing
and some database constraints (like NOT NULL, CHECK, FOREIGN KEY, etc.) could be
violated, so there is a choice — turn off violated constraints and let potentially inconsistent data to
be inserted to the database, or enforce all rules.

a. More data. This is a preferred option, because after export you will be able to review
results and enforce database constraints manually. It is common that some non-relevant
constraints exist in the damaged database, so it's better to save as much data as
possible.

12
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b. More integrity. If you don’t see many errors, you can try this option. All constraints and
Foreign keys will be enforced, and those records which do not correspond database

constraints will be skipped.
c. Manual mode. You have options to tune export process manually. We assume you know
what you are doing if you choose manual mode and set parameters by yourself.

Export to the empty database with the same metadata
So, let’s consider the recommended option: export to the empty database with the same
metadata as corrupted database has.

Open corrupted database in FirstAID Extractor and then choose “Connect to DB”:

e Source: "\ Database\Februand 31DB2200\DB220.FOB" Destination: [no database connected]

File Export Database Extract/Export Help
{R\ “Wizard... Open comupted databaze | B9 Use External metadata i,eQ Connect to DB F,Es Create Mew DB F

E stract Current _{ﬁj Estract generatars [sequences] into scripk .-si Exit \--_--""/

Database | Log

Tables: [C] Show all available relations (include system, temp and views) [C] Quote Mames  [7] 32bit generatars
|ID |Name |Fields |F"ages |T_I,I|:|e - | Fages Summary | DoL | Preview Data | Indices and Cr

Figure 9 Connect to the empty database with the same metadata

After that the following dialog will appear:

-

Connection to the target database @
Connection
[] Local server  localhast Frotocal | TCPAP

Databaze: E]

Librany: C:AProgram Files [«86)M\B S urgeon' FEFirstaAlD374LIBS E]

D atabaze
User name: SYSDEA SOL Dialect: | 3 v]
Fazsword: maszterkey Default charset: MOME -
Role:

b anage wriite mode: [Set Farced wWrites OFF ']

[ Cancel l Connect

Figure 10 Connect dialog

13
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Click on “...” near “Database” text field and select destination database for the export. Path to
client library (fbclient.dll or gds32.dll) is set automatically; it depends on the version of the
source database file (necessary client libraries are shipped with FirstAlD).

If you prefer to export data with another server version than the original corrupted
database, you need to choose the correct client library from that server.

FirstAID extractor will adjust SQL Dialect and Default charset parameters automatically, if detect
that header page of corrupted database is not damaged, otherwise you need to set these
parameters by yourself.

By default FirstAlD Extractor will set target database in Forced Writes OFF mode, in order to
speed up export process. You can change to Forced Writes ON after recovery complete, before
going to production, with command gfix -write sync <database> -user SYSDBA -
pass <your password>.

Make sure that Firebird (or InterBase) server is running at this moment!
Click “Connect”.

UDFs!
After establishing connection with the destination database FirstAID Extractor checks the
metadata for UDFs. At this moment you may see the following (or similar) message:

.
[ IBSurgeon FirstAlD - Extractor [

This database contains links to external UDFs;
ib_udfz
Make sure that they are properly installed!

m——

Figure 11 UDFs warning

It means that there are UDF functions in the destination database, and you must provide UDFs
dll file(s) to ensure correct extraction. FirstAlID Extractor shows you the name(s) of UDF
libraries; in this case it is “ib_udf2.dIl".

An absence of UDF dll may prevent the proper export process!

You need to go to UDF folder of your Firebird/InterBase installation and check that this file is in
this folder. If not, copy it from the server where originally your corrupted database was located.

14
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What if | don’t have empty good copy of a database?
If you don’t have an empty good copy of the corrupted database, you need to create it with the

following process:

1) Find any good copy (probably it will be old good copy) of the corrupted database. If you
have good old backup (gbk or fbk), skip step 2.

2) Make backup with metadata only option:
gbak —b —g —-m —user SYSDBA —pass masterkey Disk:\Path_to_good_db.fdb
Disk:\backup.fbk

3) Restore backup with metadata-only option:
Gbak —c —m Disk:\backup.fbk Disk:\path_to_empty _metadata_db.fdb

Use new empty metadata-only database as a target for export.

15
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Export process
After that the following dialog will appear:

IBSurgecn FirstAID - Extractor £3

L Torun export the extractor has to create persistent table to store
¥ deactivated constraints
Do you allow to create it and continue?

Figure 12 Permission to create service table

FirstAlD needs to create service table to store necessary export information. This table will
contain information about database constraints, triggers, indices, etc.

Click “Yes”.

After that FirstAID will open new tab “Destination database”:

o

% Source: "C\Firebird252:32\examples\empbuild\ EMPLOYEE.FDB" Destination: "\..\EMPLOYEE - Copy.FDB"
File Export Database Extract/Export Help

¢é§ Wizard... Open comupted databaze | 55 Use External metadata Connect to DB Create Hew D

COUMTRY
CUSTOMER
DEPARTMENT

EMPLOYEE
EMPLOYEE_PROJECT
JOB
PROJ_DEPT_BUDGET

Figure 13 Tab "Destination database"

At this tab you can see the list of tables of target database, as well as triggers, foreign keys,
checks and NOT NULL constraints, unique keys, domains, UDFs and generators (sequences).

Click “Extract All Tables”

Registration
The following dialog will appear (if you have Internet connection at the computer where you run
FirstAID Extractor, otherwise read section "Offline registration"):

16
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— "

ws Register IBSurgeon FirstAID - Extractor . [ —— =RICHL X

#

You are connected to IBSurgeon Deploy Center (hitp:/ /deploy.ib-aid.com)!

Enter email/ password to repair database:
(if you have already purchased FirstAID 3.x)

You are connected to IBSurgeon Deploy Center,

Email ; you@email. com
Enter your email and password and dick "Generate UMLK now™
Password:  PASSWORD to generate UMLK and start database recovery.
Generate UMLK now
or
‘ Purchase FirstAID 4.x now ‘

{password will be sent in 15 minutes!)

Feel free to ask our support for help: support@ib-aid.com

Please check your anti-spam settings to receive your activation codes!

Enter here your email (which was used for license purchase) and password (from the email from
activate@ib-aid.com).

Click "Generate UNLK now".

If you already registered this corrupted database on the same computer, registration
dialog will not appear!

Then this dialog will appear:

IBSurgecn FirstAID - Extractor @

3 1 Have you the ready structure in the destination database to export data?

P.5. There must be empty (recommended) tables with the same

structure as in source,
P.P.5, All data will be added to data from existing tables!

Yes | ’ Mo l ’ Cancel

Figure 14 Confirmation of a destination database

17
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It's the confirmation that you are agree to export data from corrupted database to the selected
one, and it also informs you that data will be added to the existing tables (if there were already
records, they will be not deleted automatically!)

Click “Yes”.

If you click “No”, FirstAID Extractor will try to create structure using corrupted database
metadata as template. “Cancel” will cancel the operation.

After that there will be one more dialog with the final confirmation and reminder about the
structure:

IBSurgecn FirstAID - Extractor £2

Attention! Data will be exported for existing in destination database
! Y tables only!
5o, you may be needed to export all data structure first?

Do you want to continue?

Figure 15 Reminder about structure

Click “Yes”.

Then you will see very important dialog with export options (see Figure 16). We recommend
option “More restored data”, it will switch off all database constraints (except primary keys) and
extractor will try to export all available data.

After export all constraints will be switched on again (for those data that allow it). At the tab
“Destination database” you can review result and correct or drop all data that you decided to be
odd or unwanted.

“More data integrity” mode will restore all constraints after export and will drop all exported data
that will not correspond to database constraints.
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Select which is better for you
(@) More restored data

() More data integrity
(71 Mot Manage (for fast export to new created dean database)
() Manual
Deactivate before start export in target database
Triggers
Mot null checks
Chedk constraints
Unigue constraints
Foreign keys
Indices

Domains

After export reactivate
Domains
Delete inconsistent items for domain constraints
Indices
Delete double not unique records
Unigue constraints
Delete double not unique recards
Mot null checks
Delete records with MULLs
Chedk constraints
Delete records with failed checks
Foreign keys
Create indices instead of FK for inconsistent items

Triggers

Export option

[ Ok ] ’ Cancel

Figure 16 Export options

Click “Ok”.

19

© IBSurgeon, 2015



IBSurgeon FirstAID 4.0 User Guide. © IBSurgeon, 2015

Export to the new empty database without metadata
Open database in FirstAlD Extractor and then click "Create New DB":

& Source: "D\Database\Februand MDE220NDB220.FOB" Destination: [no database connected]
File Export Database Extract/Export Help

¢<§< Wizard... Open cormupted database | 55 Use External metadata b@ Connect to DE bag Create Mew DB F

Ewtract Curremt _’ﬁj Estract generators [zequences] into scripk .-si E xit

Databaze | Log

Tables: [C] Show all available relations (include system, temp and wviews) ] Quote Mames 7] 32hit generatars

|ID |Name |Fielu:|$ |F'ages |T_I,I|:ue - | Pages Surmrnary | DoL | Preview Data | Indices and Cc

Figure 17 Open database

First you will see this message (see Figure 18):

IBSurgeon FirstAID - Extractor @

L Pay attention!!!
' The database codepage and the 5L dialect of the source and the
target databases must be set properly!

oK

Figure 18 Attention message

It warns you to pay attention to dialect and codepage properties of the next dialog — this is
important if you have corrupted header page, otherwise it will be adjusted automatically.

Click “Ok”.

Then you will see dialog “Create new database and login” (Figure 19).
It will create the new empty database where data from corrupted database will be pumped to.
You will see the following dialog, where you need to specify path to new database for export.

Path to client library (fbclient.dll or gds32.dll) is specified automatically (it is shipped with
FirstAID).
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Create new database and login
Connection
[ Local server  localhost Pratocal | TCRAP

D atabaze:

Librany: C:AProgram Files [#8614BSurgeonhFBFirstal D37ALIBSY E]

Databaze
User name: SYSDEA SOL Dialect: [3 v]
Fazaword: mazterkey Default charset: MOME -
Fole: FPage Size: [B‘I 92 v]

b anage wriite mode:; [Set Farced “Wiites OFF v]

[ Cancel ] Create

Figure 19. Create new database

Choose where you need to create new database and click “Create”.

When the database will be created, you will see the following dialog:

oo oo =
e .

./ i

& Do youwant to execute an sql-script (in this new database) before
Y export any data?

Figure 20 Dialog: do you need additional script?

Click "No".
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After that click the button "Export Structure" on the main toolbar and wait for the finish of
database metadata export:

. . S
& Source: "G:\Databases\Broken\basaforFB10\etk2004.GDB" Destination: ™\...\etk2004-2.GDB" ‘ —

File Export Database Extract/Export Help
o& Wizard. . Dpen corupted database | 55 Use External metadata Connect to DB Create Mew DE ;$> Fiun Script... ﬁ Disconnect @ Export Stucture Extract All tables

& Estract Current jﬁj Extract generators [sequences| into script -'Si Exit

Database | Destination database I Log I Conf\g|

B o Y N T TR T [ R SR —_———

£3 Export structure - EIE.IQ

Please wait__.

| =% Minimize |

IBSurgecn FirstAID - Extractor ﬁ

—)

Figure 21 Export structure result

If you will see that number of create databases is 0, go to section “Quote names” of this
guide!

Then we need to obtain license to perform export of data from the corrupted database — you

already know about it from section “Export to the empty database with the same metadata”.

After successful registration the following dialog will appear:
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@ Have you the ready structure in the destination database to export data?

There must be empty (recommended) tables with the same structure as
in source.
All data will be added to data from existing tables!

Figure 22 Confirmation dialog

Click “Yes”

and "Yes" again here:

r—
[BSurgecn FirstAID - Extractor

Attention! Data will be exported for existing in destination database
4 &% tables only!

So, you may be needed to export all data structure first?

Source fields order will preserved and field names will be ignored!

Do you want to continue?

Figure 23. Confirmation dialog 2

Export process will start; you need to wait till its finish:

3 Extracting CNHISTO

Please wait_._

E XK Teminate 1 ’ =% Minimize ]

Figure 24 Export is in progress
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Export time depends on the size of the database and performance of the computer, it can be
several minutes for small databases and several hours for very big database. At the good
hardware export speed is approximately 1Gb per 5 minutes.

Please note that FirstAlD Extractor by default extracts only records from the users tables, and it
does not extract primary and foreign keys indices, triggers and stored procedures.

Generators values will be exported if you choose export all tables (you will be asked about it) or
if you can extract them manually:

.
% source: "G:\Databases\Broken\baseforFB10\2tk2004.GDE" Destination: ™\...\etk2004-2,GDE"

Eile Export Database E;tract!Export| Help
O& Wwizard.., (] 5 Use External metadata Connect to DB Create Mew DE ;ﬂ> Fun Seript... bﬁ Digconnect | o

m E‘ Extract and use own rmetadata
Extract Current 5§
ay Export Structure

Databaze | Destination
& Extract Current

Tables: [] Show all a
D |Name S

128 AFA =
129 AFABOMNTA @ Update generatars (sequences) into DB |

|

o

B

| Quote Mames [ 32bit generators
mmary I DDL I Preview Data I Indices and Constlaints| Generators

alue

Extract &l tables
Extract all ELOE as files

A

|

130 ALKISZAML:
131 ARFOLYAM
132 ARKATEGO

Extract generators (sequences) into script [
Extract blobs of RDBSFORMATS 2003
Extract Metadata 2010

_| 133 /ARLISTA TrTEFE=2011
134 ARLTETEL 13 0 Persiste ‘ —15”:.3_20[,5

o o o o O

Figure 25. Manual update of generators values

Final steps with empty database export

For destination database you can find generators values and SQL definitions for its primary and
foreign keys and indices on tabs "Generators" and "Indices and Constraints”, so it is possible to
create these objects in export database - you need to run these scripts in your database (with
isql.exe from Firebird's Bin folder, for example).

However, there is easier way to complete recovery - just pump exported data to the new empty
database with all necessary metadata using free tool IBDataPump.

You can download |[BDataPump, run it and set exported database as source and new empty
database with the same structure as target, then pump data.

However, if you have reached this point and decided to use IBDataPump, probably it would be
better to choose export to the empty database with ready metadata (the same as in the
corrupted database).

Some important information you may need during recovery

“Quote names” setting

At the tab “Database” of FirstAID Extractor you can see checkbox “Quote Names”. This
checkbox determines should FirstAID Extractor quote tables and metadata names during the
export, i.e. is database in Dialect 1 or in Dialect 3.
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Usually it is set ON/OFF automatically, using information from the header page of the corrupted
database (not destination!).

If header page is corrupted or if you are trying to export data to the database with another
dialect, you may need to check or uncheck “Quote names”.

One of the good indications that you need to change “Quote Names” setting is O tables as a
result of “Export Structure” command.

Fo

% Source: "D:\Database\March13\SISHOSP\FRESH1.FDB" Destination: "\...\testl fdb"
File Export Database Extract/Export Help

¢£\ Wizard... Open comupted database | B Use External metadata Connect to DB Create Mew D

] Extract Current _f‘;’_‘uj Estract generators [zequencesz] into scnpt .-si E it

Database |Destinatiu:un database | Log | I:::unfig|
Tables: [T Show all available relations (include spstem, temp and views]( Guate Names) [ 32bit gereratars

|Fie|atim||‘~|ame |Fie||:lsl:| F'agel:chielTyp PWI Fresiew Data | Indice

Pages Cou

L3

m

Figure 26 "Quote Names" checkbox
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Offline registration
If you run FirstAID on the computer without Internet access, you will need to perform “Offline
registration” of the database:

-

& Register IBSurgeon FirstAID - Extractor = R ——— l = | (5] |_£h]

You are NOT connected to IBSurgeon Deploy Center (http:/ /deploy.ib-aid.com)!
Enter email/password to repair database:

{if you have already purchased FirstAID 3.x) Itis mot possible to connect to IBSurgeon Deploy Center
(http://deploy.ib-aid.com) from this computer, so you need to

Email: your @email.com send UIK file through web-site or email,

Password:  PASSWORD| 1) Enter Email and Password and dick "0ffline registration”,

then save UIK file

2) Open http:/fdeplay.ib-aid.com on anather computer

[ =1 Offline registration l 3) Login there with username and password received
from IBSurgeon

4) Choose “IBFirstAID 3.x", then choose “Activation”™

5) Upload UIK there and download UMLK

or &) Upload UMLK, to Offline registration
7) Or you can send UIK by email to activate @ib-aid. com
‘ Purchase FirstAID 4.x now

{password will be sentin 15 minutes!)

Feel free to ask our suppart for help: support@ib-aid.com

Flease check your anti-spam settings to receive your activation codes!

L

Figure 27 Offline registration process

It is not possible to connect to IBSurgeon Deploy Center (http://deploy.ib-aid.com) from this
computer, so you need to send UIK file through web-site or email.

1) Enter Email and Password and click "Offline registration", then save UIK file
2) Open http://deploy.ib-aid.com on another computer

3) Login there with username and password received from IBSurgeon

4) Choose "IBFirstAID 3.x", then choose "Activation"

5) Upload UIK there and download UNLK

6) Upload UNLK to Offline registration

7) Or you can send UIK by email to activate@ib-aid.com (it will take some time due to manual
processing of such requests)
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Export the single table
FirstAID Extractor gives you an ability to export only needed relations. For this you need to
select table in the list, right-click and select “Export current relation”:

w Source: "D:\Database\March13\5ISHOSP\FRESHL.FDB" Desti
File Export Database Extract/Export Help

q}& YWizard... Open comupted databaze | 55 Use Extemnal r

£ Extract Current _’“j_'ﬁj Extract generators [zequences] into script

Databaze | Destination database I Log | I:::unfig|

Tables: [] Show all available relations [include system, temp and wie

D Mame Figlds |F"ages |T_I,I|:|e -
T 128 _ = “Persiste| £
| 129  Refreshpreview Sersiste
| 1300L0c View structure Persiste

131 TIRI Perzizte
= 137 HIG Use BExternal metadata orsicte
_| 133L0c Export current relation Hersiste

134 LOTc reoercrro ) o ersiste

Figure 28 Export the single table

All steps for export are similar to export to the new created database.
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External Metadata

Sometime corruption kills important system information in the database and even FirstAID
cannot see its contents due to lack of metadata.

In this case you can try to borrow metadata from the good database with the same structure
(old good copy), or you can get them from the FBDataGuard metadata repository.

I's necessary that this donor database will be good file copy of the corrupted database (usually
it is old file copy).

In order to use “External Metadata” please open your corrupted database and then choose
“Extract/Export’/’Use External metadata”:

%o Source: "D:i\Database'\March13\SISHOSPASISHOSP.GDE" Destination: ™
File Export Database | Extract/Export| Help

R, Wizard.. DF|I§:. Use External metadata
\  Extract and use own metadata i
£ Extract Current _’“j_'ﬁj E

Export Structure
Database |Destinatinn !ED

Tables: [C] Show all 2 Extract Current ]
I T Extract All tables I
DERE: Extract all BLOB as files
129 BAMCO

Update generators (sequences) into DB I
130 LOG_PROF

131 TIPO_DESP Extract generators (sequences) into script

122 HISTORICO Extract blobs of RDBESFORMATS
133 LOGIMPOR Extract Metadata

474 1 OTE nACARIFRITO [u] [ - Lo T

I
TorFEmodm

Figure 29 Use External Metadata

The following warning will appear:

IBSurgecn FirstAID - Extractor @

Attention!
l % The linked metadata and the corrupted database
has to be of the same generation!

Mote that the restoration from backup will do cleanup
and will preduce the new (incorrect) version of the metadata!

OK

Figure 30 Warning: the database where you borrow metadata should have the same metadata as corrupted
one
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Click “Ok”.

Link external metadata @

Wich source of metadata do you have?

’ Existing databse ]

’ Saved files of metadata ]

Figure 31 Choose how to get external metadata

If you need to get metadata from the live database (old good copy), click “Existing database”:

"y

Browse For Folder @

Select directory for metadata

[

»

Bl Desktop
» = Libraries
» & Administrator
4 18 Computer
* a plextorl (B:)
- &, Pilot (T)

4 — Data (D)

[ .m

MOove

(R e

» 3. 3e23261668194d5c5a7ach8963c30a

» 1. Books

Make Mew Folder £ Ok { [ Cancel

Figure 32 Choose old good copy of the corrupted database as source of metadata
Firebird server must be running at this moment!

After that FirstAlID will extract metadata from the good database and reload corrupted database
in order to apply new metadata. Hopefully you will be able to see data to recover. If so, proceed
with export of the data (see “Recovery with FirstAlD Extractor” section.)
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Support

If you have any questions please feel free to contact us: support@ib-aid.com
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